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Abstract 

Visual Cryptography is a technique used to share a secret among different participants in such a way 

that the secret will be revealed only if all or specified number of participants are present.  The 

advantage of visual cryptography is that it does not require any computation to reveal the secret. The 

secret can be revealed using Human Visual System. So this makes visual cryptography a handy 

technique to share a secret. Various visual cryptography schemes have been developed since its 

inception. In this paper, we have compared specific schemes such as (2, 2) Visual Cryptography 

Scheme (VCS), (2, 2) Extended Visual Cryptography Scheme (EVCS), (2, 2) Random Grid based 

Visual Cryptography Scheme (RGVCS) and (3, 3) XOR-based Visual Cryptography Scheme. The 

codes for these schemes were developed in MATLAB and were tested on a common secret image. The 

recovered secret images from these schemes have been compared in terms of parameters like pixel 

expansion, contrast, Mean Square Error, Peak Signal to Noise Ratio and Structure Similarity. This 

paper will help a beginner to choose the basic technique for Visual Cryptography Scheme and then 

go for advanced variations in the chosen technique for further research work. 

Keywords 

Extended Visual Cryptography Scheme, Random Grid based VCS, Secret Sharing, Visual Cryptography 

Scheme (VCS), XOR based VCS. 

 

1. INTRODUCTION 

The Visual Cryptography (VC) technique is a powerful way of sharing a secret. In this technique, 

the secret is shared through image. The image is broken down into ‘n’ pieces called shares. Each share 

is of same size as the secret image. These shares are printed on transparencies and distributed among ‘n’ 

participants. For revealing the secret any ‘k’ or more participants are required, where k ≤ n. the secret 

can be revealed by just stacking ‘k’ or more transparencies. The biggest advantage of visual 

cryptography is that the secret can be decrypted by Human Visual System (HVS). Additional 

computational power is not required for decryption. So a person without the knowledge of VC can also 

reveal the secret. Visual Cryptography was developed by Moni Naor and Adi Shamir [1]. VC focuses 

on solving the problem of secret sharing. VC has the power of perfect secrecy and simple mechanism of 

decrypting the secret. The important feature about VC is that it is perfectly secure. It is similar to one-

time pad technique. 

Since the inception of visual cryptography, lot of variants of visual cryptography are developed. 

Each of the techniques have some advantages and drawbacks. The parameters that may be used for 

ranking these techniques are pixel expansion, contrast, Mean Square Error (MSE), Peak-Signal to Noise 

Ratio (PSNR), Structural Similarity Index (SSI) etc. Most of the VC schemes suffer with pixel 

expansion. Ideally, the dimensions of the shares should be same as that of the secret image, but because 

of the pixel expansion, the dimensions of shares increase. Another major problem in VC schemes is low 

contrast of recovered secret image. Along with these two parameters, MSE, PSNR and SSI are used for 
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comparing various VC schemes. This paper will help a beginner to choose appropriate VC scheme and 

then go for advanced variations in the chosen scheme for further research work. The VC scheme can be 

chosen as per the requirement which can be decided by the various quality parameters. 

This paper is organized as follows, Section 2 describes the details about the basic (2, 2) and (3, 3) 

VCS. Section 3 discusses Extended VCS technique. XOR based VCS is discussed in section 4. In 

Section 5, the details of Random Grid based VCS are described. In section 6, comparison of major VCS 

techniques is done based on some predefined parameters. Finally, in section 7 we conclude by 

commenting on major VCS techniques. 

2. Basic Visual Cryptography Scheme 

The secrets in this case are nothing but images. Image sharing is similar to general secret sharing 

scheme. In a (k, n) image sharing, the image that has secret information, is split up into ‘n’ pieces called 

as shares. The decryption of secret is possible only if atleast ‘k’ shares are stacked together; the human 

visual system does the decryption. This allows any person to use the system without the knowledge of 

cryptography and without performing any computations. This mechanism is very secure and very easily 

implemented. An electronic secret can be shared by printing the shares onto transparencies and 

superimposing them to reveal the secret. 

The basic visual cryptography technique assumes that the secret image is a binary image i.e. 

image having only black and white colours. The white pixel is represented by transparent colour. The 

disadvantage of this method is the contrast of recovered secret image. Contrast determines the clarity of 

the recovered secret image by HVS. The loss in contrast of recovered secret image is determined by 

difference in Hamming weights between the representation of white and black pixels. The newer 

variants of VC deal with grayscale and colour images also. 

The encryption problem is expressed as ‘k’ out of ‘n’ secret sharing problem. In this the secret 

image is divided into ‘n’ pieces of same dimensions as that of secret image. Out of ‘n’ if any ‘k’ or more 

transparencies or shares are stacked together, then the secret image will be revealed. The shares are a 

collection of ‘m’ black and white subpixels arranged closely together. The shares are Boolean matrices 

with n x m dimensions. Thus it has rows equal to the number of participants and columns equal to 

number of pixels required to represent single original pixel called as subpixel. Some parameters related 

to this scheme are, m: the number of subpixels, i.e. number of pixels required to represent pixel from 

secret image. These subpixels are present in shares. α:is the relative difference in weights between 

combined shares of white pixels and black pixels. γ:  the size of collection C0 and C1. C0 represents 

collection of white subpixels and C1 represents collection of black subpixels. For this technique to work 

successfully following two conditions must be true. 

Contrast Condition: For any matrix in C0 collection, the ORing of any k out of n rows must have 

Hamming weight H(V) ≤ d – αm. Hamming weight is nothing but number of 1’s in the vector V formed 

by ORing any rows ≥ k. d is some threshold. For any matrix in C1 collection, the ORing of k out of n 

rows must have the Hamming weight H(V) ≥ d.  

Security condition: If out of n, any less than k shares are superimposed then the secret should not 

be revealed. If q shares are superimposed where q < k, then the Hamming weight of q shares for white 

pixels will be same as Hamming weight of q shares for black pixels. So secret will not be revealed as 

there will be no difference in the contrast between black and white subpixels.  

Each pixel of original secret image appears within n modified versions known as shares. The 

shares are a collection of m black and white sub-pixels arranged closely together. The structure for a 

single pixel from secret image can be described as an n x m Boolean matrix S. The structure of S can be 

described thus: S = (sij)n×m where sij = 1 or 0 if and only if the j
th
 sub-pixel of the i

th
 share is black or 

white respectively. The pixel expansion is given by m = 2
k-1

 and the contrast is given by     
 

    
 . 

In [2], a new principle of construction for VC schemes is presented. It is easy to apply and in 

most cases it gives much better results than the original VCS. New bounds on relevant parameters of k 

out of n schemes are described. An extension to the basic problem is introduced and solved in which 

every combination of the transparencies can contain independent information. 

Here we will discuss two basic constructions, (2, 2) VCS and (3, 3) VCS. A (2, 2) VCS means 

there are two participants and both will be required to reveal the secret, similarly for (3, 3) VCS all the 
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three participants are required. In general, we can have (k, n) VCS means atleast k participants are 

required to reveal the secret, where k ≤ n. The following collections of 2 × 2 matrices are defined for (2, 

2) VCS: 

C0 = {all the matrices obtained by permuting the columns of [
    
    

]}  

C1 = {all the matrices obtained by permuting the columns of [
    
    

]} 

Due to this pixel expansion, one pixel from the original image gets expanded into four pixels. If 

these pixels are arranged as it is then the aspect ratio of the recovered image will be changed. So the 

subpixels are arranged in the form of square of 2 x 2 size to maintain the aspect ratio. In the matrices C0 

and C1 the row 1 belongs to share 1 and row 2 belongs to share2. In general, i
th
 row belongs to i

th
 share. 

For example, if row 1 of C0 is placed as it is it will look like as shown in Fig. 1(a), whereas if same 

pixels are arranged in a 2 x 2 block it will look like as shown in Fig. 1(b). 

                      
                    (a)                             (b) 

Fig. 1 Arrangement of sub-pixels 

 

After permuting the columns of both the matrices, we get different combinations as shown in 

Fig. 2. 
 

 
Fig 2 Pixel Patterns for creating shares 

 

Algorithm: (2, 2) VCS 

Input:  

SI: Secret Image (Binary Image) 

k: Minimum number of participants to reveal secret, here k = 2 

n: Maximum participants, here n = 2 

Matrices C0 and C1 

 

Output: Two shares, one for each participant 

 

Assume that SI has r rows and c columns. The shares can be generated in the following manner: 

 for i = 1 to r 

  for j = 1 to c 

   if SI (i, j) = 1 then 

Select same pixel pattern from Fig. 2 for both shares 

   else  

Select complementary pair of pixel patterns from Fig. 2 for both shares   

i.e. both the patterns must be from either horizontal shares or from vertical 

shares or from diagonal shares 

 End 

 

When the shares are superimposed and the sub-pixels are correctly aligned, the black pixels in the 

combined shares are represented by the Boolean OR of the rows in the matrix. The individual shares 

give no clue whether a specific pixel is black or white so it becomes impossible to decrypt the shares, 

no matter how much computational power is available. 

In Fig. 3, the implementation and results of (2, 2)-VCS visual cryptography scheme are shown. It 

shows the secret image, the two shares that are generated and the recovered secret image after 

superimposing share one and share two. 
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(a) 

 

    
(b)                                                                                                                       (c) 

 

 
(d) 

Fig 3 (a) Secret Image (48 x 150), (b) Share 1 (96 x 300), (c) Share 2 (96 x 300), (d) Recovered Secret Image (96 

x 300) 

 

 

 

 

3. Extended Visual Cryptography Scheme 

In [3], an extended visual cryptography scheme (EVCS) which has an access structure has been 

proposed. It consists of two sets a qualified access structure ΓQual and a forbidden access structure ΓForb 

in a set of n participants. In this technique the participants from qualified set only can reveal the secret. 

Any participant who is from forbidden set has no access to the secret. The major difference between 

basic visual cryptography scheme and extended visual cryptography scheme is that an innocent looking 

image can be viewed on each of the shares. When the shares from qualified access structure are 

superimposed, the images on the shares disappear and the secret image is revealed. EVCS allows the 

construction meaningful shares as opposed to having random noise on the shares [4]. In EVCS, for n 

participants we require n meaningful images like dog, car, house etc. these images will be visible on 

individual shares of participants. The secret message or image is (n + 1)
th
 image. For this we have to 

take into consideration the colour of the pixel in the secret image, so when the n shares are 

superimposed, their individual images disappear and the secret image can be seen. In general, this can 

be denoted by   
      with c,c1…cn ∈ {b,w}, as collection of matrices from which we can choose a 

matrix to generate the shares, ci being the colour of the i
th 

innocent image and c being the colour of the 

secret image. For implementing this scheme, 2
n
 pairs of such collections are required, one for each 

possible combination of white and black pixels in the n original images need to be generated. For 

encrypting the images three conditions must be satisfied. Firstly, when images that belong to the 

qualified set access structure are superimposed, the secret image should be revealed. Secondly, by 

looking at the shares, no information should be available about secret that is hidden within the shares. 

Finally, the image within the shares should look as it is and should still be recognizable by the user, 

after the n original images have been encoded. 

A trade-off between the contrast of the image on each share and the contrast of reconstructed 

secret image is achieved in [5]. Also they have developed, a general technique to implement EVCS 

using hypergraph colourings. The EVCS techniques were mostly applied on binary images [6], but 

some techniques can be applied on grayscale images and are developed using digital halftoning 

technology [7]. These techniques help to improve the contrast of the share images as well as secret 

images. 

The simplest example is a (2, 2)-EVCS problem. The collections   
      are obtained by 

permuting the columns of the following matrices: 
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    [

    
    

]    
    [

    
    

] 

  
    [

    
    

]    
    [

    
    

] 

  
    [

    
    

]    
    [

    
    

] 

  
    [

    
    

]    
    [

    
    

] 

 

Each share consists of 4 subpixels. It contains two 1’s if the colour of the corresponding pixel in 

original image is white and three 1’s if the colour of the corresponding pixel in original image is black. 

 

Algorithm: (2, 2) EVCS 

Input:  

SI: Secret Image (Binary Image) 

Two cover images I1 and I2, e.g. car, house etc. 

k: Minimum number of participants to reveal secret, here k = 2 

n: Maximum participants, here n = 2 

Matrices   
     where c, c1 and c2 ∈ {b, w} 

 

Output: Two shares, one for each participant 

 

Assume that SI has r rows and c columns. The shares can be generated in the following manner: 

 for i = 1 to r 

        for j = 1 to c 

Check the corresponding pixel colour from images SI (i, j), I1 (i, j) and I2 (i, j) 

Select appropriate matrix   
     from above group of matrices, c, c1 and c2 ∈ {b, w} 

Permute the columns of selected matrix and the distribute row 1 of the matrix to share 

1    and row 2 to share 2 

 End 

 

The secret image, cover images, shares and the recovered secret image is shown in the Fig. 4. 
 

 
(a) 

 

 
(b)         (c) 

 

  
(d)                                                                             

 

 
 (e) 
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(f) 
 

Fig 4 (a) Secret Image (48 x 150), (b) Cover Image 1 (48 x 150), (c) Cover Image 2 (48 x 150), (d) Share 1 (96 x 

300), (e) Share 2 (96 x 300), (f) Recovered Secret Image (96 x 300) 

      

4. Visual Cryptography using Random Grids 

A random grid technique was developed in [8]. This method is based on a generalized moire 

effect obtained with random grids. The principle of the method is the use of two random grids in which 

the areas containing information in the two grids are inter-correlated. It consists of a two dimensional 

matrix of pixels called grid. The pixel values can be either fully transparent or fully opaque. It is 

decided by coin flip procedure and then the matrix or grid is formed, hence it is called random grid. 

With random grids we can share binary images using two random grids. When these two random grids 

are superimposed, the original image is revealed. The pixels in individual random grid have no 

correlation, but pixels in two superimposed random grids have correlation. Because of this the 

correlated areas will separate out from random background due to difference in light transmission and 

hence image will be revealed. The image is decrypted using Human Visual System (HVS). The 

advantage of this scheme is that there is no pixel expansion and the basis matrices are not required. 

The algorithms can be designed by using random grids to accomplish the encryption of the secret 

gray-level as well as colour images [9]. Visual Cryptography using Random Grid (VCRG) -n 

encryption schemes for binary, gray-level and colour images, do not have any pixel expansion and also 

do not require any encoding basis matrix [10]. 

 Consider a binary pixel r as a random pixel. R can take value 1 or 0, 0 denotes transparent pixel 

and 1 denotes opaque pixel. The probability that the random pixel is transparent is equal to probability 

that the random pixel is opaque. 

  (   )    (   )  
 

 
 

The opaque pixel stops light while transparent pixel passes light, hence average light 

transmission of random pixel is given by 

 ( )  
 

 
 

R is called as random grid if all the pixels in R, are binary random pixels r. the probability of 

transparent pixels and opaque pixels is same in a random grid. So the average light transmission of R 

will also be  

 ( )  
 

 
 

For a binary secret image B, n random grids {R1, R2,…Rn} are referred to as (n, n) Visual 

Cryptograms of Random Grids (VCRG) of B if following conditions are satisfied. 

1. Ri is a random grid with T(Ri) = 1/2 for 1 ≤ i ≤ n  

2. T(SD[B(0)]) =  T(SD[B(1)]), where SD = Ri1 + Ri2 + ….. + Rid which is the superimposed result of 

some set D = {Ri1, Ri2, ….., Rid } of d distinct random grids in E i.e. D ⸦ E, 2 ≤ d ≤ n – 1 and i1 ≤ i2 

≤ ….≤ id ≤ n, where + is OR operator. 

3. T(SE[B(0)]) >  T(SE[B(1)]), where SE = R1 + R2 + ….. + Rn and E = {R1, R2, ….., Rn} 

Conditions 1 and 2 are security conditions, which ensure that individual grid and any less than n 

superimposed random grids do not reveal any information about the secret image. The condition 3 is the 

contrast condition which claims that once n random grids are superimposed then there is difference in 

the average light transmission for black and white pixels, hence the secret gets revealed.  
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The average light transmission in the random grids is fixed at ½. Hence quality of recovered 

secret image is poor. To improve the quality of recovered secret image, the light transmission must be 

adjustable [11].   

A random-grid-based visual cryptography scheme avoids pixel expansion. A probability 

allocation method is capable of producing the best contrast in both the share images and the stack 

image. Also the contrast can be adjusted as needed. In [12] the most important result is the 

improvement in the visual quality of both the share images and the recovered secret image to their 

theoretical maximum. 

There is a strict relation between deterministic visual cryptography, introduced by Naor and 

Shamir, and random grid visual cryptography, introduced by Kafri and Keren. By using the results 

known in the deterministic model, we are able to improve several schemes for random grids and vice-

versa [13].  

 

Algorithm: (2, 2) Random Grid Visual Cryptography Scheme (RGVCS) 

 

Input:  

SI: Secret Image (Binary Image) 

k: Minimum number of participants to reveal secret, here k = 2 

n: Maximum participants, here n = 2 

 

Output: Two shares, one for each participant 

 

Assume that SI has r rows and c columns. The shares can be generated in the following manner: 

 for i = 1 to r 

        for j = 1 to c 

  Generate R1 as a random grid, T (R1) = 1/2 

  // R1(i, j) = random_pixel (0, 1) 

  if B(i, j) = 0 then 

   R2(i, j) = R1(i, j) 

  else 

   R2(i, j) = not (R1(i, j)) 

 End 

 

The secret image, shares and the recovered secret image is shown in the Fig. 5. 
 

    
                  (a)                                             (b)                                            (c)                                                  (d) 
 

Fig 5 (a) Secret Image (48 x 150), (b) Share 1 (48 x 150), (c) Share 2 (48 x 150), (d) Recovered Secret Image (48 

x 150) 

      

 

5. XOR-based Visual Cryptography 

A k out of n XOR-based Visual Cryptography Scheme consists of two collections of n x b binary 

matrices C0 and C1. To share a white (black) pixel, the dealer randomly chooses one of the matrices in 

C0 (C1) and distributes its rows as shares among the n participants of the system. Any k users can 

determine whether their shares originated from a matrix in C0 or from C1 by XOR-ing them. Any k −1 

or less users have no information whatsoever on whether a black or a white pixel was shared. 

The visual crypto system based on the polarisation of light is discussed in [14] and also the 

structure of the associated threshold visual secret sharing schemes is developed. 

Let k, n, b, h, l be positive integers satisfying 1 ≤ k ≤ n and b ≥ h > l. A [(k, n); b, h, l] XOR-

based VCS consists of two collections of n x b boolean matrices C0 and C1 such that: 

1. For any M ∈ C0, the XOR of any k of the n rows of M has at least h zeroes. 
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2. For any M ∈ C1, the XOR of any k of the n rows of M has at most l zeroes. 

3. For any i1 < i2 <· · ·< it in {1, 2, . . . , n} with t < k, the two collections of t x b matrices D0 and 

D1, obtained by restricting each n x b matrix in C0 and C1, respectively, to rows i1, i2, . . . , it are 

indistinguishable in the sense that they contain the same matrices with the same frequencies.  

The numbers h is called the white-level and l is black-level of the scheme. The parameter b is 

called the pixel expansion and determines the resolution of the scheme. The contrast c of the scheme is 

defined as c = (h−l) / (h+l). As the sub-pixels of a pixel lie close to each other, the human visual system 

averages over the black and white sub-pixels. This means that a pixel which has a majority of white 

(black) sub-pixels is interpreted as white (black) by the human visual system. Clearly, it is desirable to 

have a large contrast c, and a small pixel expansion b. 

Here we will see how to construct a (3; 3) XOR-based visual cryptography scheme. Considering 

above conditions we can construct the matrices C0 and C1 as shown below 

C0  {[
 
 
 
]  [

 
 
 
]  [

 
 
 
]  [

 
 
 
]}             C1   {[

 
 
 
]  [

 
 
 
]  [

 
 
 
]  [

 
 
 
]} 

We can call this as a [(3, 3); 1, 1, 0] scheme with contrast c = (h−l) / (h+l) = 1. 

 

Algorithm: (3, 3) XOR-based Visual Cryptography Scheme 

Input:  

SI: Secret Image (Binary Image) 

k: Minimum number of participants to reveal secret, here k = 3 

n: Maximum participants, here n = 3 

Matrices C0 and C1  

 

Output: Three shares, one for each participant 

 

Assume that SI has r rows and c columns. The shares can be generated in the following manner: 

 for i = 1 to r 

        for j = 1 to c 

  //Check the colour of the pixel of SI 

   

  if SI (i, j) = 0 then  

Select any vector from C0 randomly and distribute the pixel values to respective 

shares 

  else 

Select any vector from C1 randomly and distribute the pixel values to respective 

shares 

 

     End 

 

The secret image, shares and the recovered secret image is shown in the Fig. 6. 
 

 
(a) 

                                        
          (b)                                                                   (c)                                                                             (d) 

 
(e) 

 

Fig 6 (a) Secret Image (48 x 150), (b) Share 1 (48 x 150), (c) Share 2 (48 x 150), (d) Share 3 (48 x 150), (e) 

Recovered Secret Image (48 x 150) 
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6. Results and Discussions 

In this paper, we have described four major visual cryptography schemes. Each scheme has its 

own advantages and disadvantages. For all the schemes we have used same secret image, so that we can 

compare the quality of recovered secret image from all the schemes. The parameters that we have used 

for comparison are Pixel Expansion, Contrast of recovered image, Mean Square Error (MSE), Peak 

Signal to Noise Ratio (PSNR) and Structural Similarity Index (SSI), these parameters are also used in 

[16]. More advanced parameters for detecting quality of secret image are discussed in [17]. Saliency 

models [18] or Graph based Visual Saliency models [19] can also be used to detect object within noisy 

background and hence the quality of the recovered secret image can be judged.  

A. Pixel Expansion 

 In the process of visual cryptography, the secret image is divided to many pieces called as 

shares. While doing this a single pixel from secret image may be represented by more than one pixel, 

this group of pixels is called as subpixel which is larger in size as compared to the original pixel. 

Because of this the size of generated shares may be larger than the secret image. Practically the pixel 

expansion must be as small as possible, generally it should be 1. 

 

B. Contrast 

 As compared to the secret image the contrast of the recovered secret image is low because a 

white pixel from secret image is not represented by white pixel in recovered secret image, instead it is 

represented as combination of black and white subpixels. So the white colour is not perfectly white, 

same is the case with black colour. For recovered secret image to look good the contrast must be as 

large as possible. 

 

C. Mean Square Error (MSE) and Peak Signal to Noise Ratio (PSNR) 

 Two of the error metrics used to compare the quality of various images are the Mean Square 

Error (MSE) and the Peak Signal to Noise Ratio (PSNR). The MSE is the cumulative squared error 

between the compressed and the original image, whereas PSNR is a measure of the peak error. For 

calculating the MSE and PSNR the dimensions of original image and recovered secret image must be 

same. But for schemes like (2, 2) VCS and (2, 2) EVCS, because of pixel expansion the dimensions of 

recovered secret image are expanded by a factor of 4. The MSE and PSNR are commonly used as a 

quantitative metric in image quality assessment and visual secret sharing [16]. 

 

D. Structure Similarity (SSIM) 

  The pixel-to-pixel error measurement cannot accurately represent the image quality loss as 

stated in [20]. The changes in structural information and variations illustrate the degradations of the 

image quality better than error based on pixels. 

 

     (   )   
(        )(        )

(  
     

    )(  
     

    )
 

 

where     is the average of x,    is the average of y,   
  is the variance of x,   

 is the variance of 

y, and      is the covariance of x and y. Parameters C1 and C2 are used to stabilize the division. SSIM is 

treated as another commonly applied tool of quality evaluation in image processing and image 

encryption. 

The values of various parameters for (3, 3) XOR-based VCS can be considered as ideal values 

because the recovered secret image of (3, 3) XOR-based VCS is exactly same as the original secret 

image. If we compare the recovered secret images from all the four schemes based on visual appearance 

then the (3, 3) XOR-based VCS has best quality whereas (2, 2) RGVCS has the worst quality. But, if 

we look at the values of various parameters in Table I then from that we can infer that the recovered 
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secret image of (2, 2) EVCS is having the worst quality among all four, which is not true. Hence there is 

a need to develop a new metric to assess the quality of recovered secret images using VCS rather than 

using conventional metrics. 

TABLE I 

COMPARISON OF SCHEMES USING VARIOUS PARAMETERS 

Schemes\ Parameters 
Pixel 

Expansion 
Contrast MSE PSNR SSIM 

(2, 2) VCS 4 Low 0.3601 4.4361 0.2062 

(2, 2) EVCS 4 Low 0.5370 2.7002 0.1176 

(2, 2) RGVCS 1 Low 0.4224 3.7432 0.1224 

(3, 3) XOR-based VCS 1 High 0 Infinite 1 

 

7. Conclusion 

 In this paper, we have studied four different visual cryptography schemes. A (2, 2) VCS scheme 

is the simplest scheme for secret sharing but it suffers from pixel expansion. The advanced version of 

VCS is (2, 2) EVCS. Due to the cover image embedded on shares, the chance of suspicion about the 

shares is somewhat reduced. But this scheme also suffers from problem of pixel expansion. A (2, 2) 

RGVCS overcomes the problem of pixel expansion, but the recovered secret image visual quality is 

poor. All these above mentioned schemes do not require any computational power to decrypt the secret. 

The Human Visual System does the decryption. Finally, a (3,3) XOR-based VCS can be used to 

overcome the problem of pixel expansion and contrast. The secret recovered using this scheme is 

perfectly recovered. But human eye cannot perform XOR-ing operation, so for recovering the secret we 

require a digital device with a simple software which can manipulate shares to recover secret image. 

Thus after studying all these methods we can conclude that visual cryptography is a very good 

technique to share secret because of its perfect secrecy and also for most of the schemes decrypting is 

done by HVS. However, one needs to select a proper visual cryptography scheme as per the 

requirement of the application. 

References 

[1]. M. Naor and A. Shamir, Visual Cryptography, Eurocrypt 94, LNCS, Vol. 950, Springer-Verlag 1994, pp. 

1–12. 

[2]. Stefen Droste, New results on visual cryptography, Springer-Verlag 1998 

[3]. G. Ateniese, C. Blundo, A. De Santis et al. Visual cryptography for general access structure, Information 

and Computation 1996, 129 pp. 86-106. 

[4]. Ateniese, G., Blundo, C., De Santis, A., et al. Extended schemes for visual cryptography, Theoretical 

Computer Science 1996, 250, pp. 1–16. 

[5]. Giuseppe Ateniese, Carlo Blundo, Alfredo De Santis, et al. Extended capabilities for visual cryptography, 

Theoretical Computer Science 250 (2001) pp. 143-161 

[6]. Kai-Hui Lee and Pei-Ling Chiu, An Extended Visual Cryptography Algorithm for General Access 

Structures, IEEE Transactions on Information Forensics and Security, Vol. 7, No. 1, February 2012, pp. 

219-229. 

[7]. Ching-Nung Yang, Yao-Yu Yang, New extended visual cryptography schemes with clearer shadow 

images, Information Sciences 271 (2014) pp. 246–263. 

[8]. O. Kafri and E. Keren, Encryption of pictures and shapes by random grids, Opt. Lett 1987, 12 pp. 377-

379. 

[9]. S.J. Shyu, Image encryption by random grids, Pattern Recognition 2007, 40 pp. 1014-1031. 

[10]. S.J. Shyu, Image encryption by multiple random grids, Pattern Recognition 2009, 42 pp. 1582-

1596. 

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 5, Issue 8, August 2018

ISSN NO: 0972-1347

http://ijics.com10



 

 

[11]. Xiaotian Wu and Wei Sun, Generalized Random Grid and Its Applications in Visual 

Cryptography, IEEE Transactions on Information Forensics and Security, Vol. 8, No. 9, September 

2013, pp. 1541-1553. 

[12]. Young-Chang Hou, Shih-Chieh Wei, and Chia-Yin Lin, Random-Grid-Based Visual 

Cryptography Schemes, IEEE Transactions on Circuits and Systems for Video Technology, Vol. 24, No. 

5, May 2014, pp. 733-744. 

[13]. Roberto De Prisco and Alfredo De Santis, On the Relation of Random Grid and Deterministic 

Visual Cryptography, IEEE Transactions on Information Forensics and Security, Vol. 9, No. 4, April 

2014, pp. 653-665. 

[14]. P. Tuyls, H.D.L. Hollmann, H.H.V. Lint, et al., A polarisation based visual crypto system and its 

secret sharing scheme, Available online at https://eprint.iacr.org/2002/, Accessed on October 18, 2017. 

[15]. P. Tuyls, H. D. L. Hollmann, J. H. V. Lint, et al., Xor-based visual cryptography schemes, 

Designs Codes and Cryptography 2005, 37 pp. 169-186. 

[16]. Jyoti Rao and Dr. Vikram Patil, Visual Cryptography Comparative Parameters and Research 

Areas, International Journal of Scientific & Engineering Research, Volume 6, Issue 6, June-2015 pp. 

249-253. 

[17]. Feng Jiang and Brian King, A novel quality assessment for visual secret sharing schemes, 

EURASIP Journal on Information Security, 2017:1. 

[18]. T Judd, F Durand and A Torralba, A benchmark of computational models of saliency to predict 

human fixations, Technical report, MIT-CSAIL-TR-2012-001, 2012 

[19]. J Harel, C Koch and P Perona, Graph-based visual saliency, Advances in neural information 

processing systems 2006, pp. 545–552. 

[20]. Z Wang, AC Bovik, HR Sheikh and EP Simoncelli, Image quality assessment: from error visibility to 

structural similarity, IEEE Trans. Image Process. 2004, 13(4), pp. 600–612. 

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 5, Issue 8, August 2018

ISSN NO: 0972-1347

http://ijics.com11


