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Abstract - Security is one of the most challenging issues in 

our day to day activities life. Mobile Ad-hoc Network 

(MANET) is an infrastructure less, wireless and open medium. 

One of the main challenges here is self-organizing and self-

healing network which causes the dynamic topology, it 

doesn’t have any central infrastructure; also it is very much 

affected while transmitting the data. While forwarding the data 

from sender node to receiver node, there may be a packet loss 

during transmission this  is called as “Black Hole Attack”. To 

overcome this, we are proposed a solution method called 

“Dual Cryptography Technique with secure Shell Protocol” 

which will help to secure the data with dual encryption and 

decryption algorithm with better result from the existing 

approaches. By using our technique, the security is safe and 

secure in order to gain confidentiality, availability and data 

integrity. 
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Attack, Dual Cryptography 

 

I. INTRODUCTION 

It is a concept which has been developed for over several 
years. The whole ad-hoc networks are categorized into three 
categories called as first, second, third generation [1]. There 
are currently two kinds of mobile wireless networks. The first 
is Infrastructure networks. It is “one-hop” wireless network 
includes wireless local area networks (WLANs). The second 
type of mobile wireless network is Infrastructure less 
networks. It is commonly known as MANET which is self- 
organizing and self-configuring “multi-hop” network which 
does not require any fixed architecture [2]. 

MANET is a gathering of mobile nodes in which there is 
no settled design. All nodes are progressively and self- 
assertively found, and are required to depend packet for 
different nodes with a specific end goal to convey information 
over the system. Inter-node connectivity frequently changes in 
MANETs. A key test is to discover a course that give great 
conveyance execution and low end-to-end delay in a 

disengaged arrange. MANETs are profoundly helpless against 
assaults because of open medium, progressively changing 
system topology, agreeable cooperative algorithms, absence of 
concentrated observing and administration point [3]. New 
advances, for example, Bluetooth, IEEE 802.11 and Hyper 
LAN are in charge of developing enthusiasm for innovative 
work of MANET [4]. The Progressive change in our data 
security from PC age to pervasive figuring age in which client 
uses a few electronic stages in the meantime as shown in 
figure 1. 

 

 

Fig 1. MANETs Architecture 

 

II. SECURITY FEATURES IN MANETS 

 

A. Authentication: 

It is a procedure of identifying the user credentials. It is a 
component of linking a client request with the group of 
credentials. Those qualifications (credentials) are contrasted 
with those on a record in a database of the approved client’s 
data on a neighborhood working (local operating system) or 
inside a validation server (authentication server). 

The confirmation procedure dependably keeps running 
towards the beginning of the application, before the 
authorization and throttling checks happen and before some 
other code is permitted to continue. Different systems may  
require distinctive kinds of qualifications to discover a client's 
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personality. The certification frequently appears as a 
password, which is a mystery and known just to the individual 
and the system. Three classes in which somebody might be 
verified are: something the client knows, something the client 
is, and something the client has. 

Verification process can be depicted in two particular stages – 

 Recognizable proof: Recognizable proof stage gives a 
client personality to the security system. 

 Genuine conformation: A genuine client can be 
mapped to other conceptual client protest in the system, 
and in this manner be allowed rights and authorizations 
to the client and client must offer proof to demonstrate 
his character to the system. The way toward deciding 
guaranteed client personality by checking client gave 
confirm is called validation (authentication) and the 
confirmation which is given by the client amid 
procedure of verification is known as a certification 
(credentials). 

 

B. Confidentiality: 

Confidentiality is generally proportionate to protection 
measures attempted to guarantee confidentiality are intended 
to keep delicate data from contacting the wrong individuals, 
while ensuring that the ideal individuals can in actuality get it: 
Access must be limited to those approved to see the 
information being referred to. Pretty much stringent measures 
would then be able to be executed by those classes. 

Once in a while defending information privacy may 
include extraordinary preparing for those conscious of such 
reports. Such preparing would commonly incorporate security 
hazards that could debilitate this data. Preparing can assist 
acclimate approved individuals with hazard factors and how to 
make preparations for them. Encourage parts of preparing can 
incorporate solid passwords and secret word related prescribed 
procedures and data about social designing techniques, to keep 
them from twisting information dealing with rules with great 
expectations and conceivably unfortunate outcomes. 

One example of the confidentiality is” Data Encryption” 

A. Integrity: 

Integrity includes keeping up the consistency, exactness, 
and reliability of information over its whole life cycle. 
Information must not be changed in travel, and steps must be 
taken to guarantee that information can't be modified by 
unapproved individuals (for instance, in a break of secrecy). 
These measures incorporate record consents and clients get to 
controls. Form control perhaps used to anticipate mistaken 
changes or unintentional cancellation by approved clients 
turning into an issue. Moreover, a few means must be set up to 
recognize any adjustments in information that may happen 
because of non-human-caused occasions, for example, an 
electromagnetic heartbeat (EMP) or server crash. Few 
information may incorporate checksums, even cryptographic 
checksums, for confirmation of respectability. Reinforcements 
or redundancies must be accessible to reestablish the 
influenced information to its right state. 

B. Availability 

Availability is best guaranteed by thoroughly keeping up 
all equipment, performing equipment repairs promptly when 
required and keeping up an accurately working system 
condition that is free of programming clashes. It's likewise 
essential to keep current with all vital system redesigns. 
Giving sufficient correspondence data transfer capacity and 
keeping the event of bottlenecks (limited capacity reduces the 
capacity of whole process) are similarly essential. Excess, fail 
over, RAID even high-accessibility bunches can moderate 
genuine results when equipment issues do happen. Fast and 
disaster recovery is fundamental for the most pessimistic 
scenario situations; that limit is dependent on the presence of a 
thorough catastrophe recuperation design (DRP). Protections 
against information misfortune or interferences in associations 
must incorporate un predictable occasions, for example, 
cataclysmic events (natural disastrous) and fire. To keep 
information misfortune from such events, a reinforcement 
duplicate might be put away in a geologically secluded area, 
maybe even in a flame resistant, waterproof safe. Additional 
security hardware or programming, for example, firewalls and 
intermediary servers can make preparations for downtime and 
inaccessible information because of pernicious activities, for 
example, dissent of-benefit (DoS) assaults and system 
interruptions. 

 

C. Anonymity 

Anonymity organizes empower clients to get to the Web 
while blocking any tracking or tracing of their personality on 
the Internet. This sort of online anonymity moves Internet 
activity through an overall system of volunteer servers. 
Anonymity uses routing protocols that hide node identifier 
and/or routes from other observers for protection. 

 

III. COMMUNICATION IN MANETS 

 
Communication between two nodes in an Ad-hoc organize 

isn't generally immediate. It can continue in a multi-hop form. 
So, every node is additionally a router [5][6]. Every mobile is 
communicating node as well as forwarding node. Every node 
has to perform routing. The various ways of communication in 
MANETs can proceed is in the following: 

 

A. Routing 

Routing is the process which selects the path to reach 
destination. An ad-hoc routing protocol is a norm and standard 
which controls the node to decide to route the packets. 

Some routing protocols are 

 Proactive routing: -In proactive approach security is 

typically provided by cryptographic techniques. The 

types of proactive routing are DSDV (Destination 

Sequenced Distance Vector), OLSR (Optimized Link 

State Routing protocol), CGSR (Cluster-head Gateway 

Switch Routing). 

 Reactive routing: Reactive approach is meant for 

detecting the threats and react accordingly. The types of 
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reactive routing are TORA, AD On-Demand Distance 

Vector (AODV) Routing, Link Quality Source Routing 

(LQSR) is a routing protocol for wireless mesh 

networks. 

 

B. MULTICAST 

In PC organizing, multicast is to gather communication 
where information transmission is routed to a gathering of 
goal PCs all the while. Multicast can be one-to-numerous or 
many-to-numerous distribution. It is also used to enhance the 
coherence and long-lasting of the distributed system and its 
application. It is prevalent used in Local Area Networks 
(LANs). Multicast directing is another test in light of the fact 
that the multicast tree is not any more static because of the 
arbitrary development of hubs inside the system. Multicast 
system is divided into three categories: 

 Pervasive groups: These groups have associates close 

to all sub-networks (divides the IP address into logical 

subdivision which can be efficient). It can be a 

widespread directory. 

 Sparse groups: These groups have associates in a very 

less number of links. It can be a conference. 

 Local group: These groups are a large set of links 

within a single administrator or only one link. The 

example of local groups is the game which is executing 

at a single site. 

The models are multicast routing are: 

 Distance vector multicast routing: The distance vector 

multicast routing consists of an entry table for every 

destination. The entries are destination, distance, next- 

hop-address, next-hop-link, age. By these entries we 

can estimate the optimized path of the destination [7]. 

 Hierarchical multicast routing: This routing aloft both 

the unicast and multicast. 

 Unicast: It transmitting of the data between one sender 

and one receiver. 

So, the hierarchical is the solution of unicast in which the 
datagram’s are subdivided into multiple domains and hence 
there will be no overhead and delays [8] 

 

C. Flooding: 

Flooding is well suited for MANETs as it requires no 
topological knowledge. Flooding is a process in which every 
incoming packet is forwarded to all other destination nodes 
except that it arrived from. The main problem with the 
flooding is that it replicates the broadcasted messages 
increasing the network bandwidth. This problem is called as 
"Broad storm problem" [9]. This can be avoided by 
considering the "local topology". In order to maintain the 
reliability of the packets and decreasing the no of broadcasting 
packets we use probability methods. PC<1 at which the 
verflowed message will definitely reach all hubs inside multi- 

hop communicate reach. Broadcasting with a likelihood p> pc 
won't give any critical change. 

Where, 

pc=critical point; 

p=probability 

 
When, the probability is below the pc then it called as “sub 

critical phase", when the probability is above the pc it is called 
as "super critical phase" [10][11]. 

 

IV. ATTACKS IN MANETS 

They are two major attacks that effects the routing of the 
MANETs. They are 

 

A. Active Attack 

In the active attack, the hacker will change or manipulates 
the data and may harm the receiver. The types of the active 
attack are: 

 Wormhole Attack: In a wormhole assault, an assailant 

(attacker) gets packets at one point in the system, 

"burrows" them to another point in the system, and after 

that replays them into the system starting there. Routing 

can be upset while directing control message are 

burrowed. This passage between two intriguing (with 

secret understanding) attacks is known as a wormhole. 

In DSR, AODV this attack could prevent discovery of 

any routes and may make a wormhole and do not 

deliver to itself due to broadcasting. Wormholes are 

difficult to identify on the grounds because the way that 

is utilized to pass on data is typically not some portion 

of the genuine system. Wormholes are unsafe in light of 

the fact that they can do harm without knowing the 

system. 

 Black hole attack: In this attack, an attacker promotes a 

zero metric for all goals making all nodes around to 

route towards it. A malicious node sends fake directing 

data, guaranteeing that it has an ideal course and makes 

other good nodes course information packets through 

the malicious one. A noxious node (malicious node) 

drops all the packets that it gets rather than typically 

sending those packets. An attacker listens the requests 

in a flooding based convention as shown in figure 2. 

 

Fig 2.  Black Hole 

Attack 
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 Man-in-the-middle: In this attack, when there is a 

transmission between the sender and receiver, the man 

who is in the middle i.e., hacker sniffs and steal the 

data. This may lose the integrity and confidentiality of 

the data. 

 Fabrication: The word Fabrication means generating 

the false routing messages. This attack may be 

impossible to identify because the attacker may act as 

actual receiver. This attack may lose the confidentiality, 

data integrity. In this attack the neighbour can no  

longer be contacted. 

 

B. Passive Attack 

In passive attack. The data will not change or manipulate 
the data but we could not confirm that the data will be hacked. 

The types of the passive attacks are: 

 Traffic monitoring: The communication is identified 

between the two parties and provides the Information 

about the launching of the attacks. The MANETs have 

less chance of occurrence of these attacks but, other 

wireless network such as cellular, satellite and WLAN 

suffer from these potential vulnerabilities. 

 Eaves dropping: Eaves dropping is an attack in which 

the attacker steals the information between the 

communication. It will have the advantage of the 

unsecured network in order to access data which is 

transmitted between the sender and receiver. The major 

disadvantage of this attack is that if the message is 

eavesdropped, it will be generated as a fake message 

and that malicious message will be injected into the 

network which may lose the confidentiality and data 

integrity. 

 Release of message content: By name itself we can 

figure it out that the confidential message or data which 

are being transmitted will be leaked to unauthorized 

parties. This attack also leads to lose the confidentiality 

and data integrity. 

 Traffic Analysis: This is little more complicated while 

compared to release of message content. The message 

we try to hide with security techniques has been leaked 
to unauthorized parties [12]. 

 

V. EXISTING METHOD IN BLACK HOLE 

ATTACK 

In this era, security has become a major challenge in any 
field. Therefore, in order to provide security, we may have 
drawbacks and problems. In the black hole attack the 
incoming and outgoing packets are discontinued in the middle 
which further cannot be sent to receiver. In this paper we 
identified our problem as "Black hole attack”. 

 ENCRYPTION: In Encryption process, the text is being 

manipulated using key which has same length and been 

transmitted to the receiver 

 

Encryption algorithm [13] 

i.e., PLAIN TEXT-> CIPHER TEXT 

Void encryption (char in[]) 
{ 

int i, key; 

for (i=0;i<strlen (in[]);i++) 

{ 

in[i] =(in[i]+key)%128; 

} 

} 

 DECRYPTION: In Decryption process the encrypted 

text is being converted to plain text using the key. 

 

Decryption algorithm [13] 

i.e., CIPHER TEXT->PLAIN TEXT 
void decryption(char in[]) 

{ 

inti,key; 

For (i=0; i<strlen(in[]);i++) 

{ 
In[i] = (in[i]-key) %128; 

} 

} 

VI. PROPOSED METHOD IN BLACK HOLE 

ATTACK 

Previously, in existing system tried to avoid the black hole 
attack by using encryption and decryption techniques. In 
Encryption the plain text is converted into cipher text which 
will be transmitted to the destination. By reaching the 
destination address, the cipher text will be converted to plain 
text with some key provided by the source and this process is 
called "Decryption". The combination of encryption and 
decryption is called "Cryptography". In this paper  we 
provided the security features and also various 
communications to achieve data reliability, data integrity. We 
also provided various routing protocols in the communication 
section. Since security has become the major issue now-a- 
days we worked hard on giving the best security feature to the 
MANETs. MANETs are self-reliable and are easily vulnerable 
to attacks. The major attack we found about the MANETs is 
the “Black Hole Attack” in which every incoming packet is 
observed and hacked by the hacker and finally that packet will 
not reached to the receiver. 

Therefore, we use cryptographic techniques which provide 
high security and data reliability in the packet. But the 
drawback of the "Cryptography" is that if the key is being 
known to the person in middle i.e., hacker then he decrypts the 
data and manipulates the data which may lose the 
confidentiality of the data. So, in order to overcome this, we 
proposed a solution called "Dual cryptography technique". 
Cryptography is defined by two other categories: 

 

A. Cryptanalysis 

The person who analysis the whole cryptography is called 
cryptanalysis. For example, in a conference or class room the 
student is cryptanalysis. 
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B. Cryptanalyst 

The person who decodes the key when the key is unknown 
is known as cryptanalyst. For example, in a conference or 
classroom teacher is cryptanalysis. 

 

Encryption algorithm 

void encryption(char in[]) 

{ 

int i,key1=3,key2=5; 

char in1[]; 

for(i=0;i<strlen(in[]);i++) 

{ 

in[i]=(in[i]+key1)%128; 

} 

in1[]=in[]; 

for(i=0;i<strlen(in1[]);i++) 

{ 

in1[i]=(in[i]-key2)%128; 

} 

in[]=in1[]; 

} 

 

Decryption algorithm 

void decryption(char in[]) 

{ 
int i,key1=3,key2=5; 

char in1[]; 

for(i=0;i<strlen(in[]);i++) 

{ 

in[i]=(in[i]+key2)%128; 

} 
in1[]=in[]; 

for(i=0;i<strlen(in1[]);i++) 

{ 

in1[i]=(in[i]-key1)%128; 

} 

in[]=in1[]; 

} 

Normally a packet consists of source address, data and the 

destination address. So the packet is travelled with dual 

encryption technique where the receiver decrypts it twice. By 

this concept hacker have a less chance to steal the information. 

 
Additionally, to the encrypted data we also use secure file 

transfer protocol (SFTP). This is also a network protocol 
which is used to access, transfer, and manage files which 
contain reliable data. SFTP is also called as secure shell 
protocol. This was designed by Internet Engineering Task 
Force (IETF). This allows range of operations on remote files 
which is more likely to Remote file system protocol. In this 
protocol the client has extra capabilities like resuming 
interrupted files, directory listings and remote file removal. 

 

VII.  CONCLUSION 

In this era, security has become a major challenge in any field. 

Therefore, in order to provide security, we came across a 

problem called “Black Hole Attack”. To overcome this attack 

cryptography 

technique are used. But there are disadvantages of 

cryptography techniques, so, we proposed a solution called 

“Dual Cryptography Technique” which provide best features 

than cryptography technique. 
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