
Signature Verification Using Machine Learning 
Prof Chhaya Narvekar,Suraj Vishwakarma1,Ganesh Walavalkar*2,Pradnya Ghorpade#3 

1,2,3Department of information technology, Xavier institute of engineering,Mumbai 
narverkarchhaya@gmail.com 

surajvishwakarma083@gmail.com 
Ganeshwalavalkar007@gmail.com 
pradnyaghorpade1234@gmail.com 

 
Abstract— Verifying the identity of a person using handwritten signature is challenging in the presence of skilled forgeries, where a 
forger has access to a person’s signature and deliberately attempt to imitate it. In offline signature verification, it is difficult to design 
good feature extractors that can distinguish genuine signature and skilled forgeries. To resolve this difficulty we propose learning the 
representations from signature images, in a writer-independent format, using convolutional Neural networks 
 Keywords— Signature verification, Convolutional Neural Networks, Feature Learning, Deep learning . 
 

I. INTRODUCTION 
Signatures are widely used as a means of personal identification and verification. Many documents like bank cheques and 
legal transactions require signature verification. Signature-based verification of a large number of documents is a very 
difficult and time-consuming task. Consequently, an explosive growth has been observed in biometric personal verification 
and authentication systems that are connected with quantifiable physical unique characteristics (finger prints, hand geometry, 
face, ear, iris scan, or DNA) or behavioral features (gait, voice etc.). As traditional identity verification methods such as 
tokens, passwords, pins etc. suffer from some fatal flaws and are incapable to satisfy the security necessities, the paper aims 
to consider a more reliable biometric feature, signature verification for the considering. We present a approach for signature 
verification. We give various approaches that have been proposed for signature verification. Our approach uses machine 
learning for signature verification.  

 
Machine learning: 
Machine learning is an application of artificial intelligence (AI) that provides systems the ability to automatically learn and 
improve from experience without being explicitly programmed. Machine learning focuses on the development of computer 
programs that can access data and use it learn for themselves. 
The process of learning begins with observations or data, such as examples, direct experience, or instruction, in order to 
look for patterns in data and make better decisions in the future based on the examples that we provide. The primary aim is 
to allow the computers learn automatically without human intervention or assistance and adjust actions accordingly. 
Some machine learning methods 
 Supervised machine learning algorithms can apply what has been learned in the past to new data using labeled 

examples to predict future events. Starting from the analysis of a known training dataset, the learning algorithm 
produces an inferred function to make predictions about the output values. The system is able to provide targets for any 
new input after sufficient training. The learning algorithm can also compare its output with the correct, intended output 
and find errors in order to modify the model accordingly.  In contrast, unsupervised machine learning algorithms are used when the information used to train is neither classified 
nor labeled. Unsupervised learning studies how systems can infer a function to describe a hidden structure from 
unlabeled data. The system doesn’t figure out the right output, but it explores the data and can draw inferences from 
datasets to describe hidden structures from unlabeled data.  Semi-supervised machine learning algorithms fall somewhere in between supervised and unsupervised learning, since 
they use both labeled and unlabeled data for training – typically a small amount of labeled data and a large amount of 
unlabeled data. The systems that use this method are able to considerably improve learning accuracy. Usually, semi-
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supervised learning is chosen when the acquired labeled data requires skilled and relevant resources in order to train it / 
learn from it. Otherwise, acquiring unlabeled data generally doesn’t require additional resources.  Reinforcement machine learning algorithms is a learning method that interacts with its environment by producing 
actions and discovers errors or rewards. Trial and error search and delayed reward are the most relevant characteristics 
of reinforcement learning. This method allows machines and software agents to automatically determine the ideal 
behavior within a specific context in order to maximize its performance. Simple reward feedback is required for the 
agent to learn which action is best; this is known as the reinforcement signal. 
 

 
Convolutional neural networks: 
Machine learning enables analysis of massive quantities of data. While it generally delivers faster, more accurate results in     
order to identify profitable opportunities or dangerous risks, it may also require additional time and resources to train it 
properly. Combining machine learning with AI and cognitive technologies can make it even more effective in processing 
large volumes of information. 
In machine learning, a convolutional neural network(CNN, or ConvNet) is a class of deep, forward artificial, most 
commonly applied to analysing visual imagery. 
CNNs use a variation of perceptron designed to require minimal pre-processing. They are also known as shift 
invariant or space invariant artificial neural networks (SIANN), based on their shared-weights architecture and translation 
invariance characteristics.  
Convolutional networks were inspired by biological processes in that the connectivity pattern between neurons resembles 
the organization of the animal visual cortex. Individual cortical neurons respond to stimuli only in a restricted region of 
the visual field known as the receptive field. The receptive fields of different neurons partially overlap such that they cover 
the entire visual field. 
CNNs use relatively little pre-processing compared to other image classification algorithms. This means that the network 
learns the filters that in traditional algorithms were hand-engineered. This independence from prior knowledge and human 
effort in feature design is a major advantage. 
They have applications in image and video recognition, recommender systems and natural language processing 

 
II. RELATED WORKS 

 2.1. Signature Verification  
Unfortunately, the task of offline signature verification does not have a uniform standard for performance evaluation. In 
2004, the University of Hong Kong hosted the first international signature verification competition , but the competition 
was solely for online signatures. Nonetheless, this paved the way for future competitions for both online and offline 
verification , . Beyond the online/offline distinction, there are two further distinctions that define the task of signature 
verification, which we will refer to as ”forgery exposure” and ”writer-dependence”. The forgery exposure of the task is 
determined by what kinds of signatures the model is trained on. Some authors train on forgeries and genuine signatures, but 
test on different forgeries and genuine signatures during testing; some train on forgeries for identities that exist solely in the 
training set (then test on forgeries and genuine signatures for novel IDs); some authors do not use forgeries at all during 
training. That is, while a system could have access to a development set that includes forgeries, it is unlikely that forgeries 
can be acquired for all users of that system. The writer-dependence distinction refers to whether the model has a different 
classifier for each identity, or a single classifier for all identities. Writer-dependent models, which are more common in the 
literature, use a different classifier for each user. At test time, the model is given the ID of the signature for which it is 
testing authenticity. Writer-independent models use a single classifier for all identities.. 
 
2.2. Feature Selection 
 Most existing models in the literature use explicit feature extraction, including geometric [7], graphometric [8], directional 
[9], wavelet [10], shadow [11], and texture [12] features . Only in recent years has feature learning been explored [13].  
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 2.3. Competing Models  
The signature verification literature includes several examples of Hidden Markov Models [16], Neural Networks [15], 
Support Vector Machines [17], and other machine learning models. In 2012, Khalajzadeh et al. [14] used CNNs for Persian 
signature verification, which is the only report of CNNs being used in the offline signature verification literature. 
Unfortunately, the paper includes very little information about their methodology (i.e. forgery exposure, writer dependence).
Based on their explanation, we assume their model is trained on forgeries and genuine signatures for all IDs, and thus can 
be compared with our work in our main experiment. There results only report an average of 99.86 for validation 
performance, and mean squared error, ma

 
 

    Fig. 1 Class diagram of the system  
 
Convolutional Neural Network 
 
Convolutional Neural Networks (CNNs) have proven successful in recent years at a large number of image processing
based machine learning tasks. Many other methods of performing such tasks revolve around a process of feature extraction, 
in which hand-chosen features extracted from an image are fed into a classifier to arrive at a classification decision. Such 
processes are only as strong as the chosen features, which often take large amounts of care and effort to construct. By 
contrast, in a CNN, the features fed into th
number of layers, starting at the raw image pixels, which each perform a simple computation and feed the result to the next 
layer, with the final result being fed to a linear c
which are learned through the process of backpropagation, in which for each parameter, the gradient of the classification 
loss with respect to that parameter is computed and the parame
 
             

The signature verification literature includes several examples of Hidden Markov Models [16], Neural Networks [15], 
Support Vector Machines [17], and other machine learning models. In 2012, Khalajzadeh et al. [14] used CNNs for Persian 

ture verification, which is the only report of CNNs being used in the offline signature verification literature. 
Unfortunately, the paper includes very little information about their methodology (i.e. forgery exposure, writer dependence).

planation, we assume their model is trained on forgeries and genuine signatures for all IDs, and thus can 
be compared with our work in our main experiment. There results only report an average of 99.86 for validation 
performance, and mean squared error, making it difficult to fully compare our model to theirs.

III. PROPOSED SYSTEM 

 

Neural Networks (CNNs) have proven successful in recent years at a large number of image processing
based machine learning tasks. Many other methods of performing such tasks revolve around a process of feature extraction, 

racted from an image are fed into a classifier to arrive at a classification decision. Such 
processes are only as strong as the chosen features, which often take large amounts of care and effort to construct. By 
contrast, in a CNN, the features fed into the final linear classifier are all learned from the dataset. A CNN consists of a 
number of layers, starting at the raw image pixels, which each perform a simple computation and feed the result to the next 
layer, with the final result being fed to a linear classifier. The layers’ computations are based on a number of parameters 
which are learned through the process of backpropagation, in which for each parameter, the gradient of the classification 
loss with respect to that parameter is computed and the parameter is updated with the goal of minimizing the loss function
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Neural Networks (CNNs) have proven successful in recent years at a large number of image processing-
based machine learning tasks. Many other methods of performing such tasks revolve around a process of feature extraction, 

racted from an image are fed into a classifier to arrive at a classification decision. Such 
processes are only as strong as the chosen features, which often take large amounts of care and effort to construct. By 

e final linear classifier are all learned from the dataset. A CNN consists of a 
number of layers, starting at the raw image pixels, which each perform a simple computation and feed the result to the next 

lassifier. The layers’ computations are based on a number of parameters 
which are learned through the process of backpropagation, in which for each parameter, the gradient of the classification 

ter is updated with the goal of minimizing the loss function 

759

ISSN NO: 0972-1347

http://ijics.com

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 6, Issue 4, April 2019



3.1 Data pre-processing:-System starts by training itself. To train the system, we take sample input of genuine signature. 
The signature taken from a genuine user may vary in size, therefore pre-processing becomes important Since for training a 
neural network. we need the inputs to have all the same size, we need to normalize the signature images. 
One of the simple approach is we resized the images to a fixed size, using bi-linear interpolation. We perform rescaling 
without deformations, that is, when the original image had a different width-to-height ratio, we cropped the excess in the 
larger dimension. 
Another approach consisted in first normalizing the images to the largest image size, by padding the images with white 
background. In this case, we centered the signatures in a canvas of size 840 x 1360 pixels, aligning the center of mass of the 
signature to the center of the image. We then rescaled the images to the desired input size of the neural network. With the 
first approach, less fine-grained information is lost during the rescaling, specially for the users that have small signatures.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
        
Fig. 1Block Diagram of system 
On the other hand, the width of the pen strokes becomes inconsistent: for the smaller signatures the pen strokes become 
much thicker than the pen strokes from the larger signatures. 
 
3.2 Training 
  Training of the neural network starts by taking samples of genuine signature. These signatures are then fed to the 
neural network. The neural network trains by itself using convolutional layers. Training mainly includes filtering 
(convolution), pooling, and ReLU. 
 
3.2.1 Convolution 
 This process starts with taking a small part of an image as a filter window. This filter window is first kept on left top 
corner of the signature image. Then multiplication is done between image pixel of a filter window and corresponding 
feature pixel. Adding them up and dividing that number with the total number of pixel present in that filter we get a number. 
Then we move this filter window to right to do the same process. After filtering all the part of the signature image, number 
generated in each filtering are placed in order to get an array of smaller size compare to the original array of an image. 
Convolutional layers are in this process. Each layer can be used to learn different features of signature image. 
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3.2.2 Pooling 
 Basically pooling means shrinking of an image. We start poo
Then we place this window on the output image we got from previous image. By comparing all the values of the pixel 
present in that window, we take only one pixel that has the maximum value from all the
We do the same by sliding the window to all the parts of the filtered image. We place this pixel in an order to form more 
shrank array of pixels. We do this process for every convolutional layer.
3.2.3 Rectified linear units (ReLU) 
 The Rectified Linear Unit is a commonly used activation function after fully
following mathematical operation to input X: 

 
Where input X are values of pixel. 
 
We perform this convolution, pooling and ReLU so many times that our neural network learns each and every features of 
the genuine signature. After all this process we get trained CNN model as a result. This trained CNN model can be used as 
a classifier.  

Fig. 3. Filtering, Pooling and ReLU. 
 
3.3 Actual Signature verification 
 Signature verification starts by taking sample signature to verify if it is genuine or not. Data pre
re-size the image. This data pre-processing is same as data
into trained CNN model to classify. Fully connected layer can be used to classify genuine signature with the fake signature.
 Accordingly, decision will be made to accept or reject the signat

 

 Training 
 For implementing this idea we used three convolutional layer
processed all the images. Resizing of images is done. So when we run our training python program, all the images gets 

Basically pooling means shrinking of an image. We start pooling by picking a window usually of size 2 or 3 pixel. 
Then we place this window on the output image we got from previous image. By comparing all the values of the pixel 
present in that window, we take only one pixel that has the maximum value from all the other pixel present in that window. 
We do the same by sliding the window to all the parts of the filtered image. We place this pixel in an order to form more 
shrank array of pixels. We do this process for every convolutional layer. 

The Rectified Linear Unit is a commonly used activation function after fully-connected layers. This layer applies the 
following mathematical operation to input X:  

We perform this convolution, pooling and ReLU so many times that our neural network learns each and every features of 
the genuine signature. After all this process we get trained CNN model as a result. This trained CNN model can be used as 

 

Signature verification starts by taking sample signature to verify if it is genuine or not. Data pre
processing is same as data pre-processing done to train CNN. The pre

into trained CNN model to classify. Fully connected layer can be used to classify genuine signature with the fake signature.
Accordingly, decision will be made to accept or reject the signature. 

IV. IMPLEMENTATION 

For implementing this idea we used three convolutional layer to train our model. To train our model we first pre
processed all the images. Resizing of images is done. So when we run our training python program, all the images gets 

ling by picking a window usually of size 2 or 3 pixel. 
Then we place this window on the output image we got from previous image. By comparing all the values of the pixel 

other pixel present in that window. 
We do the same by sliding the window to all the parts of the filtered image. We place this pixel in an order to form more 

connected layers. This layer applies the 

We perform this convolution, pooling and ReLU so many times that our neural network learns each and every features of 
the genuine signature. After all this process we get trained CNN model as a result. This trained CNN model can be used as 

 

Signature verification starts by taking sample signature to verify if it is genuine or not. Data pre-processing is done to 
processing done to train CNN. The pre-processed data is fed 

into trained CNN model to classify. Fully connected layer can be used to classify genuine signature with the fake signature. 

to train our model. To train our model we first pre-
processed all the images. Resizing of images is done. So when we run our training python program, all the images gets 
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loaded. After loading all the images all the pre
are fed into 3 convolutional layer. We have used sequential layer for creating our convolutional layer.  To make our model 
we have used relu, padding, max pooling and sigmoid functions. We dropped some redundant data a
trained layer. After all the images are trained, model is stored in the directory. 
Testing  
 To test the image if the image is genuine or not, we simply click photo of the image from mobile and transfers it into 
the computer where all the code and trained model resides. To verify images we simply run the testing python code. 
Testing also starts with pre-processing of the image. image is verified using the trained model. Resizing  is done of the 
image. class probability predictions for inp
kept a threshold value aa 0.75. if the predicted value is greater than 0.75 then our image is genuine or if the value is smal
than 0.75 then signature will not be recognise

 

  So, we created database initially for 7 people. We stored 20 signatures of each person in folder. Whenever code is 
executed it fetches all the images from the folder for training.
 After training we get following results,

 

  This paper presents brief information about implementation of Neural network to differentiate between signatures. Our 
system gives accuracy of 85 %. The Accuracy depends on how you train the model. 
over one or more samples and making predictions. At the end of the batch, the predictions are compared to the expected 
output variables and an error is calculated. From this error, the update algorithm is used to improve the model, e.g. move 
down along the error gradient. So by
important role in increasing the accuracy.
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loaded. After loading all the images all the pre-processing work is performed on the images. Then the pre
are fed into 3 convolutional layer. We have used sequential layer for creating our convolutional layer.  To make our model 
we have used relu, padding, max pooling and sigmoid functions. We dropped some redundant data a
trained layer. After all the images are trained, model is stored in the directory.  

To test the image if the image is genuine or not, we simply click photo of the image from mobile and transfers it into 
e code and trained model resides. To verify images we simply run the testing python code. 

processing of the image. image is verified using the trained model. Resizing  is done of the 
image. class probability predictions for input samples are generated. We store that prediction in the form of value. We have 
kept a threshold value aa 0.75. if the predicted value is greater than 0.75 then our image is genuine or if the value is smal
than 0.75 then signature will not be recognised. 

V. RESULT 
So, we created database initially for 7 people. We stored 20 signatures of each person in folder. Whenever code is 

executed it fetches all the images from the folder for training. 
After training we get following results, 

 

VI. CONCLUSION 
paper presents brief information about implementation of Neural network to differentiate between signatures. Our 

system gives accuracy of 85 %. The Accuracy depends on how you train the model. Think of a batch as a for
es and making predictions. At the end of the batch, the predictions are compared to the expected 

output variables and an error is calculated. From this error, the update algorithm is used to improve the model, e.g. move 
So by adjusting a proper batch size could increase the accuracy. Epoch also plays an 

important role in increasing the accuracy. 
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