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Abstract 

As modern vehicle and communication 
technologies advanced apace, people begin to 
believe that Intelligent Transportation System 
would be achievable in one decade. Intelligent 
Transportation System (ITS) introduces a 
information technology to transportation 
infrastructure and the aims to improve an road 
safety and traffic efficiencys. However, the 
security is still a main thing in Vehicular 
Communication Systems (VCS). This can be 
addressed through secured group broadcast. 
Therefore, the secured key management 
schemes are considered as an critical techniques 
for an network security. In this project, we 
propose a framework for providing secure key 
management within the networks. Vehicular 
departure informations and then encapsulating 
the block to transport keys and then executing 
re-keying to vehicles within the same security 
domain. The 1st part of the framework is an 
network topology based on the decentralized 
blockchain structure. The block chain concept 
that proposed to simplify the distribution of key 
management in heterogeneous Vehicular 
Communication Systems VCS domains. In an 
2nd frame, for scalable and performance 
considerations, we introduce a tree-based data 
processing algorithm and batching method to 
handle large data sets of personal health data 
collected and uploaded by the mobile platform. 

 Keywords- Intelligent Transportation System (ITS) , 
VehicularCommunication Systems(VCS),Security 
Management 

I INTRODUCTION 

 
 
 

VANET is the encapsulation of Vehicle-to-Vehicle 
(V-to-V) and Vehicle-to-Infrastructure (V-to-I), for 
providing notification of any safety critical incident 
and hazard to the drivers. This datas are collected 
by nearest vehicles. This system is prone to 
security attacks, by marking incorrect feedback, 
which results in higher congestion and severe 
hazards.In this work, we proposes a framework for 
providing secure key management within the 
heterogeneous network. The security managers 
(SMS) plays the main key role in the framework 
that gathers the vehicle departure information and 
then encapsulates the block to transport keys and 
then executing re-keying to vehicles within the 
same security domain. The 1st part of this 
framework is an network topology that based on a 
decentralized block chain structure. The block 
chain is the concept that propose to simplify the 
distributed key management in heterogeneous VCS 
domains. In the 2nd frame, for scalable and the 
performance considerations, we used an tree-based 
data processing algorithm and then the batching 
method to handle the huge data sets of personal 
health records are gathered and uploaded by the 
mobile platform. We organize our articles as 
follows; Section II presents the background of 
using Blockchain. Section III presents related work 
of ths article. Section IV presents the proposed 
methodology, section V  exiperimental results our 
paper, and senctiioon VI concludes our work. 

II BACKGROUND OF USING BLOCKC 
HAIN TECHNOLOGY 

As the name suggests, a blockchain consists of a 
chronologically ordered chain of blocks. Every 
block consists of a certain number of validated 
transactions and each of those block links to its 
predecessor by a hash reference. As a result, 
changing the content of one block also changes all 
succeeding blocks and hence breaks the chain. All 
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blocks are stored on and verified by all 
participating nodes. While the initial Bitcoin 
blockchain only supported a very limited set of 
script- ing instructions, the next generation of 
blockchain platforms, e.g., Ethereum, Qtum, or 
Tezos, provide Turing-complete programming 
languages on the protocol-layer level in order to 
enable smart contract capabilities.  
 
        The blockchain concept is particularly 
interesting for the V2X economy for three reasons. 
First, it removes the need for trusted third parties 
and instead enables trust-less transaction enactment. 
Second, transactions that were agreed up on cannot 
be changed later on since the underlying 
blockchain is tamperproof. Third, no human 
interaction is required for any kind of transaction 
between vehicles or machines in general.  
 
         Block chain is an synchronised and an 
distributed ledger which stores an numerous of 
blocks. Record of block user an  information that 
links to an previous block. Central managers are 
removed from the block chain structure and the 
public ledger is maintained by all the network 
participants instead. Messages are broadcasted into 
the network for nodes to authenticate. A new 
blocks are attached to an ledger if the messages are 
pass through an  authentication process. With the 
help with this simplified structure, information 
propagation between security domains can be 
accelerated since the information is directly sent to 
the destination rather than passing the messages 
through central managers. The distributed structure 
of block chain network performs increase 
robustness under the single point of failure. 
 

III RELATED WORKS 
 

Yong Yuan has proposed an block chain 
technology for Intelligent Transportation System 
ITS for the establishment of an secured, trusted and 
then the decentralized autonomous ecosystem and 
proposed a seven-layer conceptual model for the 
block chain.  
Benjaminet.al [3], have also proposed the 
blockchain technology for vehicular ad-hoc 
network (VANET). They have joined an thereum’ 
block chain based on smart contracts system with 
vehicle ad-hoc network (VANET). They have 
proposed combination of two applications, 
mandatory applications (traffic regulation, vehicle 

tax, vehicle insurance) and optional applications 
(applications which provides information and 
updates on traffic jams and weather forecasts) of 
vehicles. They have tried to connect the block 
chain with an vehicle ad-hoc network  VANET 
services. Block chain can use an multiple of other 
functionalities such as communications between 
vehicles, It will provide security, It will provide 
peer-to-peer communication without disclosing the 
personal information etc. Ali dorri et.al. [4] We 
have proposed an block chain technology without 
disclosing any private information of vehicles user 
to provide and then update the wireless remote 
softwares and other emerging vehicles services. 
Sean Rowen et.al. [5] We have described the block 
chain technology for securing an intelligent 
vehicles communication through visible light and 
acoustic side channels. They have verified their 
proposed mechanism through a new session 
cryptographic key, leveraging both side-channels 
and blockchain public key infrastructure. Shojafar  
et al. [6] describes a cutting-edge CPS scenario. 
The paper proposes a solution in Vehicular fog-
computing services (vehicular CPS). The fog-
computing follows the distribution structure and 
distributes the heavy computation tasks to the 
infrastructures, instead of central manager.The 
paper that enables an smart resource management 
to optimise the communicationplus- computing 
energy efficiency in order to achieve the best QoS 
requirements. 

 
IV PROPOSED METHODOLOGY 

TREE BASED DATA PROCESSING 
 

A tree structure algorithm is for placing and to 
locate the files (called records or keys) in a 
database. This algorithm finds that the data by 
repeatedly making the choices at decision points 
called nodes. The node can have an one or more 
branches (also called children), or as many as 
several or many dozen. The structure is 
straightforward but in terms of an number of nodes 
and children then the tree can be gigantic. 

             In the tree, the records are stored in 
location called an leaves. This name is derive from 
the fact that the records are always exist at the end 
points there is nothing beyond them. The starting 
point of the record is called as root. The numerous 
number of an children per node is called as the 
order of the tree. The maximum or numerous 
number of access operations required to reach an 
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desired record is calledas an depth. In some of the 
trees the order is the same at the every node and the 
depth is the same for each an every records. This 
type of the structure is said to be balanced or stable. 
Other trees have varying numbers of children per 
node, and different records might lie at different 
depths. In that case, the tree is said to have an 
unbalanced or asymmetrical structure. 

          Tree based learning algorithms is considered 
to be an one of the best and mostly used supervised 
learning methods. Tree based methods empower 
predictive models with an high accuracy, stability 
and ease of interpretation 

 

 

Fig.1Architecture of proposed methodology 

MODULES  

• Set Up Phase  

• Packet Transmission Phase 

• Audit Phase  

• Detection Phase  

Set Up Phase  

This phase takes an right place after route PSD is 
established but before any of the data packets are 
transmitted over the route.  

In this phase, S decides on a symmetric-key 
crypto-system encrypt key; decrypt key and K 
symmetric keys key1; . . . ; key K, where encrypt 
key and decrypt key are the keyed encryption and 
decryption functions, respectively. S securely 

distributes decrypt key and a symmetric key key j 
to node nj on PSD, for j ¼ 1; . . .;K. Key 
distribution may be based  

On the public-key crypto-system such as RSA: 
S encrypts keyj using the public key of node nj and 
sends the cipher text to nj. nj decrypts the cipher 
text using its private key to obtain keyj. S also 
announces two hash functions, H1 and HMAC key 
, to all nodes in PSD. H1 is unkeyed while HMAC 
key is a keyed hash function that will be used for 
message authentication purposes later on.   Besides 
symmetric key distribution, S also needs to set up 
its HLA keys. 

Packet Transmission  

After completing the setup phase, S enters the 
packet transmission phase. S transmits packets to 
PSD according to the following steps. Before 
sending out a packet Pi, where i is a sequence 
number that uniquely identifies Pi, S computes  and 
generates the HLA signatures of ri for node nj, as 
follows  the node has received, and it relays  to the 
next hop on the route. The last hop, i.e., node nK, 
only forwards Pi to the destination D. As proved in 
Theorem 4 in Section 4.3, the special structure of 
the one-way chained encryption construction in (4) 
dictates that an upstream node on the route cannot 
get a copy of the HLA signature intended for a 
downstream node, and thus the construction is 
resilient to the collusion model defined in Section 
3.2. Note that here we consider the verification of 
the integrity of Pi as an orthogonal problem to that 
of verifying the tag tji. If the verification of Pi fails, 
node n1 should also stop forwarding the packet and 
should mark it accordingly in its proof-of-reception 
database.  

 

Fig.2 Packet Transmission process 

Audit Phase  
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This phases are triggered when the public auditor 
are Ad receives an ADR message from S. The 
ADR message includes the id of the nodes on PSD, 
ordered in the downstream direction, i.e., n1; . . . ; 
nK, S’s HLA public key information, the sequence 
numbers of the most recent M packets sent by S, 
and the sequence numbers of the subset of these M 
packets that were received by D. Recall that we 
assume the information sent by S and D is truthful, 
because detecting attacks is in their interest. Ad 
conducts the auditing process as follows. Ad 
submits a random challenge where the elements 
cji’s are randomly chosen from Zp. Without loss of 
generality, let the sequence number of the packets 
recorded in the current proof-of-reception database 
be P1; . . . ; PM, with PM being the most recent 
packet sent by S. the above mechanism only 
guarantees that a node cannot understate its packet 
loss, i.e., it cannot claim the reception of a packet 
that it actually did not receive. This mechanism 
cannot be prevent an node from over all stating its 
packet loss by claiming that it does not receive an 
packet that it actually received.  

Multi-factor authentication   

Checking the node Availability  

Multiple factor authentication ( can also MFA, 
Two-factor authentication, TFA, T-FA or 2FA) is 
an approach to authentication which requires an 
presentation of two or more of the three 
authentication factors of an knowledge factor 
("something only an user knows"), a possession 
factor ("something only an user has"), and an 
inherence factor ("something only an user is"). 
After the presentation, each such factor must be 
validated by an other party for the authentication to 
occur. Two-factor authentication is commonly 
founded in an electronic computer authentications, 
where an basic authentication is processed of an 
requesting entity presenting some evidence of its 
identity to a second entity.  

Detection Phase  

The public auditor Ad enters the detection phase 
after receiving and auditing the reply to its 
challenge from all nodes on PSD. The main tasks 
of an Ad in this the phase include the following: 
detecting an any overstatement of packet loss at 
each of the node, constructing an packet-loss of 
bitmap for each hop, calculating the auto-
correlation function for the packet loss on each 

hop, and deciding whether malicious behavior is 
present. 

             Given the packet-reception bitmap at each 
node, b1; . . . ; ~b K, Ad first checks the 
consistency of the bitmaps for any possible 
overstatement of packet losses. Clearly, if there is 
no overstatement of packet loss, then the set of 
packets received at node j þ 1 should be a subset of 
the packets received at node j. Because a normal 
node always truthfully reports its packet reception, 
the packet-reception bitmap of a malicious node 
that overstates its packet loss must contradict with 
the bitmap of a normal downstream node. Note that 
there is always at least one normal downstream 
node, i.e., the destination D. So Ad only needs to 
sequentially scan ~bj’s and the report from D to 
identify nodes that are overstating their packet 
losses. 

 

Fig.3 Detection phase 

V SIMULATION RESULTS 

For this method, we are using CloudMe tool for the 
data storage which is shown in the below 
experimental results. A CloudMe is a powerful & 
stylish multipurpose Cloud Storage & File-Sharing 
Services WordPress theme. It had an modern 
business of design that is created for an online 
presentation of the cloud storage and an file-
sharing services. It’s an fresh and new theme that is 
also perfect for all sorts of applications such as web 
hosting business or any kind of technology 
websites. Therefore, this techniques are coded in 
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the javascript and the NETBEANS software are 
used to execute the proposed techniques which is 
shown below. 

 

Fig.4 Homepage 

 

 

 

Fig.5 vehicular network 

 

 

                           Fig.6 Network topology 

 

 

 

        Fig.7 Tree data processing of selected nodes 
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Fig.8 vehicle to vehicle data sharing 

 

 

Fig.9 message sending details 

 

 

Fig.10 performance analysis of VANET 

VI CONCLUSION 

In this paper, we proposed a tree-based data 
processing and batching method to handle large 
data sets of VANET. Our scheme introduce an 
block chain concept and then the optimises the 
performance of using the dynamic transaction that 
collection periods. We developed an effective and 
flexible transaction collection period selection 
method to shrink the key transfer time of 
blockchain scheme. We  are discussed: blockchain 
based key management scheme and dynamic tree 
based data processing transaction collection 
scheme. 
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