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Abstract— In this paper, we consider the issues of trustworthy computing for the dynamic IoT cloud. First, we introduce the
vertical and horizontal computing structures in the extended IoT cloud where IoT devices, edge, fog, and cloud are integrated in a layered
infrastructure. Then, we consider the issues and design a framework and accompanying mechanisms for performing trustworthy computing
making use of the vertical IoT cloud structure to secure the IoT cloud in vertical and horizontal computation structures. Specifically, we
discuss a general trustworthy computing pattern in the IoT cloud and use intrusion detection as an example to illustrate the idea, develop an
advanced access control and policy definition model for highly dynamic IoT networks, and introduce an integrated data provenance and
information control mechanism to assure the data integrity and secure the information flow for various computation patterns in the IoT cloud.
Keywords—edge computing ,fog computing, role based access control, attribute based access control, resource hierarchy, relative role
model, data provenance, information flow control, IoT cloud infrastructure.

I. INTRODUCTION
. Wireless sensor networks (WSNs) comprise of a large number of small sensing and self- powered sensor nodes distributed in a geographical
region. The sensor nodes gather communicate in a wireless fashion. Sensing, processing information or detect special events and node is said
to be faulty if it is not functioning communication are three key tasks whose combination in one tiny device gives rise to a vast number of
remote sensing applications. Although WSNs provide endless opportunities, at the same time pose formidable challenges. Some of these
challenges are low battery, less computational capabilities and inefficient use of communication resources. Among these impediments, the
most difficult one is the mysterious data sent by an unknown faulty sensor node either to the fusion centre (FC) such as base station (BS) or to
the neighbouring sensor node . In WSNs, the accuracy of the observed data sent by a sensor node is important for the overall network’s
performance. Therefore, detection of faulty sensor nodes is an essential issue in WSNs .A sensor properly . In the literature, the faults in
WSNs are broadly classified into two types known as hard fault (permanent or static fault) and soft fault (or dynamic fault) . The hard fault
occurs if a sensor node fails to communicate with the rest of the sensor nodes in the network . When the sensor node is able to communicate
with the other sensor nodes, but transmits erroneous message, then such type of fault is known as soft fault.
2. Existing System
Open Flow provides an open protocol to program the flow table in different switches and routers. A network administrator can partition
traffic into production and research flows of fault detection. Researchers can control their own flows - by choosing the routes their packets
follow and the processing they receive. In this way, researchers can try new routing protocols, security models, addressing schemes, and even
alternatives to IP. On the same network, the production traffic is isolated and processed in the same way as today. The data path of an Open
Flow Switch consists of a Flow Table, and an action associated with each flow entry. The set of actions supported by an Open Flow Switch is
extensible, but below we describe a minimum requirement for all switches. For high-performance and low-cost the data path must have a
carefully prescribed degree of flexibility. This means forgoing the ability to specify arbitrary handling of each packet and seeking a more
limited, but still useful, range of actions.
2.1 Disadvantages

It needs to be aware of the specific technique supported in order to issue the corresponding commands.


It is handled within each technology using its own mechanisms.
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3. Proposed System
In the proposed work, to minimize the computational complexity and improve the accuracy, each sensor node initially tests the presence of
faulty sensor nodes in its neighbour, if found, then predicts the probable fault status of them. For this, the Neyman–Pearson (NP) detection
method is used. The sensor nodes shared the predicted probable fault status of the neighbours with them. Then, each sensor node uses a fusion
scheme to take the final decision on its fault status. The major contributions of this paper are (i) design and evaluation of an efficient
distributed fault diagnosis algorithm for detecting soft faulty sensor nodes in large WSNs, (ii) the Neyman–Pearson (NP) detection method is
used to detect the faulty sensor node (iii) the performance is compared with the existing distributed algorithms such as JSA and Jiang , and(iv)
the algorithms are implemented in NS3 .The remaining part of the paper is organized as follows. In the related work which provides an
exhaustive view about the previous work is discussed. The network model used for the development of the distributed algorithm is provided.
The proposed distributed fault detection (DFD) algorithm is described .The analytical model which proves the correctness of the algorithm is
also given . The many IOT devices are not powerful enough to perform traffic pattern analysis for intrusion detection also access control and
privacy validation conventionally being carried out by centralized certification authority could be too computation intensive for some simple
IOT computing infrastructure to perform trustworthy computing for IOT devices.
3.1 Advantages


It allows different types of communication that have traditionally been handled separately to be integrated at a single decision point.



It supports the implementation of a variety of mobility protocols.
Figure 2.1 System architecture

In the system architecture the source and the destination can be calculated using the TE algorithm to analysis the path to the source to
destination and the different path and the forwarding node with different bandwidth can be selected. Then the frequency can be analysed to
transmit the data. Then the data can be transmitted to the different forwarding nodes. Then the request and the response can be calculated. If
the frequency changes the different path can be changed to transmit the data to the destination.
3.2 Nodes module
3.2.1 Nodes module
In this module it makes the users to deploy their own nodes in a process to transfer a file or any text document from one user to other users to
calculate the time between different nodes from different places. The nodes can be mentioned as a separate system in the network and then the
network can be created to make a data transmission in the network. Then the process can be further calculating the node details and then the
source and the destination can be verified using the network creation and the node deployment in it.
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Figure 1.1. Node Module

3.2.2 File module
In this module the user can select any files to choose for transmitting from selected source node to destination nodes using a particular
path that can be calculated using a traffic engineering algorithm. Then the data can be verified and then the file splitter makes the file to split
the data to transmit between nodes to source to destination. Then the verification can be done after the data reached the destination. Then the
merging can be done after verification. All the file in the networks can be send only in packets in it.
Figure 1.3 File Module
Select src

Choose file

View content
3.2.3 Forwarding module
In this module the path can be selected using a distributed algorithm to transmit a file from source to destination. To receive a file
from one to another users. This module can be used as an intermediate to transmit files. Then the node verification can be
done before transmitting the packets to the certain forwarding node to make the security process in the network. Then the data can be
transmitted to the certain sequence at a certain frequency bandwidth in it.
Figure 1.5: forwarding module
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3.2.3 Forwarding module
In this module the path can be selected using a distributed algorithm to transmit a file from source to destination. To receive a file
from one to another users. This module can be used as an intermediate to transmit files. Then the node verification can be
done before transmitting the packets to the certain forwarding node to make the security process in the network. Then the data can be
transmitted to the certain sequence at a certain frequency bandwidth in it.
Figure 1.5: forwarding module
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3.2.5 Fault module
In this module the fault of transmitting the files from source node to destination node of sensing nodes can be calculated using the
distributed algorithm. Then the fault node and process time of the both averages can be calculated as a result data in it. Then the fault can be
shown the node delay and the request and the response time of the node. Then the data can be process related to the calculation of node delay
in it.

Figure 2.0: fault module

Volume 6, Issue 7, July 2019

221

http://ijics.com

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

ISSN NO: 0972-1347

4. Conclusion
This paper proposes a self-detectable distributed fault detection algorithm to detect the faulty sensor nodes such as stuck at zero,
stuck at one, stuck at nonzero and random fault in sensor networks. Here, each sensor node collects data from the neighbours and then
diagnose itself by using the Neyman–Pearson test. The accuracy and completeness of the algorithm are analyzed by assuming the sensed data
is noisy. The algorithm is implemented in NS3 and the performances are compared with the existing algorithms. From the simulation, it is
evident that the algorithm detects the faulty sensor nodes with more than 98% detection accuracy for a wide range of fault probabilities and
maintain a negligible (at max 6%) false alarm rate. The comparison result shows that the proposed scheme significantly improves the
performance parameters for large scale sparse sensor networks as compared to that of existing algorithms. In fact, there is an 8%improvement
in detection accuracy and34% improvement in false alarm rate as compared to existing algorithms. The proposed distributed fault detection
scheme is efficient in terms of time complexity, message complexity, network life time, detection latency, energy consumption, detection
accuracy and false alarm rate.
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