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Abstract: Steganography is the science of hiding the secret messages inside other medium files in a way that hides the existence of the secret 

message at all. Secure LSB Reversible image steganography can be applied to text, audio, image, and video file types. In this study, we propose 

a new reversible steganography approach for digital images in which the RGB coloring model was used, in that we are using max histogram 

technique. The efficiency of the proposed approach has been tested and evaluated. The experimental results show that our proposed reversible 

secure LSB steganography approach produce high-quality stegano images that resist against visual and statistical attacks. 
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I. INTRODUCTION 

Secure Reversible Data Hiding (SRDH) has been intensively 

studied in the community of signal processing. Also referred 

as invertible or lossless data hiding, SRDH is to embed a 

piece of information into a host signal to generate the 

marked one, from which the original signal can be exactly 

recovered after extracting the embedded data. The technique 

of RDH is useful in some sensitive applications where no 

permanent change is allowed on the host signal. In the 

literature, most of the proposed algorithms are for digital 

images to embed invisible data or a visible watermark. 

Generally speaking, direct modification of image histogram 

provides less embedding capacity. In contrast, the more 

recent algorithms manipulate the more centrally distributed 

prediction errors by exploiting the correlations between 

neighboring pixels so that less distortion is caused by data 

hiding. Although the PSNR of a marked image generated 

with a prediction error based algorithm is kept high, the 

visual quality can hardly be improved because more or less 

distortion has been introduced by the embedding operations. 

For the images acquired with poor illumination, improving 

the visual quality is more important than keeping the PSNR 

value high. Moreover, contrast enhancement of medical or 

satellite images are desired to show the details for visual 

inspection. Although the PSNR value of the enhanced image 

is often low, the visibility of image details has been 

improved.  

In existing system after hiding the information in images the 

quality of the image is not proper, means it produce a poor 

quality images. In the existing system information can be 

hidden only in B/W image. 

II. MOTIVATIONS 

In today’s world, there are a number of people who claim 

some documents to be there when it actually does not 

belong to them. In order to authenticate the images, 

documents, videos and images, we need a method that 

ensures the authority belongs to that person. For example, 

many companies need to claim that their company logo or 

trademark belongs to them rather that some fraud who 

claims it as his/her works. For that the companies can use 

data hiding techniques in their logos in order to prove that 

the logo is theirs. Hence we can use data hiding techniques 

in images for authentication and safeguarding of documents 

from hackers, intruders or frauds. Data hiding can also be 

used special agents or government security agencies to send 

classified information to other security agencies or officers 

without being disrupted by hackers. 

III. PROBLEM STATEMENTS  

Now day’s data hiding become a challenging task because 

lot of security threats and quality issues are there, many 

existing techniques are there but all are having some 

drawback based on quality, security, and data safety. There 

exists a problem between data and image that is if we 

increasing the hiding rate often causes more distortion in 

image content. To measure the distortion, the peak signal-to-

noise ratio (PSNR) value of the marked image is often 

calculated. Generally speaking, direct modification of image 

histogram provides less embedding capacity. In contrast, the 

more recent algorithms manipulate the more centrally 

distributed prediction errors by exploiting the correlations 

between neighboring pixels so that less distortion is caused 

by data hiding. Based on our knowledge, there is no existing 

SRDH algorithm that performs the task of contrast 

enhancement so as to improve the visual quality of host 

images. So in this study, we aim at inventing a new SRDH 

algorithm to achieve the property of contrast enhancement 

instead of just keeping the PSNR value high. In principle, 

image contrast enhancement can be achieved by histogram 

equalization. To perform data embedding and contrast 

enhancement at the same time, the proposed algorithm is 

performed by modifying the histogram of pixel values. 

Firstly, we will select max histogram value from image. 

Selected histogram values are used for data hiding, we are 

hiding data in last two bit so that it not going to affect 

quality of image quality. While hiding data first data get 

converted to binary after that we will break it to four part 

two bit each. These four part we will hide in four different 

image pixel values. To avoid the overflows and underflows 

due to histogram modification, the bounding pixel values are 

pre-processed and a location map is generated to memorize 
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their locations. For the recovery of the original image, the 

location map is embedded into the host image, together with 

the message bits and other side information.  

The proposed algorithm was applied to two set of images to 

demonstrate its efficiency. To our best knowledge, it is the 

first algorithm that achieves image contrast enhancement by 

SRDH. Furthermore, the evaluation results show that the 

visual quality can be preserved after a considerable amount 

of message bits have been embedded into the contrast-

enhanced images. 

Here we are using Secure Reversible Data Hiding technique 

(SRDH) to hide information in images and after hiding 

secret information image quality is retained well. Image 

contrast enhancement can be achieved by histogram 

equalization. The original image can be exactly recovered 

without any additional information. 

IV. LITERATURE REVIEW 

A novel reversible data hiding algorithm, which can recover 

the original image without any distortion from the marked 

image after the hidden data have been extracted, is presented 

in this paper. This algorithm utilizes the zero or the 

minimum points of the histogram of an image and slightly 

modifies the pixel grayscale values to embed data into the 

image.  

 

In this section contains many existing steganography 

techniques review. Some famous techniques like Reversible 

data hiding, PSNR, DCT and DWT [2], using these various 

techniques we can hide data in digital image. In these 

techniques some are good with respect to image quality, 

because after hiding data in images, stegano image quality is 

damaged, for that lot of improvement is going on in various 

techniques so that image quality should be good with respect 

to original images. 

 

In PSNR technique the lower bound of PSNR is 

significantly higher than that of every single reversible 

datum concealing systems detailed in the writing. The 

computational unpredictability of our proposed procedure is 

low and the execution time is short. The calculation has 

been effectively connected to an extensive variety of 

pictures, including regularly utilized pictures, therapeutic 

pictures, surface pictures, airborne pictures and the greater 

part of the 1096 pictures in CorelDraw database. Trial 

results and execution correlation with other reversible 

information concealing plans are displayed to show the 

legitimacy of the proposed calculation [Z Ni, YQ Shi, N 

Ansari, W Su - Reversible information concealing, IEEE, 

2006].  

 

Watermarking using Reversible techniques is 

preferred now days, because people need privacy for their 

data [3]. In reversible watermarking techniques we can hide 

information and any time we can extract that information. 

People using this technique for image authentication also, 

while sharing image on social media, third party storage 

platform [1]. 

 

It can embed more data than many of the existing reversible 

data hiding algorithms. It is proved analytically and shown 

experimentally that the peak signal-to-noise ratio (PSNR) of 

the marked image generated by this method versus the 

original image is guaranteed to be above 48 dB. This lower 

bound of PSNR is much higher than that of all reversible 

data hiding techniques reported in the literature. The 

computational complexity of our proposed technique is low 

and the execution time is short. The algorithm has been 

successfully applied to a wide range of images, including 

commonly used images, medical images, texture images, 

aerial images and all of the 1096 images in CorelDraw 

database. Experimental results and performance comparison 

with other reversible data hiding schemes are presented to 

demonstrate the validity of the proposed algorithm [Z Ni, 

YQ Shi, N Ansari, W Su - Reversible data hiding, IEEE, 

2006]. 

The experimental results for many standard test images 

show that prediction-error expansion doubles the maximum 

embedding capacity when compared to difference 

expansion. There is also a significant improvement in the 

quality of the watermarked image, especially at moderate 

embedding capacities [D.M. Thodi and J. J. Rodriguez-

Expansion embedding techniques for reversible 

watermarking, IEEE, 2007]. 

The watermark information is normally embedded in the 

LSB of features of relational databases to minimize 

distortions. Whereas, in RRW, a GA based optimum value 

is embedded in the selected feature of the dataset with the 

objective of preserving the data quality while minimizing 

the data distortions as a result of watermark embedding. 

Another reversible watermarking technique proposed in [26] 

is based on difference expansion and support vector 

regression 

(SVR) prediction to protect the database from being 

tampered. The intention behind the design of these 

techniques to provide ownership proof. Such techniques are 

vulnerable to modification attacks as any change in the 

expanded value will fail to detect watermark information 

and the original data. Genetic algorithm based on difference 

expansion watermarking (GADEW) technique is used in a 

proposed robust and reversible solution for relational 

databases [27]. GADEW improves upon the drawbacks 

mentioned above by minimizing distortions in the data, 

increasingwatermark capacity and lowering false positive 

rate. To this end, a GA is employed to increase watermark 

capacity and minimize introduced distortion. This is because 

the watermark capacity increases with the increase in 

number of features and the GA runs on more features to 

search the optimum one for watermarking, watermark 

capacity decreases with the increase in watermarked tuples. 

GADEW used the distortion measures 

(AWD and TWD) to control distortions in the resultant data. 

In this context, the robustness of GADEW can be 

compromised whenAWDandTWDare given high values. 

Prediction-error expansion watermarking techniques 

(PEEW) like [28] incorporate a predictor as apposed to a 

difference operator to select candidate pixels or features for 

embedding of watermark information. The PEEW proposed 

technique by Farfoura and Horng is fragile against malicious 

attacks as the watermark information is embedded in the 

fractional part of numeric features only. In this particular 

scenario, the scheme works because the intention of the 

attacker is to preserve the usefulness of the data; otherwise, 

he can easily compromise the fractional part. RRW is 

robust, as the watermark information is embedded in the 

values of numeric features, to make the scheme resilient 
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against such attacks. In the authors proposed a robust, blind, 

resilient and reversible, image based watermarking scheme 

for large scale databases. The bit string of an image is used 

as a watermark where one bit from the bit string is 

embedded in all tuples of a single partition and the same 

process is repeated for the rest of the partitions. This 

technique demonstrates a remarkable decrease in watermark 

detection rate during various types of heavy attacks, and the 

database tuples get highly distorted. In RRW, a GA is used 

to generate a parameter that controls the data distortions to 

make sure that the data quality remains intact after 

watermarking. Moreover, the semi-blind nature of the 

technique allows robustness against heavy attacks and also 

for regeneration of the original dataset after watermark 

decoding. Gupta and Pieprzyks’ [23], proposed reversible 

watermarking technique introduces distortions as a result of 

the embedding process. Changes in the data are controlled 

by placing certain bounds on LSB. On the contrary, to limit 

the distortions, the data outside the limited bounds is left un 

watermarked. As a result, the watermark robustness gets 

compromised. However, RRW has no such limitations. The 

reversible watermarking techniques DEW, GADEW PEEW, 

proposed in [23], [27], [28] respectively, are not robust and 

reversible against heavy attacks. Features are selected in 

these techniques for watermarking without considering their 

importance in knowledge discovery. RRW is robust and 

reversible and copes with the above mentioned problems 

and data quality is preserved by taking into account the 

importance of the features in knowledge discovery. In 

RRW, all the tuples of the selected feature can be marked 

thanks to the selection of a low distortion watermark; 

therefore, the attacker will have to attack all the tuples to 

corrupt the watermark to mitigate the effect of the majority 

voting scheme. Attacking all the tuples is not a viable option 

for the attacker because he has no knowledge of the original 

data or the usability constraints and that would completely 

compromise its usefulness. Moreover, since RRW can 

afford to embed watermark bits in all or a large fraction of 

the tuples of the selected feature; it achieves high robustness 

against heavy attacks. However, marking all tuples is not a 

requirement. RRW is configurable in that the data owner 

can choose a fraction for watermarking if it is required. 

 

X. Li, B. Yang, and T. Zeng, Forecast mistake development 

(PEE) is a vital method of reversible watermarking which 

can install vast payloads into computerized pictures with 

low contortion. In this paper, the PEE method is additionally 

examined and an effective reversible watermarking plan is 

proposed, by joining in PEE two new procedures, to be 

specific, versatile inserting and pixel choice. Not at all like 

ordinary PEE which implants information consistently, we 

propose to adaptively insert 1 or 2 bits into expandable pixel 

as indicated by the neighborhood multifaceted nature.  

 

This abstains from growing pixels with substantial 

expectation mistakes, and consequently, it diminishes 

installing sway by diminishing the most extreme adjustment 

to pixel esteems. In the interim, versatile PEE permits 

expansive payload in a solitary implanting pass, and it 

enhances the limit furthest reaches of customary PEE.  

 

We additionally propose to choose pixels of smooth region 

for information inserting and leave unpleasant pixels 

unaltered. Thusly, contrasted and customary PEE, an all the 

more forcefully appropriated expectation blunder histogram 

is acquired and a superior visual nature of watermarked 

picture is watched. With these changes, our technique 

outflanks ordinary PEE. Its predominance over other best in 

class strategies is additionally exhibited tentatively. 

 

Shunquan Tan, Bin Li, In this paper, the writers call 

attention to that the correcting period of edge versatile 

picture steganography in light of LSB coordinating returned 

to acquaints a heartbeat bending with the long exponential 

tail of the histogram of the supreme distinction of the pixel 

sets. Mentioning utilization of this objective fact, a focused 

on steganalytic strategy in light of B-Spline fitting is 

proposed. Test comes about demonstrate that the proposed 

technique acquires great outcomes for distinguishing stego 

pictures with low implanting rate. The predominant 

execution of our strategy contrasted and cutting edge daze 

steganalyzers, for example, SPAM and SRM is evident. 

Besides, our strategy can precisely assess the limit utilized 

as a part of the mystery information inserting method and 

can isolate the stego pictures with unit square size from 

those with square sizes more prominent than one.  

 

Pallavi Khare, 2 Jaikaran Singh, 3 Mukesh Tiwari, 

Steganography is the workmanship and investigation of 

undetectable correspondence. This is proficient through 

concealing data in other data, accordingly concealing the 

presence of the conveyed data. The word steganography is 

gotten from the Greek words "stegos" signifying "cover" 

and "grafia" signifying "stating" characterizing it as 

"secured written work". In picture steganography the data is 

concealed only in pictures. Computerized Image 

Steganography framework enables a normal client to safely 

exchange instant messages by concealing them in an 

advanced picture record. A blend of Steganography and 

encryption calculations gives a solid spine to its security. 

Advanced Image Steganography framework highlights 

inventive systems for concealing content in a computerized 

picture document or notwithstanding utilizing it as a key to 

the encryption.  

 

Wei Huang, Yao Zhao, and Rong-Rong Ni, As of late, an 

edge versatile picture stegano-realistic strategy in light of 

slightest critical piece (LSB) coordinating returned to (EA-

LSBMR) has been proposed, which holds great visual 

quality and legitimate security under fitting inserting rates. 

In any case, from the broad investigations to EA-LSBMR, 

we find that the discrete Fourier change (DFT) range of 

pixel-sets contrasts histogram still uncovers the nearness of 

a mystery message even in a low inserting rate. To upgrade 

the security, a changed plan is proposed in this paper, which 

can crush the previously mentioned investigation and keep 

the visual quality superior to EA-LSBMR in higher 

installing rates. Trial comes about utilizing a most recent 

widespread steganalysis strategy have shown the proposed 

technique's great execution.  

 

Jarno Mielikainen, LSB Matching Revisited, This letter 

proposes a change to the minimum critical piece (LSB) 

coordinating, a steganographic technique for installing 

message bits into a still picture. In the LSB coordinating, the 

decision of whether to include or subtract one from the 
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cover picture pixel is arbitrary. The new strategy utilizes the 

decision to set a twofold capacity of two cover pixels to the 

coveted esteem. The implanting is performed utilizing a 

couple of pixels as a unit, where the LSB of the main pixel 

conveys one piece of data, and an element of the two pixel 

esteems conveys another piece of data. Hence, the adjusted 

technique permits implanting an indistinguishable payload 

from LSB coordinating however with less changes to the 

cover picture. The test consequences of the proposed 

strategy indicate preferred execution over conventional LSB 

coordinating as far as twisting and obstruction against 

existing steganalysis.  

 

V. Histogram comparing the cover and stego images 

Differences between the original and stego images cannot be 

easily detected by vision; to evaluate the visual attacks more 

Accurately the RGB histogram for cover image and its 32k 

stego image was used to make the comparison more 

accurate, this shown in Figure 2. Based on the original and 

stego images histograms, it is obvious that both stego and 

original images RGB histogram seems to be identical. 

 

VI. Stego-image modified LSB plan 

The pixel selection model applied in this study selects the 

image pixels adaptively based on the message size; this 

provides the ability to use the cover image pixels starting 

from the pixels that are extremely different from their 

adjacent pixels (edge pixels) when the message is small to 

those that has small difference from their adjacent pixels 

until nearly all cover image pixels are used to embed large 

messages. This approach will cause the least distortion and 

will maximize the visual quality to the generated stego 

images relatively to message size. Figure 7 shows Airplane 

modified pixels LSB plan for different message sizes. 

 

VII. Stego-Image quality 

To evaluate the stego image quality we used two measures: 

Mean Square Error (MSE) and the peak signal-to-noise ratio 

(PSNR). MSE is the parameter that calculates the magnitude 

of average error between the original image and stego 

image. The difference between the observed values of the 

original and stego image are squared and then their average 

is calculated. The smaller value of the MSE the higher will 

be the quality of stego image. The formula for calculation of 

MSE is depicted below. 

 

VIII. CONCLUSION 

A new Secure reversible data hiding algorithm is proposed 

with the property of contrast enhancement. Basically, the 

max histogram are selected for data embedding so that 

histogram equalization can be simultaneously performed by 

repeating the process. The data is stored in the LSB of the 

pixels and each character is stored in four pixels .changing 

the LSB of the pixels does not affect much in the contrast or 

the quality of the images since a slight variation in the RGB 

value would not affect or be noticed by the user. In this 

review a secure way of transmission of a secret message is 

achieved in which no intruder can know about the 

information being exchanged. The experimental results have 

shown that the image contrast can be enhanced by changing 

last two bit of pixel values. Compared with the other 

existing techniques, the visual quality of the contrast-

enhanced images generated by our algorithm is better 

preserved. Moreover, the original image can be exactly 

recovered without any additional information. Hence the 

proposed algorithm has made the image contrast 

enhancement secure reversible and there is maximum 

retrieval of data. 
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