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Abstract:  

 

           High-speed networks, ubiquitous Internet access are available at any time. Treatment of 

the resources on the Internet is a unified entity, with the concept of Cloud. Data robustness is a 

major requirement for storage systems. The distributed storage system has an erasure code, 

suitable to storage system. We construct a secure cloud system that supports to store the function 

of secure data forwarding by using an AES and Proxy re-encryption. With the AES encryption, 

the owner will upload the data. In next phase, cloud again divide the data into small pieces and 

will store in different lactations. The information of data will monitor the storage by unique 

distributors. If the data will be accessed by a valid user, cloud will retrieve it in reversible 

manner. 
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I. Introduction 

 

 

          The tremendous volume of information gets created with the assistance of omnipresent 

registering and headway of correspondence innovations. Distributed computing gives a shabby, 

dependable, powerful capacity administration, with simple access from any gadget. Transferring 

information in open distributed storage cause security concern. Working with encoded 

information is troublesome. Intermediary re-encryption is a cryptography conspire created by the 

scientists. For instance, a patient who stores the medicinal reports in a distributed storage 

framework, and needs the report to be imparted to the specialist by distributed storage specialist 

co-op (CSSP). Specialists have created numerous intermediary  re-encryption plans [1], [2], [3], 

[4], [5], [6] appropriate for distributed storage condition. The security of such plans can be 

broken in seconds with headway of quantum figuring calculations [7]. Along these lines, 

specialists are creating cryptography plans dependent on hardness of grid issues. Neutral [8] 

proposed the primary CPA-secure bi-directional intermediary re-encryption conspire dependent 

on the hardness of Ring LWE issue. A proficient CCA conspire intended to verify unidirectional 

intermediary re-encryption. Further PRE plans ought to be mysterious, in light of the fact that the 

cloud specialist organization ought not think about the beneficiary of the re-encoded documents. 

The proposed plan is turned out to be secure dependent on hardness of ring-LWE issue because 

of which it is quantum registering safe.  
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II. Exist Method 

 

        Direct combination strategy is being utilized in presence and in this putting away 

information in cloud framework causes genuine worry on secrecy. A client can scramble 

messages by a cryptographic technique to give secrecy and encode the put away messages. To 

broaden great dependability of capacity framework a decentralized engineering is required to 

control the expert.  

 

III. Proposed Method  

 

        The proposed framework helps in tending to the issue of sending the information with the 

assistance of information proprietor. The planned framework demonstrate has enhanced capacity 

servers and key servers. Putting away cryptographic key in a solitary gadget is hazardous, thus it 

very well may be conveyed took key servers which are profoundly protected in security 

viewpoint. To perform general demonstration of giving information, when it is transferred with 

AES encryption the framework spares the information in pieces. In the event that a specific 

information should be recovered the cloud will convey the equivalent. Subsequently generally 

the information is exceedingly protected. 

 

IV. System Architecture 

 

 
Fig 1: Architecture diagram 
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V. Module 

A. Registration 

            To identity a user with ID, the group manager randomly selects a number then adds that 

to the group user list to trace the phase. A private key will be used by the user after the 

registration, for group signature generation and file decryption. 

 

C. Proxy re-encryption 

         These are crypto systems which allow third parties (proxies) to alter a cipher text. By using 

proxy re-encryption technique the data in the cloud altered by the user. A public and a private 

key will be used by every provider. The private key cannot be accessed by the other provider 

which holds high confidentiality.  

 

D. Sharing Data and Secure Storage 

         The data sharing which in other words is an  application. The user wants to share the data 

in confidential way, with cipher text expansion. Storage systems usually require data storage for 

major activity. To provide data robustness is to replicate a message by each storage server stores 

a copy. A common erasure code is suitable for this purpose. 

 

 E. Data retrieval 

         Two primary forms of the retrieved data are- Reports and Primary forms from the server. 

Beyond the overlaps between the above queries, generally picks a small portion of the server 

while reports show larger amount of data. In a way the user likes. 

 

F. Data Flow Diagram 
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VI. Literature Survey 

 

Title Advantage Disadvantage Technique 

Network Coding for 

Distributed Storage 

Systems 

1. Flexibility 

2. Scalability 

3. Availability 

1.Collusion occurs 

2. Network Coding 

3. Node dynamics 

1. Distributed Storage, 

2. Identity Based 

Cryptography 

Identity Based 

Authentication 

Scheme in Cloud 

Computing 

1.  Avoids Key 

Escrow problem 

2.  Avoids Key 

Revocation 

1. No support against 

CCA 

2. Collusion occurs 

1. Identity Based 

Encryption 

Identity Based 

Cryptography for 

Grid Security 

1. No support for PKI 

2. Low Cost 

3. Supports SSO mode 

1. Collusion occurs 

1. Hierarchical 

Identity Based 

Encryption - HIBE 

Running Smart Grid 

control software on 

Cloud computing 

architecture 

1. Scalability 

2. Low cost 

3.Decentralized 

storage 

1. Less reliability 

2. Checkpoint barrier 
1. Cloud Computing 

Secure Information 

Aggregation for 

Smart Grid using 

Homomorphic 

Encryption 

1. Data aggregation 

2. Resistant to 

Dictionary attack 

3.Indeterministic 

1. Excessive Network 

Traffic 

2. Produce false data 

reports 

1. Homomorphic 

Encryption 

Identity Based 

Encryption from 

Weil Pairing 

1. Non Degenerate 

2. Easily Computable 

1. No support against 

CCA 

2. No trusted third 

party 

1. Escrow Elgammal 

Encryption 

2. Bilinear Diffie 

Hellman 

Hierarchical Identity 

Based Cryptography 

1. Local 

Authentication 

2. Damage Control 

3. Restricted Key 

Escrow 

1. Collusion occurs 

1. Hierarchical 

Identity Based 

Encryption - HIBE 
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VII. Conclusion  

 

          To improve the verification of the capacity deletion codes are promising for its 

improvement, despite the fact that the space proficiency is looked at. The information's are part 

into equivalent size and encode it in various squares by deletion codes generally. At the point 

when a customer read a bit of the information, traffic happened, and this isn't normal in many 

strips and squares. The creator proposes in this paper to partition the technique in Toto in a novel 

discrete manner, which will sidestep the issues. For un-repairable hinders the strips can be 

perused in a similar section or from the encoded board. To control the wastage, we structured the 

information in a HDFS-like stockpiling framework. With a test, one can observer the proposed 

information strategy sidestep downloading the information squares, which are required by 

customer amid amendment.  

 

VIII. Future Work  

 

          As a reaction, deletion coding is a technique for insurance against drive disappointment. 

High limit HDDs does not cut in the time of Raid. The shot of bit blunder happens because of 

vast volume of plate limit and when the circle falls flat, the attack modify begins with no 

insurance of different disappointment of component [2] or [3]. Attack reconstruct to has danger 

of disappointment in typical operational development with limit. Strike revamp can take days or 

much more, remake times once determined in minutes/hours. Circle exchange rates have not kept 

pace with the rate of plate limit extension. 
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