
A Brief Survey on Web Log Data Preprocessing in Web Usage Mining 

 

Dr.R.Priya, MCA., MPhil., Ph.D 

Associate Professor & Head, Department of Computer Science, Sree Narayana Guru College, 

K.G.Chavadi P.O., Coimbatore - 641 105, Tamil Nadu, India. 

 

S. Ganeshmoorthy 

Research scholar, Department of Computer Science, Sree Narayana Guru College, 

K.G.Chavadi P.O, Coimbatore - 641 105, Tamil Nadu, India. 

Abstract 

Internet has gained a lot of interest of 

customers. Maintaining good relations with 

customer is the major applications in web 

mining. As number of users grows, web site 

publishers have increased their information 

for user attraction and satisfaction. It is 

possible to trace the users‟ essence and 

interactions with web applications through 

web server log file and Web log file.  

Frequent interaction of users with the World 

Wide Web to access the wide ranges of 

information and available services, it 

become necessary to handle web usage data 

in an efficient manner. The data stored in the 

web log file consist of large amount of 

eroded, incomplete and unnecessary 

information. Because of large amount of 

irrelevant data‟s available in the web log 

file, an original log file cannot be directly 

used in the web usage mining. The process 

of web usage mining involves three 

interdependent steps: Data preprocessing, 

Pattern discovery and Pattern analysis. 

Among these steps, Data preprocessing 

plays a vital role because of unstructured, 

redundant and noisy nature of log data. So 

preprocessing technique is applied to 

improve the quality and efficiency of a web 

log file. Different techniques are applied in 

preprocessing that is data cleaning, data  

 

fusion, data integration. In this paper the 

survey is focused on different preprocessing 

technique to identify the issues in web log 

file and to improve web usage mining 

preprocessing for pattern mining and 

analysis. 

Keywords: Web Mining, Irrelevant data, 

Data Preprocessing, Web Log File 

 

1. Introduction 

 

During the past few years the World Wide 

Web has become the biggest and most 

popular way of communication and 

information dissemination. It serves as a 

platform for exchanging various kinds of 

information. The volume of information 

available on the internet is increasing rapidly 

with the explosive growth of the World 

Wide Web and the advent of e-Commerce. 

While users are provided with more 

information and service options, it has 

become more difficult for them to find the 

“right” or “interesting” information, the 

problem commonly known as information 

overload (Navin Kumar Tyagi, A.K.Solanki, 

Sanjay Tyagi, 2010). 

Web mining is the data mining 

technique that automatically discovers or 

extracts the information from web 
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documents. It consists of following tasks: a. 

Resource finding: It involves the task of 

retrieving intended web documents. It is the 

process by which the data can be extracted 

either online or offline resources available 

on web. b. Information selection and pre-

processing: It involves the automatic 

selection and pre-processing of specific 

information from retrieved web resources. 

This process transforms the original 

retrieved data into information. The data is 

transformed into useful information by using 

suitable transformation. The transformation 

could be renewal of stop words or it may be 

aimed for obtaining the desired 

representation such as finding particular 

format of data. c. Generalization: It 

automatically discovers general patterns at 

individual web sites as well as across 

multiple sites. Data Mining techniques and 

Machine Learning are used in generalization 

d. Analysis: It involves the validation and 

interpretation of the mined patterns. It plays 

an important role in pattern mining. A 

human plays an important role in 

information on knowledge discovery process 

on web. 

 

1.1 Taxonomy of Web Mining 

Figure 1: Taxonomy of Web Mining 

 

Web mining is broadly classified into three 

types based on the type of the data to be 

mined and the categories are shown in figure 

1.  

 

1.1.1 Web Content Mining  

Web content mining is the process of 

extracting useful and valuable information 

from the contents of web documents. 

Content data is the collection of data from 

which a web page is designed. It may 

consist of text, images, audio, video or 

structured records such as lists and tables.  

 

1.1.2 Web Structure Mining 

Web structure mining is the process of 

discovering structured information from the 

web. The structure of a typical web graph 

consists of web pages as nodes and 

hyperlinks as edges connecting related pages 

(B. Naresh Kumar Reddy et al, 2015). This 

can be further divided into two kinds based 

on the kind of structure information used. 

First is Hyperlink Structure that connects a 

location in a web page to a different 

location, either within the same web page or 

on a different web page. A hyperlink that 

connects to a different part of the same page 

is called an intra-document hyperlink, and 

the hyperlink that connects two different 

web pages is called an inter-document 

hyperlink. And the second one is Document 

Structure that contains the content within a 

Web page that can also be organized in a 

tree structured format, based on the various 

HTML and XML tags within the page. 

Mining efforts here have focused on 

automatically extracting Document Object 

Model (DOM) structures out of documents. 

 

1.1.3 Web Usage Mining  

Web usage mining is the application of data 

mining techniques for discovering 

interesting usage patterns from web usage 

data, in order to understand and better serve 

the needs of web-based applications. Usage 

data captures the identity and origin of web 

users along with their browsing behavior at 

a web site. Web usage mining tries to make 

sense of data generated by the web surfer‟s 

session or behaviour. Web usage mining 
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itself can be classified further depending on 

the kind of usage data considered. First one 

is web server data in which user logs are 

collected by the web server and typically 

include IP address, page reference and 

access time (Vellingiri J et al, 2015). Second 

is application server data which track 

various kinds of business events and log 

them in application server logs. And third 

one is application level data in which new 

kinds of events can be defined in an 

application and logging can be turned on for 

them - generating histories of these specially 

defined events. 

 

Web usage mining also known as web log 

mining is the application of data mining 

techniques on large web log repositories to 

discover useful knowledge about user‟s 

behavioral patterns and website usage 

statistics that can be used for various 

website design tasks. The main source of 

data for web usage mining consists of 

textual logs collected by numerous web 

servers all around the world. 

 

1.2 Stages Involved in Web Mining 

1.2.1 Data Collection 

Users log data is collected from various 

sources like server side, client side, and 

proxy servers and so on.  

 

1.2.2 Data Preprocessing 

It performs a series of processing of web log 

file covering data cleaning, user 

identification, session identification, path 

completion and transaction identification. 

Pattern discovery: Application of various 

data mining techniques to processed data 

like statistical analysis, association, 

clustering, pattern matching and so on.  

 

1.2.3 Pattern analysis 

Once patterns were discovered from web 

logs, uninteresting rules are filtered out. 

Analysis is done using knowledge query 

mechanism such as SQL or data cubes to 

perform OLAP operations.  

Typically three main data sources are used 

to collect log data for web usage mining. 

Those are Server log, Proxy server log, 

Client/ Browser log.  

 

i) Server Log 

When an internet user request a 

particular page on web, an entry is 

logged into a special file called server 

log file. This file is not accessible by 

general internet user, only administrative 

person or server owners can access these 

files. Server logs are considered as a 

richest and reliable source of 

information to predict user‟s behavior 

but it lacks with many quality factors 

such as completeness and privacy issues.  

ii) Proxy Server Log 

A Proxy server is a server which 

acts as an intermediary between user‟s 

requests to other web servers. They are 

generally used for caching services to 

improve navigation speed, 

administrative control and security. 

Collecting proxy level usage data is 

similar as collecting server level data.  

iii) Client/Browser Log 

Web log data can also be 

collected from client machine by 

integrating java applets to the website, 

writing java scripts or even modified 

browsers. Client side logs are useful to 

tackle problems related with server logs 

like web page caching and session 

reconstruction. 

As is true for typical data mining 

applications, the issue of data 

preprocessing plays a fundamental role 

in the whole mining process. This phase 

is critical for the success of pattern 

discovery: errors committed in this 

phase may make the data useless for 

further analysis. In Web usage analysis, 

data preprocessing includes tasks of 
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repairing erroneous data and treating 

missing values. The preprocessing of 

web usage data, which is mainly web 

logs, is usually complex and time 

consuming. It can take up to 80% of the 

time for analyzing the data. 

 

Tasks for performing preprocessing of web 

usage mining involve data cleaning, user 

identification, session identification, path 

completion, session reconstruction, 

transaction identification and formatting, 

etc. And some other tasks, such as 

conceptual hierarchies‟ construction and 

classification of URLs may be invoked in 

certain cases. The aim of preprocessing is to 

offer structural, reliable and integrated data 

source to next one, pattern discovery. 

 

2. Related Work 

Commonly used sub-steps of preprocessing 

are data cleaning, user identification, session 

identification and path completion. Different 

researchers have introduced various 

preprocessing techniques to improve 

efficiency and scalability of pattern 

discovery techniques. Some of them are 

discussed below: 

 Cooley et al. (1999) have proposed 

methods for data cleaning, user 

identification, session identification and 

transaction identification. Although their 

methods are good enough but some 

heuristics are not appropriate for complex 

web sites. Pabarskaite (2007) proposed a 

better cleaning methodology. According to 

him standard cleaning methodology is not 

appropriate for frame pages containing 

websites. He applied two approaches: 

advanced cleaning to improve web log 

mining and filtering to remove irrelevant 

links. In this preprocessing process author 

did not perform any other steps of 

preprocessing like user identification session 

identification etc.  

 Tanasa et al. (2004) divides 

preprocessing process in four steps: data 

fusion, data cleaning, data structuring and 

data summarization. In data fusion author 

joined multiple log files from different web 

servers and also from site maps into a single 

log files. After that they anonymized log file 

by encrypting host name. Further data 

cleaning is performed by removing requests 

for non-analyzed resource such as 

multimedia files (images, audio, video etc.) 

and robot‟s generated requests. In data 

structuring part author have completed user 

identification by authentication data or IP 

address, session identification by host and 

agent, page view identification by site map 

etc. At last data summarization step includes 

pattern analysis part by using data 

generalization and aggregation. They did not 

considered unsuccessful request in data 

cleaning phase which is also required to 

remove to get rid of unnecessary 

calculations in later phases of web log 

mining processes. 

 Sanjay Bapu Thakare et al. (2010) 

described the effective and complete 

preprocessing of access stream before actual 

mining process can be implemented. They 

suggested Improvised merging algorithm for 

data preprocessing method for margining 

process. They did implementation of field‟s 

extraction in core Java. They also suggested 

improvised TransLog algorithm for convert 

log file in database. They did not discuss 

about user identification and more processes 

of web usage mining. For implementation 

they used IIS log file format. 

 Navin Tyagi et al. (2010) surveyed 

about the data preprocessing activities like 

data cleaning, data reduction and related 

algorithms. They presented algorithms for 

data cleaning and data reduction based on 

CERN-Common Log Format. K.R. 

Suneetha et al. (2009) focused on data 

preprocessing techniques including web log 

structure, data cleaning and user 
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identification. They used data from NASA 

web server log files. To improve efficiency 

of log files they remove unnecessary data 

from web log files and analyze process 

including generating various reports. They 

also did analysis on most system error found 

during visit of website. They did not apply 

any data mining algorithms for pattern 

discovery. 

 G. T Raju et al. (2014) proposed a 

complete preprocessing methodology that 

allows the analyst to transform any 

collection of web server log files into 

structured collection of tables in relational 

database model. They compared 

preprocessing techniques which used by 

researchers including data source, data 

cleaning and data formatting and structuring. 

They showed experiment results likes 

reducing size of log file for preprocessing, 

day wise unique visitors, user session 

identifications. P.Nithya et al. (2012) 

proposed a novel pre-processing technique 

by removing local and global noise and web 

robots. They implemented data cleaning 

phase that will helps in determining only the 

relevant logs that the user is interested in. 

They did not mention other preprocessing 

methods like user identification, session 

identification and path completion. 

 Vellingiri J. et al. (2015) provided 

three phases of web usage mining for user 

navigation discovery including 

preprocessing phase, Identify user‟s 

behavior and classifications of user 

behaviors. In the preprocessing phase, the 

data cleaning process includes removal of 

graphics, video, status code and robots 

cleaning. In the second phase, design a set of 

clusters using Weighted Fuzzy-Possibilistic 

C-Means (WFPCM), which consists of 

“similar” data items based on the user 

behavior and navigation patterns for the use 

of pattern discovery. In the third phase, 

classification of the user behavior is carried 

out for the purpose of analyzing the user 

behavior using Adaptive Neuro- Fuzzy 

Inference System with Subtractive 

Algorithm (ANFIS-SA). 

 Ashwin Riyani et al. (2013) focused 

on a complete preprocessing style having 

data cleaning, user and session Identification 

activities to improve the quality of data. 

They proposed technique algorithm) of DUI 

(Distinct User Identification) based on IP 

address, agent and session time, Referred 

pages on desired session time. They did not 

use pattern discovery and pattern analysis 

methods. 

 Arvind Kumar Dangi et al. (2013) 

proposed a new method for web data 

preprocessing in which it has three phases. 

In the first phase some websites are selected 

and by different locations access this 

website & by applying the (java) tools & 

methods to find out the IP address of that 

websites, session usage time & navigations, 

in the final phase combine them as 

framework which may be helps to 

investigate the web user usage behavior. 

Vijaya Sree Boddu et al. (2016) describe the 

preprocessing methods and steps involved in 

retrieving the required information 

effectively. They included data collection, 

data cleaning by local and global noise 

removal & graphics records, HTTP failure 

status etc, User and session identification 

with path completion. Shaily Langhnoja et 

al. (2012) gives detailed description of how 

preprocessing is done on web log file and 

after that it is sent to next stages of web 

usage mining. They used algorithms of data 

cleaning, user and session identification on 

web log files and showed results. 

 

 

3. Web Mining 

The classification of web mining is shown in 

figure 2. Two different approaches were 

taken in defining web mining:  
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     Figure 2: Classification of Web Mining 

a. A “process-centric view,” which 

define web mining as a sequence of tasks.  

b. A “data-centric view,” which 

define web mining in terms of the types of 

web data that was being used in the mining 

process.  

The second approach has become 

more usable. Web mining is one of the data 

mining approaches that collect useful 

information automatically from the web 

documents and web services (R. Kosala et 

al, 2000). 

 

4. Web Usage 

With web usage mining, data can be 

collected in server logs, browser logs, proxy 

logs or obtained from an organization's 

database. These data collections differ in 

terms of the location of the data source, the 

kinds of data available, the segment of 

population from which the data was 

collected, and methods of implementation. 

There are many kinds of data that can be 

used in Web Mining.  

a. Content: The visible data in the Web 

pages or the information which was meant 

to be imparted to the users. A major part of 

it includes text and graphics (images).  

b. Structure: Data which describes the 

organization of the website. It is divided into 

two types. Intra-page structure information 

includes the arrangement of various HTML 

or XML tags within a given page. The 

principal kinds of inter-page structure 

information are the hyper-links used for site 

navigation.  

c. Usage: Data that describes the usage 

patterns of Web pages, such as IP addresses, 

page references, and the date and time of 

accesses and other information depending 

on the log format. 

     The results extracted using web 

usage mining can also be used in different 

purposes which are given as follows:  

a) Suggestions: It is an approach to evaluate 

user‟s past activities and current request to 

recommend user for selecting items or 

viewing some pages. It is heavily used for 

ecommerce web-sites to recommend some 

items and services to users (Srivastava et al, 

2014).  

b) Pre-fetching and Caching: The result of 

web usage mining can be used for 

improvement of web applications and web 

server performance. It means pre-fetching 

and caching of pages helps to improve 

server‟s response time.  

c) Web-site design improvement: Easy 

accesses of web pages are important issues 

in designing of web-sites. Web usage 

mining provides user‟s behavioral feedback 

to improve design of web application.  

d) Business intelligence: Collecting business 

intelligence from web usage data is vital for 

online E-commerce web-sites. Main issues 

with this are customer retention, cross sales, 

customer attraction and customer departure.  

 

5. Data Sources Utilized in Web Usage 

Mining 

The data sources used in Web Usage Mining 

may include web data repositories like:  

a. Web Server Logs – These are logs which 

maintain information related to page 

requested by the user. The W3C uses a 

standard structure for web log files, but 

other formats also exist. More current 
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entries are generally added to the end of the 

file. Data about the user request, including 

client IP address, request date/time, page 

requested, HTTP code, bytes served, user 

agent, and referrer are added. These data can 

be collected into a single file, or maintained 

into different logs, like an access log, error 

log, or referrer log. Web server log file do 

not store user specific information. So, these 

files are not accessible to general users. 

These are only for the purpose of the admin 

users. A statistical analysis of the server log 

may be performed to monitor traffic patterns 

by time of day, day of week, referrer, or user 

agent. Efficient web site administration, 

proper resources hosting and the refining the 

efforts can be improved by the web server 

log analysis.  

b. Proxy Server Logs - A Web proxy is a 

caching mechanism which lies between 

client browsers and web servers. It helps to 

reduce the load time of Web pages as well 

as the network traffic load at the server and 

client side. Proxy server logs contain the 

HTTP requests from multiple clients to 

multiple Web servers (P. Nithya et al, 2012). 

This may serve as a data source to discover 

the usage pattern of a group of anonymous 

users, sharing a common proxy server.  

c. Browser Logs – Various browsers like 

Mozilla, Internet Explorer etc. can be 

modified as JavaScript and Java applets that 

can be used to collect client side data. This 

implementation of client-side data collection 

requires user cooperation, either in enabling 

the functionality of the JavaScript and Java 

applets, or to voluntarily use the modified 

browser. Client-side collection scores over 

server-side collection because it reduces 

both the robot and session identification 

problems. 

   

 
   Figure 3: Process of Web Usage Mining 

 

The main aim of Web usage data processing is 

to extract the knowledge kept in the web log 

files of a Web server. By using statistical and 

data mining approach to the Web log files, 

useful guide about the users‟ navigational 

behavior can be recognized, such as user and 

transaction clusters, as well as possible 

correlations between Web pages and user 

clusters. Web usage mining is used to improve 

the design of web site, personalization of 

contents, etc. User‟s activities can also be stored 

into a log file. There are several types of log: 

Server log, Proxy server log, Client/Browser log. 

These log files are used by web usage mining to 

analyze and discover useful patterns (B. 

Berendt et al, 2003). The process of web usage 

mining involves three interdependent steps 

which are given in figure 3:  

1. Data preprocessing,  
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2. Pattern discovery and  

3. Pattern analysis 

 Among these steps, Data preprocessing 

plays an important role because of nature of log 

data is unstructured, redundant and noisy. To 

improve later phases of web usage mining like 

pattern discovery and pattern analysis several 

data preprocessing techniques such as data 

cleaning, user identification, session 

identification, path completion etc. have been 

used. 

 

6. Data Preprocessing 

The web usage log probably is not in a 

format that is usable by mining applications. 

As with the data may need to be reformatted 

and cleaned. Steps that are part of the 

preprocessing phase include cleansing, user 

identification, session identification, path 

completion and formatting. 

 

6.1 Data Cleaning 

This step is to remove all the data useless for 

data analyzing and mining e.g.: requests for 

graphical page content (e.g., jpg and gif 

images); requests for any other file which 

might be included into a web page; or even 

navigation sessions performed by robots and 

web spiders. The quality of the final results 

strongly depends on cleaning process. 

Appropriate cleaning of the data set has 

profound effects on the performance of web 

usage mining (Shaily Langhnoja et al, 

2012). The discovered associations or 

reported statistics are only useful if the data 

represented in the server log gives an 

accurate picture of the user accesses to the 

web site. The procedures of general data 

cleaning are as follows: 

 • Firstly, it should remove entries that have 

status of “error” or “failure”. It‟s to remove 

the noisy data from the data set. To 

accomplish it is quite easy.  

• Secondly, some access records generated 

by automatic search engine agent should be 

identified and removed from the access log.  

Primarily, it should identify log 

entries created by so-called crawlers or 

spiders that are used widely in web search 

engine tools. Such data offer nothing to the 

analyzing of user navigation behaviors. 

Many crawlers voluntarily declare 

themselves in agent field of access log, so a 

simple string match during the data cleaning 

phase can strip off a significant amount of 

agent traffic. In addition, to exclude these 

accesses, several heuristic methods are 

employed that are based on indicators of 

non-human behavior. These indicators are: 

(i) the repeated request for the same URL 

from the same host. (ii) A time interval 

between requests too short to apprehend the 

contents of a page. (iii) A series of requests 

from one host all of those referred URLs are 

empty. The referred URL of a request is 

empty if the URL was typed in, requested 

using a bookmark, or requested using a 

script.  

• The last task of data cleaning, 

which is also disputable, is whether it needs 

to remove log entries covering image, audio 

and video files. In some system, such as 

WebMiner, all such entries are removed, 

while in WebLogMiner, such data are held. 

Generally, WUM tools applied to user 

navigation patterns intend to remove all such 

entries, because they do minor influence on 

the analysis of users‟ navigation behaviors 

even such entries are generated by clicking 

of users. Typical web log cleaning 

methodologies mainly aim at removing 

image and picture files with extensions GIF 

and JPG (if analysis does not involve image 

examining). The analysis concerns the 

investigation of media/multimedia files but 

there are masses of other irrelevant files, 

which stay untouched during all the analysis 

process or even have a negative impact on 

the analysis. These can be internal web 

administrator actions, special purpose files, 

etc. The complexity of many web sites can 

influence the data cleaning process and 

impact the final results as well. After 

applying the typical data cleaning 
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techniques, the results were not meaningful 

to the client. Therefore, in this work, the 

author proposes technique that consists of 

two frame recognition stages: retrieving 

HTML code from web server and the 

filtering (B. Berendt et al, 2003).  

Improved filtering removes pages 

with no links from other pages. Using this 

methodology, cleaning covers not just frame 

pages but all irrelevant pages and leaves 

only essential pages for further analysis and 

experimental studies. While requests for 

graphical contents and files are easy to 

eliminate, robots‟ and web spiders‟ 

navigation patterns must be explicitly 

identified. This is usually done by referring 

to the remote hostname, by referring to the 

user agent or by checking the access to the 

robots.txt file. However, some robots 

actually send a false user agent in HTTP 

request. In these cases, an approach is 

projected to separate robot sessions from 

actual users‟ sessions using standard 

classification techniques. Highly accurate 

models to achieve this goal can be obtained 

after three requests using a small set of 

access features computed from the web 

server logs. A heuristic based on 

navigational behavior can also be used to 

achieve this goal. 

 

6.2 User Identification 

This task is greatly complicated by the 

existence of local caches, corporate firewalls 

and proxy servers. The data recorded by a 

Web server are not sufficient for 

distinguishing among different users and for 

distinguishing among multiple visits of the 

same person. The standard Common Logfile 

Format (CLF), as well as Extended CLF 

(ECLF), only records host or proxy IP from 

which requests originate, so different 

visitors sharing the same host or one proxy 

server cannot be distinguished. Methods 

such as cookies, user registration or the 

remote agent, a cookie-like mechanism 

make the identification of a visitor possible. 

The shortcomings of such methods are that 

they rely on user‟s cooperation, but user 

often denies providing such cooperation due 

to privacy concerns or thinking it is 

troublesome (Chitraa et al, 2010).  

Some heuristics are provided for user 

identification. The first heuristic states two 

accesses having the same IP but different 

browser (versions) or operation system, 

which are both recorded in agent field, are 

originated from two different users. The 

rationale behind this heuristic is that a user, 

when navigating the web site, rarely 

employs more than one browser, much more 

than one OS. But this method will render 

confusion when a visitor actually does like 

that. The second heuristic states that when a 

web page requested is not reachable by a 

hyperlink from any previously visited pages, 

there is another user with the same IP 

address. But such method introduces the 

similar confusion when URL directly or uses 

bookmark to reach pages not connected via 

links. Another main obstacle to user 

identification is the use of proxy servers. 

Use of a machine name to uniquely identify 

users can result in several users being 

erroneously grouped together as one user. 

The algorithms are presented and it checks 

to see if each incoming request is reachable 

from the pages already visited. If a page is 

requested that is not directly linked to the 

previous pages, multiple users are assumed 

to exist on the same machine. The user 

session lengths can be determined 

automatically based on navigation patterns 

are used to identify users. Other heuristics 

involve using a combination of IP address, 

machine name, browser agent, and temporal 

information to identify users. 

 

6.3 Session Identification 

User session here is the set of consecutive 

pages visited by a single user at a defined 

duration. For logs that span long periods of 
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time, it is very likely that users will visit the 

Web site more than once. The goal of 

session identification is to divide the page 

accesses of each user into individual 

sessions. Similar to user identification, 

Cookie and Session mechanisms both can be 

used in the session identification, yet same 

problems also exit. To define user session, 

two criteria are usually considered:  

a. Upper limit of the session duration as a 

whole;  

b. Upper limit on the time spent visiting a 

page.  

Generally the second method is more 

practical and has been used in WUM and 

WebMiner. It is achieved through a timeout, 

where if the time between page requests 

exceeds a certain limit, it is assumed that the 

user is starting a new session. Many 

commercial products use 30 minutes as a 

default timeout, and established a timeout of 

25.5 minutes based on empirical data. Once 

a site log has been analyzed and usage 

statistics obtained, a timeout that is 

appropriate for the specific Web site can be 

fed back into the session identification 

algorithm (R. Kosala et al, 2000). 

 

6.4 Path Completion 

In order to reliably identify unique user 

session, it should determine if there are 

important accesses that are not recorded in 

the access log. The reason why causes such 

matter is mainly because of the presence of 

Cache. Mechanisms such as local caches 

and proxy servers can severely distort the 

overall picture of user traversals through a 

Web site. If user clicks “backward” to visit a 

page that has a copy stored in Cache, 

browser will get the page directly from 

Cache. Such a page view will never be 

trailed in access log, thus causing the 

problem of incomplete path, which need 

mending. Current methods to try to 

overcome this problem include the use of 

cookies, cache busting, and explicit user 

registration. Cookies can be deleted by the 

user, cache busting defeats the speed 

advantage that caching was created to 

provide and can be disabled, and user 

registration is voluntary and users often 

provide false information (Han et al, 2001).  

Methods similar to those used for 

user identification can be used for path 

completion. To accomplish this task needs 

to refer to referrer log and site topology, 

along with temporal information to infer 

missing references. Of the referred URL of a 

requesting page does not exactly match the 

last direct page requested, it means that the 

requested path is not complete. Furthermore, 

if the referred page URL is in the user‟s 

recent request history, assume that the user 

has clicked the “backward” button to visit 

page. But if the referred page is not in the 

history, it means that a new user session 

begins, just as stated above. We can mend 

the incomplete path using heuristics 

provided by referrer and site topology. 

 

6.5 User Session Reconstruction 

This step is to reconstructing the faithful 

users‟ navigation path within the identified 

sessions. In particular, errors in the 

reconstruction of sessions and incomplete 

tracing of users‟ activities in a site can easily 

result in invalid patterns and wrong 

conclusions. By using additional 

information about the web site structure is 

still possible to reconstruct a consistent path 

by means of heuristics. Heuristic methods 

for session reconstruction must fulfill two 

tasks: First, all activities performed by the 

same physical person should be grouped 

together. Second, all activities belonging to 

the same visit should be placed into the 

same group. Knowledge about a user‟s 

identity is not necessary to fulfill these tasks. 

However, a mechanism for distinguishing 

among different users is indeed needed.  
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For the achievement of session 

reconstruction, there are several “proactive” 

and “reactive” strategies. 

 • Proactive strategies include user 

authentication, the activation of cookies that 

are installed at the user‟s work area and can 

thus attach a unique identifier to the 

requests, as well as the replacement of a 

site‟s static pages with dynamically 

generated pages that are uniquely associated 

with the browser that invokes them. These 

strategies aim at an unambiguous 

association of each request with an 

individual before or during the individual‟s 

interaction with the Web site.  

• Reactive strategies exploit 

background knowledge on user navigational 

behavior to assess whether requests 

registered by the Web server can belong to 

the same individual, and whether these 

requests were performed during the same or 

subsequent visits of the individual to the 

site.  

These strategies attempt to associate 

requests to individuals after the interaction 

with the Web site, based on the existing, 

incomplete records. The performance of 

heuristics can be employed to reconstruct 

sessions from the server log data. Such 

heuristics are called to partition activities 

first by user and then by visit of the user in 

the site, where user identification 

mechanisms, such as cookies, may or may 

not be available (Chitraa et al, 2010). 

 

6.6 Formatting 

Once the appropriate preprocessing steps 

have been applied to the server log, a final 

preparation module can be used to properly 

format the sessions or transactions for the 

type of data mining to be accomplished. For 

example, since temporal information is not 

needed for the mining of association rules, a 

final association rule preparation module 

would strip out the time for each reference, 

and do any other formatting of the data 

necessary for the specific data mining 

algorithm to be used. The data can be 

extracted from web logs into a relational 

database using a click fact schema, so as to 

provide better support to log querying 

finalized to frequent pattern mining (Vijaya 

Sree Boddu et al, 2016). A method is 

introduced based on signature tree to index 

log stored in databases for efficient pattern 

queries. A tree structure, WAP-tree, is also 

introduced to register access sequence to 

web pages. The optimization of this 

structure is performed to exploit the 

sequence mining algorithm. 

 

7. Conclusion 

In last few decades web has become an 

informational hub for users. Thus analysis of 

user‟s behavior is becoming more and more 

important for e-commerce companies to 

provide better services to customers and 

visitors. Web usage mining is a field of 

study where user‟s activity is analyzed and 

processed to generate useful patterns. Due to 

irrelevant data in log file, preprocessing is 

considered as an essential step in web usage 

mining. In this paper, different steps of 

preprocessing: Data cleaning, User 

identification, Session identification, and 

Path completion have been discussed. Web 

usage mining depicts various challenging 

problems for preprocessing of log data. High 

dimensionality mechanism and large volume 

of data can be performed and it results in 

high computational complexity of mining 

process. So there is need to compress data 

without losing essential information 

regarding user‟s behavior.  

On basis of review, it can be seen 

that there are many common data 

preprocessing techniques applied in various 

types of log files. Some authors used 

common techniques like remove graphical 

records, HTTP failure status record etc. The 

method of robot cleaning in data cleaning 

preprocessing which helps while log files 
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are collected from proxy server or having 

proxy server between server and client. To 

identify user, researchers used different 

methods based on relevant data with 

predicting IP address relationship, based on 

cookie, based on reference length, etc. 

Researcher implemented different 

algorithms for identifying session based on 

30 minutes expiration time or average time 

spent by users, etc. Further, it is found that 

there is no algorithm focusing on multiple 

clients accessing website through the same 

IP address. It can be considered an area of 

further research. 
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