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Abstract 

 Everybody is discussing the advantages of putting away information to the cloud for sharing data among companions, to streamline 

moving information between various cell phones, and for independent companies to back up and give disaster management capacities. 

Backing up the information from your cell phone to the cloud is genuinely normal. However, the difficult activity is toward the back, 

where service providers and the big organizations need to move, ensure and store the monstrous amount of information they have 

inside and between their server farms. The de-duplication process reduces the amount of data in a storage system. In primary storage, 

de-duplication decreases the measure of physical space devoured by evacuating indistinguishable blocks of information and utilizing 

metadata to relate the legitimate duplicates of information to the physical ones. In public cloud, the de-duplication capability of the 

storage is not uncovered to the client. This paper recollects several de-duplication schemes used in the cloud and a comparison is 

presented between them to find the best suited scheme for the current system. 
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Introduction 

Information de-duplication is one of the most sizzling innovations away right now since it empowers organizations to spare a 

great deal of cash on capacity expenses to store the information and on the transfer speed expenses to move the information 

while imitating it offsite for DR. This is an important matter for cloud suppliers, in light of the fact that on the off chance that 

you store less, you require less equipment. If we can de-duplicate what we store, we can more readily use our current storage, 

which can set aside some cash by utilizing what we have all the more proficiently. As a result we additionally back up less, 

which again implies less equipment and reinforcement media. When we store less, we also send less information over the 

system if there should be an occurrence of a failure, which implies we reduce some expenses in equipment and system costs 

over time.  

1. De-duplication Approaches 

There are 3 ways De-duplication can be achieved in Cloud: 

1. On the basis of content: 

There are two de-duplication approaches- File-level de-duplication and Chunk-level de-duplication.  

In file-level de-duplication, for whatever small extent that any piece of a document is changed, the whole record is 

considered as another document and hence it will be stored. In chunk-level de-duplication every incoming file is either 

divided into fixed or variable sized chunks often referred as Static Chunking (SC) and Content Defined Chunking (CDC) 

respectively. 

2. On the basis of place: 

There are two de-duplication approaches relying upon where de-duplication happens: source de-duplication and target 

deduplication.  

Source-based de-duplication is the de-duplication happening where information is made. Source de-duplication guarantees 

that information on the information source is deduplicated. Target de-duplication is the way toward evacuating copies of 

information in the auxiliary storage. 

3. On the basis of time: 

There are two de-duplication approaches- post-process de-duplication and in-line deduplication. 
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In post-process deduplication, new information is first put away on the storage and afterward a procedure at a later time 

will break down the information searching for duplication. In-line de-duplication is where the de-duplication hash counts 

are made on the target storage as the information enters the storage progressively. In the event that the storage recognizes a 

block already existing on the framework it doesn't store the new block and just references it to the existing block [1][2]. 

The following diagram represents the general practice of de duplication for a single or multiple users’ data security over the 

cloud storage: 

 

 The de-duplication technology allots new data a digital thumbprint called a hash signature 

 This hash signature is stored in the technology’s hash index (a reference of all hash signatures that correspond to stored 

data) 

 At the point when new information is produced, the de-duplication technology executes a hash lookup 

 If the lookup identifies a data match, a reference to the already stored instance of that data is generated and the 

duplicate data is discarded. 

There's an immediate tradeoff between de-duplication effectiveness and compute resources. In general: 

 As you increase the size of the data block being analyzed, the less efficient the de-duplication becomes. 

 Meanwhile, the more information queries you process (due to smaller data block selection), the more computation 

resources you require. 

Only highly-sophisticated data de-duplication technology can manage hash indexes and process lookups quickly without 

slowing down the client [3]. 

Foundation 

This section will discuss some key aspects that contribute to the preparation of various de-duplication schemes: 

1. Cloud Data Storage 

In recent years, the demand of outsourcing information has radically expanded. Data storage and superior performance 

are the principal needs which must be satisfied by all computing systems. These services are provided by numerous professional 

organizations using distributed computing like Drop box, Google App Engine, Amazon Simple Storage Service (AmazonS3), 

etc. The upside of securing data in cloud servers is that the data proprietors can reduce the overhead of obtaining extra strong 

servers and besides decline from utilizing of server organization engineers. Distributed storage is nowadays a very popular 

storage structure. Distributed storage is securing of data off-site to the physical storage which is handled remotely. By using 

dispersed storage we can get to information from any PC over web which lost constrainment of getting to information from 

indistinguishable PC where it is put away. 

2. Advantage and Disadvantage of Cloud Storage 

Advantages: 

 Usability- the cloud service providers are available at all times. 

 Bandwidth- avoiding the files to be sent individually by sending a web-link to the end users. 
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 Accessibility- stored files and folders are accessible from anywhere in the cloud. 

 Disaster Recovery- in case of any accidental loss of data it can be recovered from remote backup servers. 

 Scalability: the amount of space used can be easily increased and decreased by the service providers. 

 Automation- the monotonous and boring task of taking data backups is simplified through automation 

Disadvantages: 

 Security and Privacy- There are concerns with valuable and important data being stored remotely. It is important to choose 

a reliable service provider that will keeps the information secure. 

 Vulnerability to Attacks- With valuable information stored in the cloud, there is a vulnerability to external hack attacks. The 

internet is not completely secure, and for this reason, there is always the possibility of stealth of sensitive data. 

 Lifetime costs- With public cloud storage, the price costs over the years might increase and tend to add up. 

 Downtime- As cloud service providers take care of vast number of clients each day, they can get overloaded and may even 

temporarily shut down against technical outages. 

 

3. Direct De-duplication to Cloud Storage 

In Direct De-duplication to cloud, the cloud storage is outlined as the storage target within the Media Agent. De-duplication is 

enabled either at the consumer or at the Media Agent. The deduplicated information is transferred to Cloud Storage library. The 

de-duplication information resides on the Media Agent (or on a delegated volume that's connected to the Media Agent). 

4. De-duplication in Secondary Copies 

De-duplication can be enabled for secondary copies during Storage Policy Copy creation. In this setup, even if the data on the 

primary copy is not deduplicated, data on the secondary copy can be optimized by using deduplication. The de-duplication 

database resides on the Media Agent (or on a designated volume that is attached to the Media Agent), and the deduplicated data 

is stored in the library. 

5. De-duplication Using Cloud Gateway 

In the Cloud Gateway setup, a UNC path is designated as the cloud gateway. Individual clients send in their deduplicated 

backups to this UNC path. The deduplicated data is then moved to the Cloud Storage using Silo Storage. The cloud library is 

designated as the storage destination and data is migrated using schedules. 

6. Proof Of Ownership 

De-duplication works by computing cryptographic hash function on to data and using this hash value to determine similar data. 

Once a duplicate copy is found then new data is not uploaded but pointer to file ownership is updated thus saving storage and 

bandwidth. When it comes to client side deduplication, hash values of data are computed at client and send for duplicate check. 

An attacker, who gains access to hash value of a data which not authorized to him/her, may claim de-duplication of file and 

thereby gaining access to the file. To defend such an attack, a Proof of Ownership (PoW) is required. PoW works as an 

interactive algorithm between two parties - a receiver and sender to prove the ownership of the file. Sender computes a short 

value of data M whereas, the receiver needs to compute short value of M and send it to sender for claiming ownership of M [1]. 

Literature Survey 

As de-duplication has been proved to be an important aspect to be considered in cloud, a number of strategies have been 

proposed all over the globe. Some of the popular strategies are discussed as follows: 

Strategy 1: Proposed by Mihir Bellare, Sriram Keelveedhi, Thomas Ristenpart 

This proposal gives an encryption scheme where encryption and decryption keys are derived from the message being sent. It 

uses MLE key generation algorithm to map a message MM to a key K and the encryption algorithm generates a cipher text CT of 

the message using key K. Ciphertext CT is then mapped to a tag T. This tag is used for duplicate check at server end. Keys used 

in MLE scheme are small in length and usually remains same for the whole message thus there is very less storage overhead [7]. 

Strategy 2: Proposed by Rongmao Chen, Yi Mu, Guomin Yang, Fuchun Guo 

This proposal is a BL-MLE scheme where using an input file, a master key is generated along with a set of block keys for each 

message block in the file. Using tag generation algorithms, file tags and block tags are generated and these tags are used for 
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verifying equality of blocks and files confirming their security. This strategy proved and verified the ownership of files or 

blocks by using two algorithms named “PowPrf” and “PowVrf” [8]. 

Strategy 3: Proposed by Rodel Miguel, Khin Mi Mi Aung 

In this approach data encryption key is first computed by a key server using an input file and a distributed consequent verified 

uploader. Data encryption keys used for encryption are further encrypted with the hash of the contant of the input file. Data 

encrypted with data encryption keys are sent to the storage server. Privacy is provided by using “HEDup” algorithm while 

enabling deduplication [9]. 

Strategy 4: Proposed by Mihir Bellare, Sriram Keelveedhi 

This approach introduces a system, DupLESS, which combines a CE-type base MLE scheme with the ability to obtain message-

derived keys with the help of a key server (KS) shared amongst a group of clients. The clients interact with the KS by a protocol 

for oblivious PRFs, ensuring that the KS can cryptographically mix in secret material to the per-message keys while learning 

nothing about files stored by clients [10]. 

 

Strategy 5: Proposed by Pasquale Puzio, Refik Molva, Melek Önen, Sergio Loureiro 

This proposal known as ClouDedup is a secure and efficient storage service to assure block level de-duplication and data 

confidentiality together. It uses convergent key encryption along with block level key management. The design of ClouDedup 

proposes to prevent common attacks against convergent encryption by combining a user authentication system with access 

control mechanisms. Thus, server-end encryption is provided on top of convergent encryption and is controlled by the user. A 

signature is linked to each data segment which needs to be verified before retrieving the data segment. Block level key 

management is dealt using a metadata manager (MM). The metadata manager uses a file table (to save all the meta-data related 

to the file), a pointer table (for storage management) and a signature table (for storing meta-data related to the signature) for 

meta-data management [11]. 

 

Strategy 6: Proposed by Li, Jin, Yan Kit Li, Xiaofeng Chen, Patrick PC Lee, Wenjing Lou 

It propose a hybrid cloud approach that ensure security in de-duplication by using a private cloud that provides tokens to access 

encrypted data in the cloud. Data encryption is achieved using convergent encryption and “proofs of ownership” is used to 

ensure ownership eligibility to deduplicate the file [12]. 

 

Strategy 7: Proposed by Jin Li, Xiaofeng Chen, Mingqiang Li, Jingwei Li, Patrick P.C. Lee, Wenjing Lou 

This strategy applies de-duplication among convergent keys and distributes convergent key shares across multiple key servers, 

while preserving semantic security of convergent keys and confidentiality of outsourced data. This strategy introduces an 

efficient and reliable convergent key management scheme “Dekey”, in which users are not required to manage any keys on their 

own but in its place the system securely distribute the convergent keys across multiple servers using Ramp secret sharing [13]. 

Comparison  of Strategies 

The comparison of various de-duplication strategies discussed in previous section can be jotted-down in a table as follows: 

S. No. Contributors Basic Strategy Encryption Scheme De-duplication Level 

1 Mihir Bellare, Sriram 

Keelveedhi, Thomas 

Ristenpart 

Message-locked encryption and 

secure de-duplication 

Message locked 

encryption 

File level 

2 Rongmao Chen, Yi Mu, 

Guomin Yang, Fuchun 

Guo 

BL-MLE: Block-Level Message-

Locked Encryption 

Block Level Message 

locked encryption 

File & Block level 

3 Rodel Miguel, Khin Mi 

Mi Aung 

HEDup: Secure De-duplication Homomorphic 

encryption 

File level 

4 Mihir Bellare, Sriram 

Keelveedhi 

DupLESS: Server-Aided Encryption 

for De-duplicated Storage 

Enhanced Message 

level encryption to 

support security against 

Brute force attack 

File level 

5 Pasquale Puzio, Refik 

Molva, Melek Önen, 

Sergio Loureiro 

ClouDedup:Secure De-duplication 

with Encrypted Data for Cloud 

Storage 

Convergent encryption File level 

6 Li, Jin, Yan Kit Li, 

Xiaofeng Chen, Patrick 

PC Lee, and Wenjing 

A hybrid cloud approach for secure 

authorized de-duplication 

Convergent encryption File level 
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Lou 

7 Jin Li, Xiaofeng Chen, 

Mingqiang Li, Jingwei 

Li, Patrick P.C. Lee, and 

Wenjing Lou 

SecDep: A User-Aware Efficient 

Fine-Grained Secure De-duplication 

Scheme with Multi-Level Key 

Management 

User aware convergent 

encryption 

File & Chunk level 

 

 Conclusion 

De-duplication is a strategy accessible in distributed storage for sparing data transmission and capacity limit. In any case, de-

duplication is less plausible with scrambled information since, various key encryptions convert same information into various 

organizations. In this paper different techniques are talked about where de-duplication strategies are completed on encoded 

information in a substantial storage region. A large portion of the strategies considered here work based on convergent 

encryption or, in other words approach that makes de-duplication good with encoded information. In this data dependent world, 

we can't trade off on both security and duplication of information across storage areas. A system needs to be defined which 

improves storage optimization without relying on encryption strategy; by giving de-duplication method in information storage 

servers where the accessible information is encoded. 
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