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ABSTRACT:  

A data distributor has given sensitive data to a set of supposedly trusted agents (third parties). Some of the data 

is leaked and found in an unauthorized place (e.g., on the web or somebody’s laptop). The distributor must 

assess the likelihood that the leaked data came from one or more agents, as opposed to having been 

independently gathered by other means. We propose data allocation strategies (across the agents) that improve 

the probability of identifying leakages. These methods do not rely on alterations of the released data (e.g., 

watermarks). In some cases we can also inject “realistic but fake” data records to further improve our chances of 

detecting leakage and identifying the guilty party. 

KEYWORDS : Sensitive data, Fake objects and Data allocation strategies. 

1. INTRODUCTION:  

1.1 What is data leakage detection? 

In the course of doing business, sometimes sensitive data must be handed over to supposedly trusted third party. 

For example, a hospital may give patient records to researchers who will devise new treatments. Similarly, 

company may have partnerships with other companies that require sharing customer data .They call the owner of 

the data the distributor and the supposedly trusted third parties the agents. Our goal is to detect when the 

distributor’s sensitive data have been leaked by agents, and if possible to identify the agent that leaked the data. 

Demanding market conditions encourage many companies to outsource certain business processes (e.g. 

marketing, human resources) and associated activities to a third party. This model is referred as Business Process 

Outsourcing (BPO) and it allows companies to focus on their core competency by subcontracting other activities 

to specialists, resulting in reduced operational costs and increased productivity. Security and business assurance 

are essential for BPO. In most cases, the service providers need access to a company's intellectual property and 

other confidential information to carry out their services. For example a human resources BPO vendor may need 

access to employee databases with sensitive information (e.g. social security numbers), a patenting law firm to 

some research results, a marketing service vendor to the contact information for customers or a payment service 

provider may need access to the credit card numbers or bank account numbers of customer. The main security 

problem in BPO is that the service provider may not be fully trusted or may not be securely administered. 

Business agreements for BPO try to regulate how the data will be handled by service providers, but it is almost 

impossible to truly enforce or verify such policies across different administrative domains. Due to their digital 
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nature, relational databases are easy to duplicate and in many cases a service provider may have financial 

incentives to redistribute commercially valuable data or may simply fail to handle it properly. Hence, powerful 

techniques are needed that can detect and deter such dishonest. The study of unobtrusive techniques for detecting 

leakage of a set of objects or records. Specifically, the following scenario is studied: After giving a set of objects 

to agents, the distributor discovers some of those same objects in an unauthorized place. (For example, the data 

may be found on a web site, or may be obtained through a legal discovery process.) At this point the distributor 

can assess the likelihood that the leaked data came from one or more agents, as opposed to having been 

independently gathered by other means. A model for assessing the “guilt” of agents is developed. It also present 

algorithms for distributing objects to agents, in a way that improves our chances of identifying a leaker. Finally, 

the option of adding “fake” objects to the distributed set is also considered. Data leakage may be defined as the 

illegal transfer of valuable/sensitive data by an entity to unauthorized entities. Data leakage detection is the 

process of finding the data leaker by using various techniques ranging from interrogation, watermark/fakedata 

addition to other modern techniques. The effects of data leakage could range from loss of valuable data, privacy, 

cyber-theft, to threat to economy and national security. In this paper a new approach using various techniques 

such watermarking, fake data addition, guilty party etc. to build a fail-safe data leakage detection especially 

suited to cloud-based data storage systems is proposed for enhanced security. The system must be able to perform 

in various areas and through various means given the wide scope of data leakage today, which was previously 

limited to email and few/certain individuals. 

The loose coupling between the three main components of an MVC application also promotes parallel 

development. For example, one developer can work on the view, a second developer can work on the controller 

logic, and a third developer can focus on the business logic in the model. The Model-View-Controller (MVC) 

architectural pattern separates an application into three main components: the model, the view, and the controller. 

The ASP.NET MVC framework provides an alternative to the ASP.NET Web Forms pattern for creating Web 

applications. The ASP.NET MVC framework is a lightweight, highly testable presentation framework that (as 

with Web Forms-based applications) is integrated with existing ASP.NET features, such as master pages and 

membership-based authentication. The MVC framework is defined in the System.Web.Mvc assembly is  

 

Fig 1 MVC Design Pattern 

shown in Fig 1. MVC is a standard design pattern that many developers are familiar with. Some types of Web 

applications will benefit from the MVC framework. Others will continue to use the traditional ASP.NET 

application pattern that is based on Web Forms and postback. Other types of Web applications will combine the 

two approaches; neither approach excludes the other 

2. PROBLEM DEFINITION: 

Suppose a distributor owns a set T = {t1,tm} of valuable data objects. The distributor wants to share some of the 

objects with a set of agents U1, U , . . . , Un. 

 An agent Ui receives a subset of objects Ri  which belongs to T, determined either by a sample request or  an 

explicit request, Sample request Ri = SAMPLE(T, mi): Any subset of mi records from T can be given to Ui. 

Explicit request Ri = EXPLICIT (T, condi): Agent Ui  receives all T objects that satisfy condi.  The objects in T 
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could be of any type and size, e.g., they could be   tuples of relation, or relations in a database. After giving 

objects to agents, the distributor discovers that a set S of T has leaked. This means that some third party, called 

the target, has been caught in possession of s. For   example ,this target may be displaying Son its website ,or 

perhaps as part of a legal discovery process, the target turned over s to the distributor Since the agents U1, . . . , 

Un have some of the data, it is reasonable to suspect them leaking the data. However, the agents can argue that 

they are innocent, and that the S data were obtained by the target through other means. 

3. DATA  LEAKAGE DETECTION MODULES  

3.1 Data Allocation Module  

The main focus of our project is the data allocation problem as how can the distributor “intelligently” give 

data to agents in    order to improve the chances of detecting a guilty agent, Admin can send the files to the 

authenticated user, users can edit  their account details etc. Agent views the secret key details through mail. 

In order to increase the chances of detecting agents that leak data.  

 

Fig 2: Leakage Instance Problems 

The Figure 2 represents our four problem instances with the names EF, EF, SF, and SF, where E stands for 

explicit requests, S for sample requests, F for the use of fake objects, and F for the case where fake objects are 

not allowed. 

The distributor may be able to add fake objects to the distributed data in order to improve in his effectiveness in 

detecting guilty agents. Since, fake objects may impact the correctness of what agents do, So they may not be 

allowable. Use of fake objects may be inspired by the use of “trace” records in mailing lists. The distributor 

creates and add fake objects to the that he distributes to the agents .In many cases, the distributor may be limited 

how many fake objects he can create. In EF problems, objectives values are initialized   by agent’s data requests. 

Say for example, that t= {t1,t2} and R2={t1}. The distributor cannot remove or alter the R1  or R2 to the data to 

decrease the overlap R1\R2. However, say the distributor can create one fake object (B=1) and both agents can 

receive one fake objects(b1=b2=1).If the distributor is able to create fake objects, he could improve further 

objective. 

Let L denote the leaked data set that may be leaked intentionally or guessed by the target user. Since agent 

having some of the leaked data of L, may be susceptible for leaking the data. But he may argue that he is 

innocent and that the L data were obtained by target through some other means. Our goal is to assess the 

likelihood that the leaked data came from the agents as opposed to other resources. E.g. if one of the object of L 

was given to only agent A1, it  may suspect A1 more. So probability that agent A1 is guilty for leaking data set 

L is denoted as Pr{Gi| L} .  

Algorithm1:   

Allocation of Data Explicitly:   
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Input: -   

i. T= {t1, t2, t3, .tn}-Distributor’s Dataset   

ii. R- Request of the agent   

iii. Cond- Condition given by the agent   

iv. m= number of tuples given to an agent m<n, selected randomly   

Output: - D- Data sent to agent   

1. D=Φ, T’=Φ    

2. For i=1 to n do   

3. If(t .fields==cond) then   

4. T’=T’U{ t i}   

5. For i=0 to i<m do   

6. D=DU{ti}   

7. T’=T’-{ ti}   

8. If T’=Φ then   

9. Goto step 2   

10. Allocate dataset D to particular agent   

11. Repeat the steps for every agent 

3.2 Fake Object Module  

The distributor creates and adds fake objects to the data that he distributes to agents. Fake objects are objects 

generated by the distributor in order to increase the chances of detecting agents that leak data. The distributor 

may be able to add fake objects to the distributed data in order to improve his effectiveness in detecting guilty 

agents. Our use of fake objects is inspired by the use of “trace” records in mailing lists. In case given the wrong 

secret key to download the file, the duplicate file is opened, and that fake details also send the mail. Ex: The 

fake object details will display.  

To improve the chances of finding guilty agent we can also add the fake tuples to their data sets.                 

 Algorithm2:   

Addition of fake tuples:   

Input:   

i. D- Dataset of agent   

ii. F- Set of fake tuples   

iii. Cond- Condition given by agent   

iv. b- number of fake objects to be sent.   
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Output:- D- Dataset with fake tuples   

1. While b>0 do    

2. f= select Fake Object at random from set F   

3. D= DU {f}   

4. F= F-{f}   

5. b=b-1   

Similarly, it can distribute the dataset for implicit request of agent. For implicit request the subset of  

distributor’s dataset is selected randomly. Thus with the implicit data request different subsets can be obtained. 

Hence there are different data allocations. An object allocation that satisfies requests and ignores the dis-

tributor’s  objective to give each agent unique subset of T of size m. The s-max algorithm allocates to an agent 

the data rec-ord that yields the minimum increase of the maximum relative overlap among any pair of agents. 

The smax algorithm is as follows:   

1. Initialize Min_Overlap, the minimum out of the minimum relative overlaps that the allocations of different 

objects to Ai   

2. For k do Initialize max_rel_ov←0, the maximum relative overlap between Ri the allocation of tk to Ai   

3.For all j=1,……,n:j=I and tkЄRj do calculate absolute overlap as abs_ov← calculate relative overlap as 

rel_ov←abs_ov/min(mi, mj)   

4. Find maximum relative overlap as Max_rel_ov←MAX(max_rel_ov, rel_ov) If max_rel_ov≤ min_ov then 

Min_ov←max_rel_ovret_k←k Return ret_k . 

3.3 Data Distributor Module 

 A data distributor has given sensitive data to a set of supposedly trusted agents (third parties). Some of the data 

is leaked and found in an unauthorized place (e.g., on the web or somebody‟s laptop). The distributor must 

assess the likelihood that the leaked data came from one or more agents, as opposed to having been 

independently gathered by other means Admin can able to view the which file is leaking and fake user’s details 

also.  

 3.4 Agent Guilt Module 

To compute this, an estimate for the probability is needed that values in S can be “guessed” by the target. For 

instance, say some of the objects in T are emails of individuals. An experiment can be conduct and ask a person 

with approximately the expertise and resources of the target to find the email of say 100individuals. If this 

person can find say 90 emails, then we can reasonably guess that the probability of finding one email is 0.9. On 

the other hand, if the objects in questionnaire bank account numbers, the person may only discover say 20, 

leading to an estimate of 0.2. We call this estimate pt, the probability that object t can be guessed by the target. 

To simplify the formulas that we present in the rest of the paper, generalized to diverse pt though they become 

cumbersome to display. Next, we make two assumptions regarding the relationship among the various leakage 

events. The first assumption simply states that an agent‟s decision to leak an object is not related to other 

objects 
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4. Experimental Result and Discussion: 

.  

Fig3: Home Page 

Login interface page(i.e the home screen) for distributor and agent. From here the distributor and agent can sign 

In share the data with each other or other third party.  

 

 

Fig 4: Distributor tasks 

After logging as distributor the above distributor tasks are displayed. By clicking on sign up new agents data can 

be save. Distributed data can be viewed, the guilt agent can be known. 
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Fig 5: Finding guilt agent 

From the distributor tasks function page, finding guilt agent is selected then the above page is displayed. The 

guilty agent’s agent ID and the no. of times he /she has done guilt is displayed. 

 

Fig 6: Probability Distribution 

When the distributor click on  probability frequency of guilt agent then the above graph is displayed. 

5. CONCLUSION AND FUTURE SCOPE: 

Through The Data Leakage Detection , We can secure user private data . The user(i.e the distributor) gets to 

know which that the data has been leaked. The user gets the name and the name of the file with time of the 

culprit that leaked the data. It is user friendly and also efficient for small business man as well as big companies 

which will help them to keep their data save…By adding SMS feature to our software the user can get the 

notification on  mobile phones also. If the distributor sees “enough evidence” that an agent leaked data, he may 

stop doing business with him, or may initiate legal proceedings. 
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