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Abstract--- Nowadays, data has become an inevitable factor for any organization. Digitization of health 
and patient related data in Healthcare institutions results a huge numbers of complex Data, known as 
medical Big Data. The word data eventually seeks its issue on privacy and security. Massive increase in 
the datasets has led to the evolution of cloud storage. The benefits of cloud computing are immense, but 
on the contrary there is an increasing risk to the security of this medical Big data stored in the cloud. This 
paper gives an overview of security issues which highlights the effectiveness of security in cloud 
computing. 
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INTRODUCTION 

The world is advancing towards technological evolution day by dayresultingan exponential rise in Data. 
This massive volume of Data that has extensive velocity and vast variety has introduced the idea of 
BigData, which is source of giganticopportunities for large organizations. Healthcare is a data 
concentrated domain where a large amount of data is created, propagated, stored, and accessed daily, 
which is difficult to manage using conventional software or hardware[1]. To diagnose and evaluate a 
patient, the healthcare professionals need to access the electronic medical record (EMR) of the patient, 
which might contain huge multimedia big data including X-rays, ultrasounds, CT scans, and MRI reports 

                 Cloud computing is capable to pull all different medical data together for a patient so that the 
patients' information can be managed and tracked easily. Cloud computing support real-time data sharing 
regardless of geographical locations [2][3]. Health care cloud services are capable of storing significantly 
more data than local server, particularly when it comes to the large image files from  radiology 
departments. In addition, cloud storage costs are less than those for a local sever so in the medical 
healthcare sector, cloud computing is considered to be an immediate restorative. 

A. Cloud service models 

Cloud computing offers a large variety of services to its users. The users can use these services online and 
they have to pay for what they use. In this section we will discuss various service models of cloud 

1) Infrastructure as a service (IaaS) 

This layer is at the bottom of the cloud model. IaaS mainlydeals with servers, computer, hardware, 
storage, processor,memory etc. Users can rent any IT infrastructure and he hasto pay for that service. The 
user can rent any server orhardware and pays for it instead of purchasing them. 
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2) Platform as a service (PaaS) 

This is at the middleware of service model. This modedelivers services in the form providing platform, 
frameworkwhich enables the users to develop and test their software aswell as mobile applications. The 
services of PaaS is moreflexible SaaS model services. The security of PaaS can becompromised in the 
deployment of customer application. 

3) Software as a Service (SaaS) 

This is at the top layer of the cloud model. It allows theusers to use various applicationson the Internet. 
Someexamples of SaaS are google app, salesforce etc. Users canuse various software applications on the 
internet and theyhave to pay for what they use. 

B. Cloud Deployment Models 

The deployment model tells the nature of cloud. Consistencyof data is achieved by resource sharing. 

1) Public Cloud 

It is owned by third party service provider. Public cloud hasopen access to public and organizations. The 
user has to payfor the service which he is using. The public cloud may beowned and operated by 
government organizations. 

2) Private Cloud 

The private clouds are owned by particular organizations orbusiness. The user of that organization can use 
the servicesof cloud. The relationship of customer and CSP can beeasily identified because the cloud is 
owned explicitly by aparticular organization. 

3) Hybrid Cloud 

As of cloud infrastructure hybrid is a combination of 2 or more community of people that remain as a 
unique entity but are managed by a standard technology that enables data and application portability 
[4].This cloud contains features of both public and privatecloud. 

C.Benefits of storing medical big datain Cloud 

The cloud computing is location independent in which the data can be accessed from anywhere and any 
part of the world. 

In home monitoring the data of measuring devices used in medical field is encrypted and stored on the 
private cloud. 

Collaboration: By storing the personal data of patient in the private cloud with user restriction the security 
of data can be increased. 

The risk of data loss due to natural disaster is less as the geographical disaster is unlikely to take down IT 
systems. 
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Windows Azure has developed H1N1 Flu Response Center which enables the users to self-assess their 
disease and get proper advice. 

The application enables the users to share their information regarding disease to other people. 

Data theft attacks are considered to be one of the most serious security breaches of medical data in the 
cloud. 

The following section addresses the health care providers’ security and privacy issues that must be 
considered when deploying EHR management systems. 

SECURITY ISSUES FOR MEDICAL BIGDATA IN CLOUD  

Though we enjoy various advantages of cloud computing for medical big data, we face certain security 
issues of our data that are stored in the cloud. Confidentiality of data and data integrity are the major 
threats to the data that are in the cloud.  

The main issues in cloud data security are secure transmission of data and the protection of data. The 
cloud computing environment is also vulnerable to data loss and malicious attacks from outsiders. 
Patients’ medical data is highly personal and needs to be protected and secured against loss and theft[15]. 
The data in the cloud is accountable to unauthorized deletion or modification. Confidentiality is essential 
for users to store private data in the cloud. Storing the sensitive data in the cloud can be dangerous. 
Simple encryption used in the cloud cannot support fine grained authorization.  

Cyber criminals find cloud as a suitable environment for attack as all the information is stored in one 
place[14]. The investigation of illegal activity may be impractical in cloud environments. Cloud service 
providers may put forth restrictions on the network security of the providers.Another threat in the cloud 
computing environment occurs when an attacker tries to inject malicious service into the cloud. In this 
scenario the attacker tries to create his own module and tries to implement it in the cloud system[13]. The 
attacker has to impersonate it as a valid service to the cloud that it is some new service among the existing 
services. If the attacker accomplishes in this, the cloud redirects the requests of the user to the attacker’s 
service and the code starts to execute [10]. This type of attack serves as a major factor in exploiting the 
service to cloud attack surface.  

Unauthorized access of other users running processes on the same physical servers is another major issue. 
The data stored in the cloud may be changed without the owners’ approval. Authentication is a frequently 
targeted point in cloud services [12]. 

Most services use simple username and password type of authentication, and this helps the attackers to 
crack the passwords easily by checking all the possibilities. [6]Shoulder surfing, an alternative of spying 
is a phenomenon where the attackers observes the movements of the users and finds out the keys pressed 
by the user [9].  

Cloud hijacking is another risk in data security. Attackers hijack cloud accounts by stealing security 
credentials and pry on activities and transactions [7][8]. Attackers manipulate the users into false 
information and redirect them to illegal sites. Cloud account hijacking in a company can be disastrous 
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[11]. Company reputations can be ruined, confidential data can be adulterated causing loss to businesses 
or their customers.  

Cloud computing is undoubtedly one of the best technology that has been introduced for storing the data. 
Though there are many advantages such as less maintenance issues, instant software updates reliability 
and cost efficient, the major disadvantage that has been encountered in cloud is the security of the data 
stored.  

CONCLUSION 

Although cloud computing is very beneficial to Healthcare industry and it is the new technology in 
today’s era, it still faces many challenges. The Security of data is identified as one of the important 
challenges in cloud.While this data is being hailed as the key to improving health outcomes, gain valuable 
insights and lowering costs, but the security and privacy issues are so overwhelming that healthcare 
industry is unable to take full advantage of it with its current resources. Privacy and integrity of healthcare 
data must be protected not only from external attackers, but also from unauthorized access attempts from 
inside the network or ecosystem. 
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