
A Comparative Study on Different Techniques of 

Cryptography and Steganography 
Sakshi Audhi

#1
, Maruska Mascarenhas

*2
 

#
Computer Engineering Department, Goa University 

Farmagudi, Ponda, Goa, India 
1
sakshi.audhi@gmail.com 

*
Computer Engineering Department, Goa University 

Farmagudi, Ponda, Goa, India 
2
maruskha@gec.ac.in 

 
Abstract— Data transmission over the internet nowadays is more 

frequent than it used to be before. Thus protecting this data is 

more crucial. Cryptography is a technique of distorting the data 

which prohibits a third party from accessing it whereas 

steganography is a technique that hides the existence of that 

secret data. This paper gives precise information about different 

techniques of cryptography, steganography and combination of 

both. There are various forms of cryptography algorithms that 

are used to encrypt any form of data like audio, video, text or an 

image. These encryption algorithms are not sufficient these days 

against the intruders. Therefore cryptography is merged with 

steganography so the secret data gets an enhanced level of 

security. Steganography hides the presence of the secret data 

and thus embedding the encrypted data improves the grade of 

security. An elaborate study in this field is performed. 

 

Keywords— Cryptography, Steganography, Advanced 

Encryption Standard, Bit Plane Complexity Segmentation, 
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I. INTRODUCTION 

Nowadays there has been a significant development in the 

communication field. Thus the security and privacy of the 

data has become a basic requirement for communication. 

With the increasing development and improvement of 

Internet Science and technology, various forms of digital data 

such as texts, audios, videos, images are used nowadays. 

Tremendous amount of information is transmitted over the 

network of computers and similar devices. Although the 

security of this data is not up to the mark and the data can be 

picked up by an unauthorized user. Hence ensuring the 

Security and Confidentiality of data being transmitted is very 

crucial and a current necessity. This particular demand can be 

accomplished by various methods of Steganography, 

Cryptography and their combination. 

Cryptography and Steganography are widely used 

technologies for the purpose of confidentiality and security of 

the data. Steganography includes hiding the information in 

computer files. A steganographic system thus hides the data 

in a cover media so that it does not stimulate an 

eavesdropper's dubiety. Cryptography is a technique to 

conceal important data or authenticate it or users or to 

exchange keys. The original text, also referred to as plaintext, 

is transformed into a coded form counterpart called ciphertext 

through an encryption algorithm. A user who possesses a 

secret key can decipher the ciphertext into plaintext. 

Cryptography techniques can be branched into 2 parts: 

symmetric-key part, that make use of a distinct key that both 

the sender as well as receiver has, and public-key systems 

that makes use of  two distinct keys,  public key which is well 

known to all and  private one which only the receiver of 

messages uses. The combination of both the techniques gives 

an extreme level of security and privacy of the data sent over 

the network. 

This paper is organized in five sections. Section I gives the 

introduction of this paper. Section II shows the basic 

fundamentals of cryptography and steganography. Section III 

gives a detailed literature survey of steganography. Section 

IV gives the detailed work of cryptography and 

steganography combined. Section V gives the conclusion of 

this paper. 

II. BASIC FUNDAMENTALS 
Steganography and Cryptography are two prominent ways 

of transmitting crucial material in an obscure way. One 

masks the existence of the data and while the other modifies 

the data itself. There are numerous cryptographic methods 

possible and amidst them AES stands a position amongst the 

dominant methods In Steganography, different methods in 

various domains like spatial, frequency etc are usable to 

shield messages. It is very challenging to identify the 

concealed message within the frequency domain, for which 

different transformations like FFT, DCT, and Wavelets etc 

are available [17].  

Attackers can bypass cryptography, by hacking into 

computers that are accountable for encryption and decryption 

of data, and exploit weak implementations, like default keys. 

However, cryptography makes it difficult for attackers to 

approach and access messages or data shielded by encryption 

algorithms. 

Steganography is different from cryptography, but 

combining both can help enhance the insurance of the 

guarded material and impede the exposure of the secret 

transmission. If the hidden message is also encrypted, the 

message may still be secure from detection -- though the 
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carrier will no longer be safe from exposure. There is an 

upper hand to using steganography along with encryption 

over encryption-only communication. The principle benefit of 

using steganography to conceal information over encryption 

is that it assists in hiding that there is sensitive data hidden in 

the file or other content carrying the hidden text. While an 

encrypted file, message or network packet payload is marked 

and identifiable; using steganographic techniques helps to 

obscure the presence of the secure channel. 

III. STEGANOGRAPHY 

Reference [10] shows the embedding on a message or data 

on an image using the bit plane complexity segmentation 

(BPCS) algorithm. The carrier image or the host image has 

two parts, informative region and complex/noisy region. The 

informative region is where the important region of the 

picture lies, like if it is a picture of a person standing outside 

in his garden, the person will be the informative region 

whereas everything else in that picture will be the noisy 

region. The BPCS algorithm uses the complex/noisy regions 

of the image to embed the data. After embedding the data on 

that noisy region of the image, the picture will not be affected. 

This is how embedding can be done on an image without the 

intruder knowing about it. The secret image will be embedded 

on a carrier image prior to sending it to the receiver for the 

purpose of extraction. Figures 1 and 2 show the embedding of 

the data on to an image and extracting of the data from the 

image, respectively. 

 

 

Fig. 1 Embedding process in [10] 

 

 

Fig. 2 Extracting process in [10] 

In [10], the objective was to demonstrate the BPCS-

Steganography, which essentially based on a characteristic of 

human visualization system. If the image is extremely 

complex then the humans are unable to view any information 

within the bit-planes of that image. Bit-planes of a natural 

picture are categorized as informative regions and noise-like 

areas by complexity threshold. Prof.Sasikumar Gurumurthy 

and his colleagues have replaced complex regions with secret 

information in the bit-planes of a natural image without 

changing the image quality. BPCS steganography is an 

extremely powerful information security method, specifically 

when merged with encrypted and embedded data. Thus it 

guarantees the sender and receiver a secret Internet 

communication. 

Reference [20] shows an image on image embedding. In 

this paper, two images are needed. One is the secret image 

that is to be transmitted to the intended party and the other 

image is the one which will be used to embed the secret 

image on. The paper shows the histograms of both images, 

before embedding and after embedding. Although the images 

before embedding and after embedding look almost alike, the 

histograms are very different from each other. This embedded 

image is then shipped to the receiving end for further 

extraction of secret image. 

In [9], the authors have given an outline of steganography, 

its techniques and a review of current  Bit Plane Complexity 

Segmentation steganography technique that is used improve 

the data embedding capacity of an image. BPCS 

steganography supports maximum hiding capacity of image. 

BPCS-steganography can be merged with distinct 

cryptographic algorithms to create a more secure system.   

IV. CRYPTOGRAPHY AND STEGANOGRAPHY 

In [13], A. Joseph Raphael performed a survey on both the 

techniques, namely, Cryptography and Steganography. 

Different methodologies of cryptography such as plain text to 

cipher text, number of keys used and processing the plain text 

were explained. The idea mentioned in the paper is to 

encipher the secret text or data by making use of a secret key 

and to hide the enciphered data within the cover carrier. 

In [18], both cryptography and steganography are merged 

together to enhance the security of the data transmission. 

Cryptography is used to encipher the message and 

steganography is used to disguise the same. The cryptography 

algorithm used in this paper for encryption is Simplified Data 

Encryption Standard (SDES), where an input of 10 bits is 

taken as the plain text and the output i.e. the cipher text after 

encryption is 10 bits. After encrypting the 10 bit input, the 

cipher text is embedded onto an image using Least 

Significant Bit (LSB) method. This particular technique 

customizes the rightmost bit in each byte by changing it with 

a bit from the secret data. LSB technique is used because after 

inserting the secret message on the least significant bit of the 

image, there is hardly any difference that one can see on the 

stego image. It is difficult for the intruders to make out which 

image is the initial image and which one is not. 

Nowadays cryptography and steganography are the two 

techniques used for transmitting data over a secure channel. 

There are different types of cryptography algorithms used for 
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encrypting various forms of data like text, audio, video, or an 

image. Different algorithms for encrypting the data like 

Advanced Encryption Standard are used to encipher the secret 

image. Sagar Y. et al have introduced AES Algorithm Based 

Separable Information Steganography. Here, before hiding 

the secret message onto a cover/carrier image, it is encrypted 

which makes the message highly secure. AES encryption 

algorithm is used for encryption of the secret image, and 2-

Bit least significant bit (LSB) inserting technique is used to 

shield the encrypted secret message into the host image. A 

carrier image is used to embed the encrypted secret image on 

it using the LSB technique. This encrypted image that is 

embedded on a host image is then sent to the receiver for 

extracting and decrypting the image in order to retrieve the 

secret data. This approach blends the properties of both 

cryptography and steganography, which gives an advanced 

level of security. The implementation of this paper is done by 

blending cryptography and steganography for enhanced 

security. Fig 3 shows the functioning model of the paper [12]. 

 

Fig. 3 Working model of [12] 

 In [21], Encryption of the text and decryption is 

done using the RSA algorithm. The Diffie Hellman 

algorithm allows both sender and receiver to exchange the 
secret message in order to decrypt the data that the receiver 

acquires. This grade of secure mechanism keeps the intruder 
from accessing the secret data. Even if the intruder is 

successful in acquiring the data, it will not be of any use as 

the data will still be encrypted i.e. the data found by the 
intruder will be a cipher text. 

In [3], a method of image steganography and 

cryptography is implemented in order to enhance the 

security and also the data embedding capacity of the image. 

An image is hidden inside another image with the help of 4-

4-4 data hiding technique. Hence the embedding capacity of 

24 bit image is improved as compared to that of existing 

LSB methods. The preservation of the image is further 

enhanced by implementing chaotic encryption of stego 

images. The method ensures the high security of the secret 

image as it is divided into two parts and embedded in two 

different cover images. The two images are then sent 

separately over the network. If the intruder intercepts one 

image and tries to extract the secret data then he/she will be 

able to regain the data only partially. 

In [14], on the sender side, the image in addition to the 
data is encrypted simultaneously. On the sender side, first 

the data is enciphered using the AES algorithm, this 
enciphered secret data is then embedded onto the image 

using the modified BPCS algorithm, as it has ample amount 

of data concealing quantity. This image is then enciphered 
using AES algorithm. Digital watermarking technique is 

used on the encrypted stego image. This watermarked 

encrypted stego image consists of private data which is then 
passed on to the receiver over the internet. On the retriever 

side, the water marked image is de-watermarked. It checks 
whether there are any changes in the watermarked image or 

not. The final encrypted stego image directed by the sender 

is then partitioned into enciphered image and data. The 
decryption process of the data and image is performed in an 

inverse manner. The encrypted image gained from the final 

encrypted stego image is then deciphered using AES 
algorithm which concludes in acquiring the original image. 

The initial image is then used for image restoration and data 
extraction. This data is then decrypted using AES algorithm 

which gives us the original secret message. Fig 4 shows the 

architectural design of the system that is built by the 
authors. 

 

Fig. 4 Detailed Architecture of [14] 

V. CONCLUSIONS 

Steganography has a statute in security. It is not designed 

to replace cryptography but augment it. Cloaking a message 

with steganography methods lowers the chance of a message 

being found. However, if that message is also encrypted, and 

if discovered, it should also be decrypted which gives a yet 

another layer of protection. There are many ways in which 

steganography algorithms can be utilized. This paper provides 

us with an elaborate study on which cryptography techniques 

like AES, RSA or DES are better or different steganography 

algorithms like the 2-bit Least Significant Bit technique or 4-

bit LSB technique, or the bit plane complexity segmentation 

algorithm which can be used to hide the data on to a carrier 

image or video or even an audio. Combining cryptography 

with steganography improves the grade of security that the 

sender wishes to provide. The secret data is first encrypted 

ISSN NO: 0972-1347

http://ijics.com312

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 6, Issue 5, May 2019



before hiding it. As the hidden data will be first encrypted, 

this will prohibit the intruder from decrypting the hidden data 

even if he is able to extract that hidden data. This process 

provides privacy, scope, concealment and robustness of the 

secure communication. 

ACKNOWLEDGMENT 

I would like to express my special thanks of gratitude to 

my teacher Prof. Maruska Mascarenhas, our head of 

department Prof. (Dr.) J.A. Laxminarayana as well as our 

principal Dr. Krupashankar M. Sethuram who gave me the 

golden opportunity to do this wonderful project on the topic 

―A Comparative Study on Different Techniques of 

Cryptography and Steganography‖, which also helped me in 

doing a lot of Research and i came to know about so many 

new things I am really thankful to them. 

Secondly i would also like to thank my parents and friends 

who helped me a lot in finalizing this project within the 

limited time frame. 

REFERENCES 

[1] Ms.Hemlata Sharma, Ms.Mithlesh Arya, Mr. Dinesh Goyal, ―Secure 

Image Hiding Algorithm using Cryptography and Steganography‖, 

International Organization of Scientific Research (IOSR) Journal of 
Computer Engineering, 2013. 

[2] Rupali Jain, Jayshree Boaddh, "Advances in digital image 

steganography", International Conference on Innovation and 
Challenges in Cyber Security (ICICCS-INBUSH), 2016. 

[3] Radha S. Phadte, Rachel Dhanaraj, "Enhanced Blend of Image 

Steganography and Cryptography‖, Proceedings of the IEEE, 
International Conference on Computing Methodologies and 

Communication (ICCMC), 2017. 

[4] Radha S. Phadte, Rachel Dhanaraj, "Enhanced Security with 
Steganography and Cryptography", National Conference on Advances 

In Computational Biology, Communication, And Data Analytics, 

IOSR Journal of Computer Engineering (IOSR-JCE) 2017. 
[5] Marwa E. Saleh, Abdelmgeid A. Aly, Fatma A. Omara, "Data Security 

Using Cryptography and Steganography Techniques", International 
Journal of Advanced Computer Science and Applications (IJACSA), 

Vol. 7, No. 6, 2016. 

[6] S Usha, G ASathish Kumar, K Boopathybagan, "A secure triple level 
encryption method using cryptography and steganography", 

International Conference on Computer Science and Network 

Technology 2011. 
[7] BhavanaVerma, SonaMalhotra, "SECURE IMAGE PROCESSING 

USING AES ALGORITHM ", Indian Journal of Computer Science 

and Engineering (IJCSE) Vol. 8 No. 3 Jun-Jul 2017. 
[8] Vipul J. Patel, Ms.NehaRipalSoni, "Image Steganography System 

using Modified BPCS Steganography Method", International Journal 

of Engineering Research & Technology (IJERT), Vol. 3 Issue 6, June 

– 2014. 
[9] Chintan Jain, VivekParate, Ajay Dhamanikar, RakeshBadgujar, 

"Review on Steganography and BPCS Technology in Steganography 

for Increasing Data Embedding Capacity", International Journal of 
Innovative Research in Computer and Communication Engineering, 

2014. 

[10] Prof.Sasikumar Gurumurthy, Ms. A .Valarmozhi, Ms.M.Priya, 
"Design and Implementation of Bit Plane Complexity Segmentation 

Using Steganography in Internet", International Journal of Computer, 

Electronics & Electrical Engineering, Volume 2– Issue 2, 2011. 
[11] Qi Zhang, Qun Ding, "Digital Image Encryption Based on Advanced 

Encryption Standard (AES)", Fifth International Conference on 

Instrumentation and Measurement, Computer, Communication and 
Control (IMCCC), 2015. 

[12] Mr.Sagar Y. Kumbhar, Prof. (Dr.) S. A. Patil, Mr.Pramod B. 

Inchanalkar, ―Highly Secure Separable Data Hiding in Image using 
AES Algorithm‖, International Journal of Advance Research and 

Innovation, 2017. 

[13] A. Joseph Raphael, Dr. V. Sundaram, "Cryptography and 
Steganography – A Survey", International Journal of Computer 

Technology and Applications, Vol 2 (3), 2011. 

[14] Shruti Gajare, Shiney Charles, Snehal Wagh, Vrunda Bhusari, ―A 

Tactic for Encrypting Stego-Image Using AES and BPCS 

Algorithm‖, International Journal of Computer Science and Mobile 

Computing, Vol.4 Issue.3, March- 2015. 

[15] Vipul J Patel, Ms.NehaRipalSoni, "Uncompressed Image 
Steganography using BPCS: Survey and Analysis", International 

Organization of Scientific Research-Journal of Computer Engineering 

(IOSR-JCE), Volume 15, Issue 4, Nov. - Dec. 2013. 
[16] Smita P. BansodVanita M. Mane Leena R. Ragha, "Modified BPCS 

steganography using Hybrid Cryptography for Improving Data 

embedding Capacity", International Conference on Communication, 
Information & Computing Technology (ICCICT), 2012. 

[17] Dipti Kapoor Sarmah, Neha Bajpai, "A new horizon in data security 

by Cryptography & Steganography", International Journal of 
Computer Science and Information Technologies (IJCSIT), Vol. 1 (4) , 

2010, 212-220 

[18] G.Sateesh, E.Sai Lakshmi, M.Ramanamma, K.Jairam, A.Yeswanth, 
"Assured Data Communication Using Cryptography and 

Steganography", International Journal of Latest Technology in 

Engineering, Management & Applied Science(IJLTEMAS), Volume 
V, Issue III, March 2016. 

[19] Sneha Rankhambe, Shital Sasane, Kirti Shelke, "Separable Data 

Hiding Using AES Algorithm", International Journal of Advanced 
Research in Computer and Communication Engineering, Vol. 4, Issue 

3, March 2015. 

[20] Arvind Kumar Km. Pooja, "Steganography- A Data Hiding 
Technique", International Journal of Computer Applications (0975 – 

8887), Volume 9– No.7, November 2010 

[21] Siti Dhalila Mohd Satar, Nazirah Abd Hamid, Fatimah Ghazali, 
Roslinda Muda, Mustafa Mamat, and Pang Kok An, "Secure Image 

Steganography Using Encryption Algorithm", Annual International 

Conference on Intelligent Computing, Computer Science & 
Information Systems (ICCSIS-16) April 28-29, 2016.

 

ISSN NO: 0972-1347

http://ijics.com313

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 6, Issue 5, May 2019


