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Abstract— Data hiding is actually an approach in which one 

can transmit the information to defined user by not allowing 

any other person to have access on it. Nowadays, the all fact is 

available across the web been easily accessible, which gives us a 

good cause for advancement in security mechanism. 

“Steganography”, A technology which uses images to conceal 

the information inside images. To unleash a secure 

transmission Steganography make latent the actuality of 

information into images. In this paper image steganography by 

the use of secrete key is demonstrated. The data is put on the 

LSB of RGB with the protection further enhanced by a secret 

key. In our technique the better performance is achieved by 

improving the noise to signal ratio by 27%. 
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I. INTRODUCTION 

 
Steganography, a process through which data is enclosed 

within data. It‟s a procedure to encipher information which 
is used alongside with cryptography as an overprotected 
method to defend data. This term Steganography, has the 
Greek origin meaning “covered or secret writing”. 
Steganography is the method of concealing data into some 
other data to hide that information from the unauthorized 
person. 
 

In Greek History, around 440 BC an ancient example of 
Steganography is: Herodotus a Greek history scholar of the 

5
th

 century discloses some illustrations of its use in his effort 
designated “The Histories of Herodotus”. An example 
indicate that ruler of Miletus, named Histaeus, tattooed a 
confidential message in bald headed of his bond slave. He 
was sent to Aristagorus after he grew his hair back, then 
again his head was shaved and the note that commanded a 
riot against the Persians was released. Here we have an 
example in which the confidential message was sent by 
slave and no one could judge that slave had transmitted a 
message. In the result, the message was conveyed to the 
recipient without any suspicion. 
 

In many countries e.g. UAE, Turkey, Germany there are 
projects whose aim is to translate ancient documents which 
are written in their native language to English. Some of the 
documents are as old as 1200 years. They are considered of 
prime importance by native people as their believe of faith. 
 

There are many purposes: 
 

(1) To discover new techniques of information hiding. 
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(2) To adapt techniques in morden algorithms e.g. to 

reduce the length of a stream of information (from 
seven to four buts). 

 
(3) To enhance the quality of existing system. 

 
In this paper we will demonstrate how three bit 
steganography is performed on images so as to achieve 
performance and security. 
 
Our paper is organized as follows: section II discusses the 
ethics and LSB steganography techniques. Section III 
presents the related work in the field which is followed by 
our proposed method in section IV. Section V presents our 
conclusion. 

 
II. ETHICS OF STEGANOGRAPHY AND LSB 

STEGANOGRAPHY TECHNIQUE 
 
A. Ethics of steganography  

Steganography is focused with able to handle large data 
in a clear message and doing it in perfect manner that it is 
untraceable to trace and difficult to delete .Based on these 
aims, the three principles are given which are considered 
best to find that effectiveness of Steganography technique. 
 

1) Capacity  
If an image is distorted enough then the distortion is 

detectable by the intruder which means that our message is 

not safe. This directly means that the message is ling 

therefore causing more distortion to the image. In essence 

we need to a short message so that the distortion in image is 

small and such that it will not produce detectable art effect 

to the intruder. Therefore the message caring capacity of 

any image is limited. 

 
2) Detectable  

After ciphering the confidential message the stegogramme is 

generated that shouldn‟t be altered because it is visibly 

apparent that information has been enclosed. As a matter of 

fact, the culminating image should be similar that when we 

make a comparison with the predefined image we must not 

be able to find any difference amongst both. 

 
3) Strength  
The difficulty of determining a message contained in the 

image by the intruder is the measure of how secure is our 
data. The attacks that are possible (e.g. differential analysis) 
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on image must be of no conclusion to the intruder and 
he/she must not be able to find any kind of information. 
Christy A. Stanley [3] the main characteristic of 
Steganography it suggests is speed, where concealing of 
information is done as briskly as possible. The speed is not 
considered as ethics that are outlined here, nonetheless it is 
definitely one of the most important property that must not 
be overlooked. In Steganography speed is really more of a 
constraint and then it becomes a ethics of Steganography. 
For any third person, it is not suitable to leave any above 
specified property while encrypting the information because 
they need the algorithm to encrypt the message within an 
appropriate manner - the consequences are too damning. 
 

Id our algorithm or any other can achieve these 
properties that are outlined above then we must be assure 
that the message remains undetectable by the intruder by 
performing any kind of analysis. This means that the 
purpose of secrecy is fulfilled. Indeed we will show that this 
is the case with our algorithm. 

 

B.LSB Steganography Technique 
 

Information is digital that is it is either 1 or 0. In 
computer science binary number system is almost always 
adapted. Binary number system has only two digits 0 and 
1.The sequence of binary digits is called a binary number 
(e.g. 00011101111) and in any binary number least 
significant bit refers to the rightmost bit in the sequence. 
 

Now examine these an arrangement of 8-bit binary 
sequel: 
 

10110011 
 

Adding every value equivalent to 1 yield a resultant 
output of 179. The rightmost value (denoted in highlighted 
text) is the LSB of this sequel. This value necessarily 
concludes whether the overall addition is odd or even. The 
overall sum will be odd if the LSB is 1, and if 0, it will be an 
even number. Altering the LSB will not have any significant 
alteration to the overall result. This property can be 
exploited in order to achieve the secrecy and it can be a 
valuable cryptographic technique. 
 

If we considered each 8-bit binary sequence for 
pointed the colour of a pixel for an image, it should be plain 
to visible that altered the LSB value from a 0 to a 1 will only 
change the colour by +1 - a change that is unbelievable to be 
observed with the bare eyes In fact, the LSBs of each value 
of a pixel could probably be remodelled, and the difference 
would still not be visible. This highlights a big amount of 
overabundance in the image data, and means that we can 
effectively alternate the LSBs of the image data, with each 
bit of the message data until the whole message has been 
encapsulated. This is what is meant by Least Significant Bit 
Substitution. 

 

III. RELATED WORK 
 

After 1992, the Steganography literature got matured. 
Most of the issued work done narrate the use of many 
programming tools which are able to conduct steganography 
on images, text and audio and so on. But all such primitive 
publications and stego systems did not deal with the 
cryptography in a secure manner they did not use any key 

solutions and because of this reason they face many weak 
aspects and the discussion for proposed system come into 
existence. 
 
From the numerous publications and journals, we have 
chosen the followings: 
 
In 2003, Wu and Tsai [4] coined a “pixel-value 
differencing” cryptography technique which utilizes the 
differenced value among two neighbour pixels to forecast 
the number of permissible bits that can be replaced. 
 
Wu et al. (2005) discovered the pixel-value differencing 
(PVD) and LSB replacement method [5]. In their work two 
successive pixels are used to guarantee successful 
steganography. PVD is the technique that is used for this 
purpose. 
 
Cheng-Hsing Yang [6] (2008) created “Adaptive Least 
Significant Bit using Pixel value Differencing” which is 
very efficient way to image steganography. In this 
methodology edge surfaces and smooth surfaces are used to 
obtain efficiency. 
 
Dr. Vijayalakshmi [7] in 2009 created Modulo relied LSB 
Steganography technique. Their algorithm is makes the 
histogram and statistical analysis irrelevant. They had used a 
pseudo random number generator. 
 
B. karthikeyan [8] using pseudo random key generator 
created a very efficient and reliable method. Using EBCDIC 
code in place of ASCII the input data is first converted to 
integer and then the key for the cryptographic purpose is 
generated using pseudo random generator. This method is 
very efficient and a considerably long message is also 
accepted as an input to the algorithm. 
 
Masud Karim in 2011 creates a new method in which a 
secret key decides the location of the hiding information. 
That is based on the secret key the location, the LSB, of a 
particular color is selected and then the selected LSB is then 
altered so that it hides the information [9]. 
 
In 2014, K.Thangadurai and G.Sudha Devi proffer the 
techniques and gave the concise details about the study of 
LSB relied Image Steganography Techniques. In this 
suggested method it plays with the image cryptography and 
provide insight understanding about the image 
Steganography and its applications to different file formats. 
[9] 

 

IV. PROPOSED METHOD 
 

We will hide message in cover image, that wrapper 
image is basically divide into three matrixes RED,GREEN 
and BLUE as shown in figure 4.1.As a starting step, the 
hidden key is metamorphose into the one dimensional array 
of bits. Each single bit of lethal key is XOR with every LSB 
of RED matrix. The LSB of RED matrix of first pixel is 0 
and the first bit of lethal key is „1‟. The XOR obtained 
value is 1. And if value of XOR is 1 then LSB of GREEN 
matrix is occupied by the first bit of latent information. If 
value of XOR is 0 then LSB of BLUE matrix is occupied by 
the beginning bit of latent statistics. The array of disclosed 
key is circular. The substitution process is remain depending 
upon the extent of latent information's arrays. 
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Fig. 1. Representation of hidden message 

 
Evaluate the feature of stego image, Peak signal to noise 

ratio (PSNR) is evaluated. PSNR is a statistical scale used 

for digital image or video quality evaluation. The mean 

squared error (MSE) defined PSNR. Which for two m x n 

monochrome images I and K in from an images is acquired 

as a noisy approximation of the other is explained as .[8]  
 

 

(1) 

 
(1) The PSNR is calculated by 

10   (2)  
 

The experimental outcome are evaluated by using 
equation (1) and (2). 
 

In this coined methodology, we took binary 
representation of the latent message replace the LSB of 
some pixels of cover image based on specific conditions. 
Here we are using secret key to shield the hidden message. 
This intended method uses following formula: 

 

Cover image + secret key + hidden message = stego 
image 

 
A.  Encoding Process 
 

A message which, a user wants to stuff in Cover image 
is reformed into decimal to binary. This binary value has 7-
bits multiple of each character. Now, the 7-bits binary 
stream is then transformed to 4-bits binary stream. Then the 
2-D array is reshaped into 1-D array. This 1-Dimensional 
array matrix is considered bit stream of latent message. To 
cryptic the latent message we have to take mod 2 of single 
pixels and get the LSB value of RGB. Secret clue and red 
matrix of LSB are utilized only for decision making to 
restore latent message bit into either green matrix or blue 
matrix. All bit of confidential code is XOR with every single 
LSB of red matrix. The concluding value of XOR is „1‟ 
after which the LSB of GREEN matrix is restored by 1-bit 
of message and if the obtaining value of XOR is „0‟ then the 
LSB of RED matrix is restored by one bit of message . 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 2. Encoding Algorithm  

 

B.  Decoding Process 
 

To redeem the message, we have to use a stego image. Now 

the wrapper image is distributed into RGB (RED, GREEN, 

BLUE) three matrixes respectively. To retrieve a message form 

cover image, we should know the confidential key because 

without knowing that special key we cannot retrieve the 

message. This ensures authentic use of the message. The lethal 

key is transformed into 4-bits multiple 1-Dimentional array bit 

stream. Each bit from hidden key is EXOR accompanied by 

every LSB of matrix red of stego image. The obtained value of 

XOR defines that a single msg bit is installed in any LSB‟s of 

GREEN matrix or in LSB‟s of BLUE matrix of stego image. If 

the calculated value of XOR is „1‟, we will take LSB of 

GREEN matrix such as from the cover image and if the 

obtained value of XOR is „0‟ then we will take LSB of BLUE 

matrix from the cover image respectively. The regaining 

process will perpetuate gamble on the lengthiness of the extent 

message bit stream. 
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V. CONCLUSION 

 
In this paper we have proposed a new algorithm for 

hiding a sensitive data in image. Our algorithm is stronger 
and easy to use than other compared algorithm. It is stronger 
in the sense that it posses all the three ethics of cryptography 
and it is easy to use as it only require a minimal processing 
power. Moreover because a secret key is required to decode 
the hidden information it is almost always impossible for an 
intruder to gain access to the secret information. That is the 
person having the secret key is the only one that will have 
access to the secret information. Moreover our algorithm 
has achieved higher Peak Signal to Noise Ratio (PSNR) 
than the compared algorithm. 
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Fig. 3. Decoding algorithm 
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