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Abstract:-With the advancements of cloud computing, smartphones can store, retrieve and share a different type of 
data from anywhere at any time. On the contrary, data security is the main threat in mobile cloud computing. 
Various researches have been conducted to improve the security of mobile cloud computing. However, the 
developed methods are not suitable for mobile cloud computing because of limited processing power and storage 
capacity. Computational overhead seriously affects the performance of mobile cloud computing. In this research, we 
proposed a lightweight and secured data sharing architecture for mobile cloud computing. The proposed architecture 
consists of four modules. The proposed architecture is evaluated with the existing methods. Experimental results 
show the proposed architecture provides good performance and reduces computational overhead.  
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I.INTRODUCTION 
 

Rapid  development  of  cloud computing[7]and  the  reputation  of  smart  phones  are  progressively  getting 
adapted to a new era of data sharing model in which the data is stored on the cloud and the mobile devices are used  
to  store/retrieve  the  data  from  the  cloud.  However,  smartphones  have  restricted  processing  power  and 
storage  space  whereas  the  cloud  provide  numerous  options  to  store  and  process  the  data.  Nowadays, 
different kinds of mobile applications havebeen  usually  used.  In this application, anyone can  easily  upload  and  
share their photos, videos, documents and other protected information with other people. However, data security is 
the major concern for this method adversary can easily hack our secret information.  To address this problem, in this 
research,  we  propose  a Novel  Secure  Lightweight  Data  Sharing  Architecture  for  Mobile  Cloud  
Computingenvironment.  

1.1 Attribute-based encryption Attribute-based encryption[6]is public-key encryption, which the secret key of a user 
and the cipher text are dependent  upon  attributes  e.g., roles,  and  messages  can  be  encrypted  with respect to  
subsets  of  attributes  (key-policy  ABE -KP-ABE).  Attribute-based encryption  is  shared  into  two  categories:  
First  the  Cipher text-Policy Attribute  Based  Encryption  (CP-ABE)  where  the  access  control  policy  is  
embedded  into  cipher text;  the  other one  is  Key-Policy  Attribute  Based  Encryption  (KP-ABE)  where  the  
access  control policy  is  embedded  in  the user's  key  attributes.  In  real  applications,  CP-ABE  is  more  
appropriate  since  it  look  like  role-based  access control.  In  CP-ABE, the  data  owner proposal  the  access  
control  policy  and  allocates attributes  to data  users.  A user can decrypt the data properly when the user’s 
attributes fulfilthe access control policy. 

 1.2Trusted Authority In  this  research,  to  make SLDS-CP-ABE realistic  in  practice,  a trusted authority  (TA)  is  
introduced.  It  is accountable  of  generating  public  and private  keys,  and  distributing  attribute  keys  to  users.  
With  this  systems, users  can  share  and  access  data  without  being  aware  of  the  encryption  and  decryption  
operations.  We assume TA is totally credible, and a trusted channel exists between the TA and every user. As the 
trusted channel exists it doesn’t mean that the data can be shared through the trusted channel, for the data can be in a 
large amount. TA is only used to transfer keys (in a small amount) steadily between users. Further it’s requested 
thatTA is online all the time because data users may access data at any time and need TA to update attribute keys. 
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II.LITERATURE REVIEW 
 

Qihua Wang et al [1] proposed a framework to improve the data leakage problem in collaboration clouds. Their 
resolution aims to reduce data leakage due to incorrect discretionary sharing decisions and mistakes. It services a 
defence-in-depth strategy by giving multiple layers of protection, attribute-based recipient recommender, including 
organization-level mandatory access control policies and abnormality detection. They have applied a prototype of 
our solution. The calculation has been performed by comparing our solutions with current approaches using real-
world data. Our trial results demonstrated the usefulness of our approach. 

Adam Skillen et al [2] developed a design and implementation tasks of PDE for mobile devices, which may be 
additionally useful to regular users and human rights activists.  Mobile's design is partially based on the lessons 
educated from known attacks and weaknesses of desktop PDE solutions. They also consider exclusive challenges in 
the mobile environment (such as wireless carrier collusion with the adversary or ISP). To report some of these 
challenges, need the user to comply with certain necessities. They collected a list of rules the user must follow to 
avoid leakage of information that may weaken deniability. Even if users follow all these procedures. 

Cong Wang et al [3] presented a Usable and Privacy-assured Similarity Search over Outsourced Cloud Data.This 
proposed work, encouraged by attaining practical system usability and high-level user searching experience, they 
study the problem on protected and capable similarity search over outsourced cloud data. With edit distance as the 
similarity metric, our mechanism design first exploits a suppressing technique to build storage-efficient similarity 
keyword set from a given document collection. Using that keyword set as a basis, we then offer a new symbol-based 
trie-traverse searching mechanism and show it properly achieves the defined similarity search with constant search 
time complexity. They validate the generality of our construction by showing its natural support of fuzzy search, a 
previously studied notion targeting only to tolerate typos and representation inconsistencies in the user searching 
input. They formally verify the privacy-preserving guarantee and the correctness of the proposed mechanism under 
hard security treatment. The widespread experiments on Amazon cloud platform with real dataset further show the 
validity and practicality of the proposed mechanism. 

John Bethencourt[4] developed a Ciphertext-Policy Attribute-Based Encryption.They formed a system for 
Ciphertext-Policy Attribute-Based Encryption. The system permits for a new type of encrypted access control where 
user’s private keys are specified by a set of attributes and a party encrypting data can specify a policy over these 
attributes specifying which users are capable to decrypt. The system lets policies to be expressed as any monotonic 
tree access structure and is strong to collusion attacks in which an attacker might obtain multiple private keys. 
Finally, they provided an implementation of our system, which included numerous optimization techniques. 

Zhibin Zhou et al [5] proposed Efficient and Secure Data Storage Operations for Mobile Cloud Computing. They 
planned a secure data inquiry service architecture for mobile cloud computing. Their solution allows lightweight 
wireless devices to securely store and retrieve their data in the public cloud with slight cost. To this end, they have 
proposed a novel Privacy Preserving Cipher Policy Attribute-Based Encryption (PP-CP-ABE) to safeguard users’ 
encrypted data. Using PP-CP-ABE, light-weight devices can steadily outsource intensive encryption and decryption 
operations to cloud service providers, without revealing the data content and used safety keys. Also, they have 
proposed an Attribute Based Data Storage (ABDS) system as a cryptographic access control mechanism. ABDS 
attain evidence theoretically optimal in terms of minimizing computation, storage and communication overheads. 
Especially, ABDS reduce cloud costs charged by cloud service providers as well as communication overhead for 
data management. Our performance assessments show the security strength and efficiency of our solution in terms 
of computation, communication, and storage. 

III.PROPOSED METHODOLOGY 
 

Apparently, to solve the computational overhead and security, private data should be encrypted before 
uploaded onto the cloud so that the data is secure against the cloud service provider. Our proposed light secure 
consist of four main modules: data user, data owner, trusted authority, encryption server provider, decryption server 
provider and cloud service provider. Figure 1 show the architecture of the proposed method. 
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Data Owner (DO): Data Owner uploads data 
the access control policies. 

Data User (DU): Data User retrieves data from the mobile cloud. 

Trust   Authority:Trusted authority is 
attribute keys.  

Encryption Service Provider (ESP):ESP provides

Decryption Service Provider (DSP): Decryption Service provides data decryption operations for data user. 

Cloud Service Provider (CSP):Cloud Service Providerstores the

First, we evaluate the computational overhead of the proposed method and compare it with existing access control 
methods. The basic operations of proposed encryption 
experimental results are shown in Table1, Table2 and Table3. A single exponentiation operation,
multiplication operation take more time on smartphones than on PCs, which is 27,
concentrate on the analysis of computational overhead on pairing operation and exponentiation operation. Other operations 
that take little time are ignored. 

uploads data to the mobile cloud and share it with anyone. Data Owner determines

Data User retrieves data from the mobile cloud.  

 the third party service.  TA   is   responsible   for generating and distributing 

ESP provides data encryption operations for data owner.  

Decryption Service provides data decryption operations for data user. 

Cloud Service Providerstores the data for data owner.  

 

Figure 4.1 system architecture 

 

IV.EXPERIMENTAL ANALYSIS 

First, we evaluate the computational overhead of the proposed method and compare it with existing access control 
methods. The basic operations of proposed encryption mechanisms vary a lot between mobile devices and PCs. The 
experimental results are shown in Table1, Table2 and Table3. A single exponentiation operation, pairing operation and 
multiplication operation take more time on smartphones than on PCs, which is 27, 35 and 38 times of that on PCs. We 
concentrate on the analysis of computational overhead on pairing operation and exponentiation operation. Other operations 

Data Owner determines 

the third party service.  TA   is   responsible   for generating and distributing 

 

Decryption Service provides data decryption operations for data user.  

 

First, we evaluate the computational overhead of the proposed method and compare it with existing access control 
mechanisms vary a lot between mobile devices and PCs. The 

pairing operation and 
35 and 38 times of that on PCs. We 

concentrate on the analysis of computational overhead on pairing operation and exponentiation operation. Other operations 
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Types of Devices 
 

Existing Method 
 

Proposed Method 
 

PC 
 

20ms 5ms 

Mobile 
 

550ms 177ms 

Table 1 Computational overhead of basic operations of proposed architecture 

 

Figure 2 Computational overhead of basic operations of ABE scheme comparison. 

Types of Devices 
 

Existing Method Proposed Method 

PC 
 

38ms 16ms 

Mobile 
 

850ms 120ms 

Table 2 Computational overhead of data sharing comparison  

 

Figure 3 Computational overhead of data sharing comparison  
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Types of Devices 
 

Existing Method Proposed Method 

PC 
 

10 ms 5 ms 

Mobile 
 

236 ms 85 ms 

Table 3 Computational overhead of data access comparison 
 

 
Figure 4 Computational overhead of data access comparison 

 

V.CONCLUSIONS 

Cloud computing is the on-demand access of computing power and data storage, without direct active management 
by the user. On the other hand, Mobile Cloud Computing is the mixture of mobile computing, cloud computing and wireless 
networks to bring rich computational resources to mobile users. However, data security is the major concern in the mobile 
cloud computing because of its limited memory and preprocessing power. In this paper we proposed a lightweight secure 
data sharing architecture for mobile cloud computing. The proposed architecture is evaluated with the existing methods. The 
experimental results shows that the proposed method significantly reduce the computational overhead.   
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