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Abstract- The growth of internet technologies caused mobile ad hoc networks to be used extensively. So many devices based on 

ad hoc networking are used almost everywhere in the world. The problem with such networked devices is, they are easily prone 

to compromise. Intrusion Detection is one such activity which identifies threats in Networks, systems both internal and external. 

So much research has been made on Intrusion Detection Systems. In this paper we present a review on different intrusion 

detection models and techniques used now a day’s which are also used in cloud and IOT environments. 
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I. INTRODUCTION 

 

 

With the advances in wireless technology Ad Hoc Networks are gaining more and more focus because of the usage of handheld 

devices such as cell phones, mobile internet based devices, PDAs and so on. A mobile Ad Hoc network is a collection of 

wireless nodes forming a dynamic network infrastructure [1] without any standard infrastructure.  The nature of mobility of 

these nodes creates new vulnerabilities. This happens because of the dynamic nature of the nodes with changing topology, lack 

of centralized monitoring. The standard security mechanisms used on these nodes turnout to be ineffective.  Intrusion detection 

can be defined as identifying unauthorized use or misuse of the system by both inside and external intruders. 

The main task of an intrusion detection system (IDS) is to defend a computer or any networked system by detecting intimidating 

attacks on a network system or host device [2]. A field of research study in intrusion detection has focused on the ability of IDS 

to detect intrusion attempts based on statistical and classification methods. The IDS is software or hardware or both which 

automates the detection of abnormal activities that try to compromise the integrity, confidentiality, or availability of a- 

 system [3]. 

 

Basically any IDS must have the functionality such as the following. 

 

1. Monitoring the network traffic. 

2. Monitoring the behavior of the system. 

3. Automatically recognize malicious and unauthorized activities. 

4. Triggering an alarm upon identifying a malicious activity. 

5. The system must be able run continuously without monitored by the user. 

 

Intrusion Detection Types: Intrusion Detection systems can be classified as  

 

Host Based Intrusion Detection Systems (HIDS):  This type of IDS generally operates within a computer, node or device. 

HIDS monitors events inside a computer. However some modern HIDS also monitors network. 

 

 
Fig 1.Generic Architecture of HIDS. 
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Network Based Intrusion Detection System (NIDS): This type of IDS monitors the network traffic. It attempts to find 

unauthorized and malicious access to a Network. 

There are so many Intrusion Detection tools available in the market such as snort, OSSEC, suricata, sagan,etc. 

 

 

II INTRUSION DETECTION METHODS 

 

Most of the intrusion detection systems use two methods to recognize an intrusion regardless whether they are HIDS or NIDS. 

 

Signature based IDS: The signature based methods analyzes log and configuration files of a system to check for intrusion. If an 

NIDS is using signature based method then it analyzes checksum and message authentication to verify the intrusion activities. 

This type of systems includes a Database of signatures. Whenever there is a suspicious activity the system checks with the 

database of signatures. 

 

Anomaly based IDS: This type of IDS looks for unusual or unexpected patterns of activities. They are useful in identifying new 

attacks. The main advantage of anomaly detection is that it does not require prior knowledge of intrusion and can thus detect 

new intrusions [1].The disadvantage is that it does not describe what the attack is. 

 
Fig2: Architecture of IDS in Ad Hoc Network. 

 

 

Techniques used in Detection: 

 

Most of the signatures Detection Systems are implemented based on state transition analysis, rule based expert systems and 

genetic algorithms, whereas artificial neural networks, sequential patterns, statistical analysis and data mining methods have 

been used in anomaly detection.  

 

Here we discuss statistical based methods and data mining based methods. 

 

Statistical based: These techniques uses statistical methods such as mean standard deviation and probability in order to build a 

reference model. Any activity deviates from this reference model is treated as intrusion. Statistical based intrusion detection 

methods does not require any prior knowledge about the behavior and characteristics of security vulnerabilities in the system 

and therefore very effective in detecting new attacks [3]. 

 

Data Mining Methods for Intrusion Detection:  

Data mining methods helps in analyzing data from different perspective and produces useful knowledge. Data mining 

techniques such as classification, clustering and outlier analysis are used in intrusion detection. The IOT became so popular 

today. As the devices tend to connect each other for information exchange there is a chance of intrusion in such devices. We 

require a strong proactive Intrusion Prevention/Detection Mechanism for IOT devices. Data mining methods suitable for 

detection of intrusion in IOT environment plays a vital role.   

 
III ROLE OF CLASSIFICATION IN INTRUSION DETECTION 

Audit records and log files plays an important role in intrusion detection. Intrusion Detection can be thought of as classifying 
these records in to normal or abnormal or particular type of intrusion [4]. 
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A more basic level functionality of classifier in intrusion detection system is as shown bellow 

 

 

 

  

 

 

Fig3. Classifier in Intrusion Detection System. 

 

Classification methods for intrusion detection works based on training sets of given data. A better classification algorithm builds 

the classifier within a less time and gives accurate results. We should consider the time and accuracy as two essential factors in 

determining the intrusion activities by using a classification algorithm. The following section describes different methods of 

intrusion detection based on classification methods proposed by different authors. 

 

 

 

 

IV RELATED WORK 

 

Many researchers proposed different models for intrusion detection based on classification techniques. 

 

Lei Li et.al[5]. Proposed a rule based algorithm which uses known patterns to detect malicious behavior attacks. The proposed 

method has lower consumption of time and lower false alarm rate.  

 

G.Kim,S.Lee and S.Kim[6] proposed a hybrid intrusion detection method which integrates anomaly detection with misuse 

detection. In this work initially a misuse detection model is built based on the C4.5 decision tree algorithm and then the normal 

training data is decomposed into smaller subsets using the model. In the second stage multiple one-class SVM models are 

created for the decomposed subsets. As a result, each anomaly detection model does not only use the known attack information 

indirectly, but also builds the profiles of normal behavior very precisely. 

 

Reza Hasani Et.al [7] proposed a method for better feature extraction based on Linear Genetic programming and Bees algorithm. 

The method achieved a reduction in the false alarm rate. The work is an enhancement of detection rate algorithm. 

 

Monika Gupta and S.k Shrivastava [8] proposed a method which is a combination of SVM and Bee colony algorithm. The 

proposed method achieved an average accuracy of 88.46%. 

 

Sumaiya Thaseen Ikram , Aswani Kumar Cherukuri[9]  proposed an intrusion detection model, which is based on integration of 

chi square feature selection and multi class support vector machine optimized by parameter tuning technique.  The multiclass 

SVM reduces training and testing time. 

 

 M A Jabbar  Et.al[10] proposed a novel ensemble classifier known as RFAODE. This method is a combination of Random 

Forest(RF) and Average One Dependent Estimator(AODE). The AODE resolves the attribute dependency issue in Naïve 

Bayesian classification technique; Whereas Random Forest improves the accuracy and reduces the error rate. According to their 

model the results shown that the accuracy is 90.51% and False Alarm Rate is 0.14. 
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Mehrnaz Mazini Et.al[11] proposed a new reliable hybrid method for an anomaly network-based IDS (A-NIDS) using artificial 

bee colony (ABC) and AdaBoost algorithms in order to gain a high detection rate (DR) with low false positive rate (FPR). For 

feature selection they used ABC algorithm and AdaBoost algorithm is used to evaluate and classify the features. The authors 

simulated the proposed method using NSL-KDD and ISCXIDS2012 datasets. The experimental results showed better 

performance than some SVM and Decision Tree based methods. 

 

Praveen Kumar Rajendran, M. Rajesh and R. Abhilash[12] designed an Hybrid Intrusion Detection algorithm for private cloud. 

The algorithm scans the incoming data and checks it with the predefined one. 

The authors implemented the work in .Net Environment. 

 

 

 

V. DATA SETS USED FOR EXPERIMENTS 

 

 There are numerous data sets available for experimenting intrusion detection. Most of the authors used KDD-99 data set for 

experimental analysis. However this data set has several shortcomings. A new version of KDD data is also available now. NSL-

KDD is a data set suggested to solve some of the inherent problems of the KDD'99 data set.  
 

Statistics of redundant records in KDD training data are shown bellow. 

 

 Original 

Records 

Distinct  

Records 

Reduction 

Rate 

Attacks 39,25,650 2,62,178 93.23% 

Normal 9,72,781 8,12,814 16.44% 

Total 4898431 10,74,992 78.05% 

 

The NSL-KDD data set has the following advantages over the original KDD data set [Canadian University of Cyber Security]: 

• The training data does not include redundant records.   The classifiers will produce more accurate results because of 

less or no redundant records. 

• The performances of the learners are not influenced by the methods which have better detection rates on the frequent 

records. This is because of no duplicate records in the proposed set. 

• The number of records at different levels are inversely proportion to the percentage of original records in the KDD data 

.Because of this the classification rate for different algorithms vary in a wider range. 

• The number of records in the train and test sets is suitable to run the experiments rather than randomly selecting a small 

portion of data. Due to this  results of different research works will be consistent and comparable. 

 

 The data contains different simulated attack records. The simulated attacks fall into the following types. 

• DOS(Denial of Service Attacks) : This type of attack creates un availability of resources for the legitimate users. Ex : 

Smurf , teardrop, Neptune. 

• Probe-Attack: In this type of attack intruders are intended to acquire the information of the target network resource 

from a source that is external to the network. Ex: ipsweep, mscan,saint.etc. 

• U2R(User to Root) attack: The intruders login with a normal user account and attempts to exploit vulnerabilities in the 

machine in order to gain super user privileges. 

• R2L(Root to Local)attack:  This type of attack is application specific. The R2L attacks can be ftp_write, 

guess_pswd,imap etc. 

 

Most of the Researchers carried out the experiments using the WEKA tool to test the effectiveness of classification algorithms. 

The following table shows accuracy in detecting normal and attack network flows by using J48, SVM and NaiveBayes. 
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VI. CONCLUSION 

 

In this paper we introduced an overview of the different type of intrusion detection systems and how data mining classification 

methods are helpful in intrusion detection. Each classification method has its own advantages and disadvantages. We focused on 

only classification methods used by different authors and researchers, though there are so many methods used for intrusion 

detection 
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