
 Analysis on Blockchain in Internet of Things for 

Building Smart Cities 
 

Kavya Krishnan R
1
, Clara Kanmani A

2
 

Dept. of Computer Science & Engineering, New Horizon College of Engineering 

Bangalore, India. 

kavyarpillai95@gmail.com
1 

claraka@newhorizonindia.edu
2

        Abstract—The blockchain innovation has reformed the 

digital  money with the pioneering platform called Bitcoin. The 

blockchain which is capable of maintaining logs of transaction 

that happens in a network. In the current years this technology 

has been applied everywhere one such being the Internet of 

Things (IoT). Hence in this paper a survey on different 

application and how blockchain are being used in Internet of 

Things to build smart cities are studied 
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I. INTRODUCTION 

 

The ideology behind blockchain had come into existence 

when there was in need to implement a system without being 

timestamp getting tampered. The first block concept was 

designed by Satoshi Nakamoto by using  hash case method to 

add block to the chain without being required to sign.Hence a 

blockchain can be defined as an arrangement of series of data 

that is overseen by a cluster of computer and does not belong 

to a single entity and each block of information are bound to 

one another by a cryptographic standard. A block chain has no 

central authority hence the shared information can be used 

everyone as it exhibits a transparent behaviour. 

 

 
Fig 1: Blockchain 

A blockchain is a simple way of passing information from one 

to another. Once when the blocks are gathered then those are 

checked by many and are added to the chain. When a new 

transaction is initiated then nodes execute an algorithm in 

order to validatethe history of each block. If most of the node 

accept the signature and history then a new block is added to 

the chain else it gets denied. Blockchain has 3 main pillars 

which are as follows: 

 

1. Decentralization: Earlier when centralized services were 

used a single entity had controlled over scenario like in the 

client server model as shown in the figure 2. Decentralization 

had overcome centralization were information is not stored 

under an individual entity, instead all in the network could 

share the information. In decentralization a direct access to 

information was given without an intermediate support. 

 
Fig 2:Client server model 

 

2. Transparency: In blockchain privacy of an individual is 

secure as the personal identity of an individual is hidden 

instead a complex cryptographic representation is available to 

the public as shown in figure 3. Hence this adds an additional 

level of accountability to bigger institution. 
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Fig 3: Representation of transaction 

3. Immutability: Once when the information is entered in to 

the context of blockchain then it is not possible to damage the 

data. 
 

II. APPLICATIONS OF BLOCKCHAIN  
 

A. Financial Companies 
 

Blockchain allow financial industries to drastically optimize 

their business process, blockchain are reshaping the budgetary 

administration scenes. Existing methods are crashing out by 

the introduction of blockchain methods and hence provide an 

improved workflow and secure methods. 

 

B. Government Sector 

 

Blockchain provide a numerous applications in government 

where it is used to prevent tax fraud improve in deliver 

services etc. It also provides government a strong use in 

various sectors like healthcare to social security. Blockchain 

could conceivably mitigate populaces worldwide from high 

tax assessment and smooth unsettled connections, ingraining 

trust through another sort of innovative foundation that is 

decentralized and self-sufficient. 

 
C. Healthcare 

 

When a community is healthier, then it can be tagged as 

developed. Exceedingly productive blockchain-based 

applications and prepared to be sent to rethink how medicinal 

services establishments work from National Healthcare 

Systems to privatized clinics. Not exclusively can coordinate 

medicinal services intercessions be improved, so can remedy 

consistence and human services protection models. 

 

D. Identity 

 

Banking, medicinal services, national security, citizenship 

documentation, web based retailing, all require character 

validation and approval. I.D. Confirmation is a procedure 

unpredictably woven into business and culture around the 

world. Because of the absence of basic cognizance and 

frequently unchecked the internet of individual data, Identity 

with regards to innovation is confronting huge obstacles. 

Occasions, for example, hacked databases and broke records 

are revealing insight into the developing issues of an 

innovatively propelled society, without altogether outpaced 

personality based security advancements. 

 

Blockchain-based confirmation frameworks are established 

with respect to evident personality check utilizing advanced 

marks dependent on open key cryptography. In blockchain 

personality confirmation frameworks, the main check 

performed is: was the exchange marked by the right private 

key? The cryptography enables us to surmise that whoever 

approaches the private key is the proprietor and the careful 

personality of the proprietor is considered insignificant inside 

the parameters of this verification convention. 

E.Insurance 

 

Blockchain Technology (called Distributed Ledger 

Technology (DLT)) thinks about the entire assurance industry 

to radically improve business frames by sharing data in a 

profitable, secure, and direct way. Protection offices and fetch 

new organizations are starting to use blockchain stages to 

envision deception, track records, and robotize shapes. This is 

just an audit of what is to come in the next decade for 

blockchain applications in security. 

 

F. Money 

 

From a technology perspective, existing monetary systems 

require paper-based cash or utilizing a private third party 

service to support global transactions. From an economic 

perspective, holders of government issued currencies are 

required to trust centralized authorities that overall monetary 

valuations will remain stable and that online transfers or 

holdings cannot be seized. 

 

Cryptographic computerized monetary standards use 

cryptography and blockchain advances to furnish anyone with 

a web association, with worldwide, about moment, and 

frictionless cash. This is conceivable by utilizing propelled 

encryption and blockchain advancements to give a strong and 

secure system of cash the board. 

 

G. Music 

 

By using blockchain innovation and smart contracts to make a 

comprehensive and precise decentralized database of music 

rights, the likelihood for momentary and absolutely 

straightforward transmission of craftsman eminences, 

including continuous circulations to co-authors, makers, 

innovation accomplices, distributers, and even marks is 

presently a probability. 

 

H. Real Estate 

 

Blockchain innovation can assume an especially noticeable 

job in property title management, giving improved property 

possession record following, and improve efficiencies for title 

organizations, title insurance agencies and all habits of 

information recovery administrations with workers who trek 

to town, district, and state government workplaces to pull data 

from paper documents. 
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I.  Supply chain 

 

Dealing with the modern regularly worldwide, supply chain is 

a progression of serious procedures that require ideal 

arrangement between many moving parts and performing 

artists. Connecting and making the connections to convey 

products and ventures looks considerably more like a web 

than a chain in this smaller world. 

Blockchain-based inventory network arrangements are 

changing the manner in which enterprises work together by 

offering start to finish decentralized procedures by means of 

the conveyed and computerized open record. 

 

III. BLOCKCHAIN IN IOT 

 

As per Cisco, 50 billion gadgets are because of come online 

by 2020. With such a significant number of associated gadgets 

all sending, accepting and handling directions to turn on, dial 

down and climb, the sheer measure of information because of 

please stream could accompany remarkable expenses. 

 

Blockchain innovation can be utilized in following billions of 

associated gadgets, empower the preparing of exchanges and 

coordination between gadgets, take into account noteworthy 

investment funds for IoT industry producers. This 

decentralized methodology would take out single purposes of 

disappointment, making a stronger biological system for 

gadgets to keep running on. The cryptographic calculations 

utilized by blockchain, would likewise make purchaser 

information increasingly private. The advantages of 

decentralizing IoT are various and remarkably better than 

current brought together frameworks. 

 

IV. RELATED WORK 

 

In paper [1] it proposes a blockchain based security structure  

to empower secure information correspondence in a smart 

city.The primary favourable position of utilizing blockchain is 

that it is strong against numerous threats.Further, it gives 

various featuresfor example, improve quality, better 

adaptation to non-critical failure ability, quicker and 

productive task, and adaptability.In this way, coordination of 

blockchain innovation with gadgets in a smart city will make a 

typical stage where all gadgets would probably impart safely 

in a conveyed condition. 

 

The paper plans a smart region model that is the progression 

important to construct a Smart City utilizing new innovations 

and the job of a productive vitality the executive’s framework 

coordinated into a stage dependent on an IoT and BC 

approach for a replicable model [2]. 

 

In paper [3]propose the diverse components of smart home 

dimension. Each smart home is outfitted with a continually on 

the web, high resource device, known as "miner" which is 

capable of handling communication in and out of home.The 

miner likewise spares a private and secure Blockchain, used 

for controlling and inspecting trades. it is examined this 

proposed Blockchain-based smart home framework is secure 

by inside and out separating its security with respect to the 

focal security targets of grouping ,decency, and openness. 

 

In paper [4] it is discussed how Internet of Things and 

Blockchain can help in bringing a shared economy to build 

various applications. 

 

Paper [5]proposes a lightweight BC-based plan for IoT that in 

every practical sense abstains from the overheads of great BC, 

while keeping up a substantial segment of its security and 

insurance benefits. IoT gadgets benefit from a private 

unchanging record that demonstrations like BC yet is overseen 

halfway, to advance vitality utilization. High asset gadgets 

make an overlay system to actualize a freely open 

appropriated BC that guarantees start to finish security and 

protection.This design utilizes conveyed trust to diminish the 

block approval and handling time. This method is 

investigatedin a brilliant home setting as an agent contextual 

investigation for more extensive IoT applications. Simulation 

assessment of the design under normal risk models features its 

effectiveness in giving security and protection to IoT 

applications. 

 

It is examined how a blockchain framework can help in 

verifying the arrangement of updates for IoT gadgets. It was 

noticed that, by structure, a blockchain drastically improves 

update accessibility, due to the perseverance and DoS hazard 

relief properties, proposition to limited to (I) permit broad 

update harmlessness checking, by depending on believed 

performing artists like national cybersecurity organizations; 

(ii) monitor forward-thinking gadgets; (iii) distinguish 

conceivably malevolent gadgets or producers, subsequently 

giving a structure square to responsibility. Figure 5 show the 

blockchain update architecture [6]. 

 

 
Fig 4: Blockchain update architecture 

 

In paper [7], it introduce a new model wherein a application 

domain is used to control the access framework domain  
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Fairaccess and  also structure influences the consistency 

offered by blockchain-based  digital forms of money, like an 

example, bitcoin to give a more grounded and straightforward 

access control apparatus. 

 

 

In [8] was to investigate variation particulars and highlights of 

IoT frameworks, alongside the effective motivating forces for 

using them. Since the achievement of the IoT substructures 

can empower a volume of chances for smart urban areas, first, 

the most imperative research inspirations were communicated 

and a while later, a few principle and accommodating 

applications clarified. It was represented how every day 

exercises could be broadened and improved through utilizing 

them.and the difficulties emerging from actualizing the IoT 

framework were concurring. 

 

Paper [9] presents a complete overview on the blockchain and 

an outline of the blockchain innovations including blockchain 

engineering and key attributes of the blockchain. Which point 

about the ordinary agreement calculations utilized in the 

blockchain. . Besides, show a few difficulties and issues that 

would ruin blockchain advancement and abridge some current 

methodologies for fathoming these issues. 

 

Paper [10] proposed a mobile edge computing -based sharing 

economy framework, which use the Blockchain and off-chain 

system to store changeless records. With the help of this 

proposed AI foundation, a future smart city can offer digital 

physical sharing economy benefits through IoT information. 

By utilizing smart work, the structure can offer complex 

spatio-transient administrations to a worldwide dimension 

without requiring a focal verification expert.  

 

V. CONCLUSION 

This paper focuses on different applications of blockchain 

in recent years and how blockchain are used in Internet of 

Things to build smart cities are studied. 
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