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Abstract— With the growing needs of cloud data outsourcing, there is a growing awareness and usage of cryptographic techniques to 

protect the data at rest. Cryptography is proved to be a robust mechanism to secure the senstive data. It is the art of disguising data 

in order to share it through the in secure channel. Several cryptographic algorithms are available today; everything is having its own 

strength and weakness. This paper presents a brief overview of improved novel hill cipher technique and discussed about the 

performance consideration related to the usage of the technique in the cloud based applications and services that require data 

confidentiality and integrity. 
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I. INTRODUCTION 

 A Hill cryptosystem is a symmetric key technique which splits the plain text into a block of letters of a fixed size and 

then each block is converted into a disparate blocks of letters [1]. The Hill cryptosystem accomplishes the encipherment by 

using matrix multiplication method. Also, it uses the tedious Inversion operation to obtain the key metrics for decipherment. 

The linear algebra based Hill technique which offers good dispersion and performs C = K × P (mod m), where C represents 

cipher text, K represents a key matrix and P represents the text to be encrypted respectively. The main glitch of Hill 

cryptosystem is obtaining the key for encryption. 

 

 If there is a problem in the key matrix generation, the Key matrix for the decryption of the text becomes problematic. 

If there is randomness in choosing the key matrix, sometimes it provides the difficulties to generate appropriate encryption key 

matrix using one or two runs. The proper deterministic method is not available for the key matrix generation. In order avoid 

these hiccups, we designed an improved algorithm based on the unification traditional Hill cryptosystem with number theory. 

INHC provides the different flavour to the Hill cryptosystem using Galois field for key generation and encoding based on the 

random character lookup table (RCLT).  

 

 Evaluation of the proposed technique is performed using two approaches, that is, through comparative study and 

statistical analysis. Comparative study proves that INHC is resistant to all attacks and does not include tedious inverse matrix 

operation for key matrix generation. Apart from this, the quality of the encipherment is measured by using the maximum 

deviation and correlation coefficient factors. The results from these two measures proved that INHC has better encipherment 

compared to the existing techniques. 

II. LITERATURE REVIEW 

The vulnerability to cryptanalysis has reduced this system to be impractical. Several researches offer their pioneering thoughts 

to improve the strength of the basic Hill  cryptosystem.  The following are the some of the existing Hill cipher based 

cryptographic.   

 

Ismail, et al., [3] designed  a modified Hill cipher based on the  unit matrix as a key to encrypt original text. In this 

algorithm, the encipherment of each plaintext block is done by using its own key. It is designed  to overcome the security issues 

of the core  Hill cryptosystem using  a secret initial vector. This vector is multiplied with a randomly selected initial key and the 

multiplication results will be a unique key which can be used for encipherment. This technique is known as HillMRIV.  Rangel-

Romero, et al., [4] designed a system to overcome some issues in the [3] but still vulnerable towards known plaintext attacks.  
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Yeh et al. proposed the scheme based two co-prime base numbers. The encipherment and decipherment in this scheme 

is time-consuming task and thwarts towards the known-plaintext attack.   Rushdi, et al., [5] designed a secure cryptosystem 

using non invertible matrices. In this system  each plaintext character is converted into two ciphertext characters. In the 

decryption, the process of converting  the two ciphertext characters into one plaintext character.  There is increased the 

computational complexity and computational overhead .There are other problems which caused the algorithm not suitable to be 

implemented. Saeednia[6] designed a technique based on the random permutation key matrix for enciperment and 

decipherment.  But it could not handle the known-plaintext attack problem as in  [3].   

Toorani, et al., [7]  designed a  variant of Hill cryptosystem known as affine Hill cipher. In this system, each plaintext block 

is encrypted using a random number which  increase the randomization of the algorithm and thus increased its strength towards 

common attacks. Although this  technique  suffers the same problem as Ismail, et al.’s algorithm.  

 

III. IMPROVED NOVEL HILL CIPHER TECHNIQUE 

  A data security issue in the cloud archive is an imperious aspect of sharing resources. The data transfer rate is not 

considered as the major factor. The main aspects is the security issues and how robust against the attackers. Intruders are 

becoming astute day by day to grab the sensitive data in the outsourced cloud. Cryptography is a secluded communication in the 

unrestricted domain. Copious attempts have been advocated and many technological developments have been established to 

remove insecurities. Yet there may be not trustworthy and host new issues from the perspectives of data correctness and 

security. 

 A cryptosystem should be secure even if the trespasser knows all the niceties about the system, with the exception of key 

information. After going into the actualities of the traditional cryptosystem, it is sturdily notice a need of a new powerful 

mechanism that would able to be strong enough to crack insecurities. We have reviewed the various traditional symmetric key 

algorithms and devise a new cryptographic technique  called as Improved Novel Hill cipher (INHC), which safeguards the data 

stored in the untrusted server. 

 

 An Improved Novel Hill cipher (INHC) [1], [5], [8] is a symmetric cryptosystem capable of encipherment to provide the 

confidentiality to the outsourced data.  INHC has the four phase  such as preliminary phase, RCLT generation phase, Key 

generation phase, encipherment and decipherment phase.  INHC is used to encrypt the data before the data is outsourced to the 

archive and decrypt the disguised data by the receiver after it is retrieved from the archive.  The file  to be outsourced is 

seperate into   blocks (i.e.) = {b1, b 2…b } where .   

The enciphering and deciphering the file blocks is done by 
                                                   (1) 

                                                                     (2)       

Where   is the key matrix generated using  

 11 =( *  (1,1 ) )  mod x,   12 = ( *  (1,2 ) ) mod x, 13 = ( *  (1, 3)) mod x ….    (3)       

In order to shield the data from the intruders,  the third level of wrapping is done by using the in-place matrix transposition by 

90o clock wise.  

IV. PERFORMANCE ANALYSIS 

 

Our proposed encipherment technique INHC consists of the number of phases such as  key matrix generation,  Metadata 

generation,  RCLT table generation,  Key exchange using RNS and CRT techniques and cipherment  phase and Auditing Phase.   

The proposed system also establish the the auditing scheme to provide the proof that the data in the outsourced server is 

trustworthy.  Now, in order to analyse the performance they need to be compared with the other existing algorithms. Usually 

performance analysis is done based on several metrics. Here we have considered the following metrics in to account for  

comparing the INHC cryptography with the existing cryptographic algorithms.   

  

A. Use of RCLT Technique 

 

Cryptography is defined to be the process of performing encipherment   which hides the original meaning of the message to 

be transmitted.  Original Hill ciphers were a type  block cipher which uses  integers  taken from the set {0,1,...,n−1}  and  the 

modular arithmetic to encrypt  the text.  While Hill cipher provides a notable improvement than other techniques, yet it suffers a 

lot from the known plaintext attack. So we propose the diffusion based RCLT technique to eliminate statistical relationships 

between the cipher text and the underlying plaintext.   

Based on random alphanumeric key, RCLT is constructed. The RCLT technique is the amalgamation of diffusion and 

confusion method.  The diffusion hides the relationship between encoded text and original text and confusion hides the 

relationship between encoded text and the secret key.  So the proposed system prevents the cryptanalyst to guess the plaintext or 

secret encryption key.  The proposed system which acts as a shield to safeguard  the original text against the attacks such as a 

brute force attack, known plaintext attack and chosen plaintext attack. 
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1 2 3 4 5 6 7 8 9 10 11 

I C E r a m 1 2 3 b d 

12 13 14 15 16 17 18 19 20 21 22 

F G H j k L n o p q S 

23 24 25 26 27 28 29 30 31 32 33 

T U v w x Y z 4 5 6 7 

34 35 36 37 38 39 40 41 42 43 44 

8 9 0 + - * / $ @ & % 

45 46 47 48 49 50 51 52 53 54 55 

! # blk , . ; : “ ? A B 

56 57 58 59 60 61 62 63 64 65 66 

D E F G H I J K L M N 

67 68 69 70 71 72 73 74 75 76 77 

O P Q R T U V W X Y Z 

78 79 80 81 82 83 84 85 86 87  

! ^ _ ‘ ( ) [ ] { }  

 
Fig(1) shows the RCLT tableau 

 

B. Key Exchange Scheme 

 

 The strength of the INHC is improved by avoiding a key matrix transfer through the network channels.   

Additionally, the communicating parties share a secret value, which is used to key matrix along with the Galois field.  The 

secret value is converted into the residue using Residue Number System (RNS) and send to the receiver.   RNS is given by 

n=(n1|n2|...|nk)RNS(P1|P2|...|Pk), where ni = n mod Pi and  i,j  Pi is relatively prime to Pj.. Instead of 

transferring the entire key information, only residue along with some value is send.  The receiver on the other side restores the 

key matrix using Chinese Remainder Theorem (CRT), used for decryption. CRT is given by:   Ai * Ti * ri mod M.             

 

C. Use of In place - Rotation scheme  

The Improved Novel Hill ciphers are hard to break because altering just a few letters in the original can result in a 

dramatic change in the cipher text. The other strength of this technique is that as user increase the size of the groups of letters, 

we can very quickly nullify any usefulness of frequency analysis in breaking the cipher. The main drawback in the existing 

system has to obtain the plaintext by discovering the decoding matrix simply by solving a system of linear equations. To 

overcome this, our improved version provides the strongest and doubly encrypting and scrambling the message using the 

number theory based concept. 

D. Comparisons of Avalanche effect 

 

This property refers to the slight change in the input causes a significant change in the output. This effect is calculated 

based on the following formula :avalanche effect= (no. of flipped bits in the ciphered text / no. of bits in the ciphered text) * 

100 %  The same set of input message and same key is supplied to various cipher technique and the following results are 

obtained after calculating the respective avalanche effects.  Thus we can visibly see that the proposed system has better 

Avalanche Effect than any of the other existing cryptosystem  and hence can be incorporated in the process of encryption of any 

plain text.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Fig (2) shows the avalanche effect of various technique 
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E. The Maximum Deviation Factor 

This  technique measures the excellence of encryption based on the deviation between the plaintext and cipher text. 

The fig (2) shows the deviation between the plain text and cipher text.  If the cipher text is deviated more from the plaintext, the 

encryption algorithm is high quality. Compute the sum of deviations, D between the plaintext graph and the cipher text graph. D 

may be 9158.  If the random string for RCLT generation is chosen with combination of alphabet, numerals and symbols, there 

may be high deviation D.  This can be done by the trapezoidal rule:   

 

 

 

 

 

 

 

 

 

 

 

 

                                                                        Fig(3) shows the deviation between the plain text and cipher text.   

F. The Correlation Coefficient Factor(CCF) 

The quality of the encryption is also measured based on the CCF metrics.  This measures the relationship between the 

plaintext and ciphertext.  In our proposed system, the Correlation Coefficient is small, because of the random table generation.  

This implies the quality of the encryption is high.  The CCF is measured by means of the following equation . The x and y are 

the numerical representation of the plain and the cipher text. 

 

 

V. CONCLUSION 

The proposed system is the improved version of the original hill cipher, known as INHC.  INHC techniques introduces a 

random key matrix  which is computed based on the random seed and the galois field.  The characters  are coded into the 

numerals based on the random RCLT tableau.  This significantly increased the strength  of the algorithm to withstand the 

various attack such as known plaintext  and ciphertext attacks.  There is no need to compute the inverse matrix operation as in 

the original Hill ciper technique.  It drastically reduces the computation overhead and same key is used for both encryption and 

decryption.  From the analysis, INHC does not any additonal operations, which definitel y more time saving factor.  Using the 

statistical analysis, we try to present the satisfactory results compared to the existing techniques. 
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