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Abstract— In this project, I demonstrate how the Blockchain technology can be integrated to the Supply Chain system and how the 

products can be tracked by the customer. For this I take the example of a Cheese Manufacturing unit that obtains milk from the 

dairy farm and then it’s converted to cheese in the factory. This entire process of getting milk from the dairy farm to the distribution 

of cheese to the retailer is recorded by the Inspector and entered into the Blockchain ledger. This ensures incorruptibility and this 

ledger can be viewed by the customer before purchasing the cheese. In this project I also demonstrate how the data once entered into 

the blockchain cannot be manipulated under any circumstances. 
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I. INTRODUCTION 

 

In today’s digital economy, there is an increasing demand for speed, efficiency, and most importantly trust. Establishing trust 

has traditionally not only required significant intermediaries that drive up the price of goods for consumers, but has also come at 

the cost of other objectives such as transparency, quicker transaction processing, and faster issue resolution. In the world of 

supply chain specifically, the challenges of trust, speed, and accuracy increase exponentially as more products, stages, 

geographies, and entities get added to the process. Due to the complexity and lack of transparency of our current supply chains, 

there is interest in how blockchains might transform the supply chain and logistics industry [3]. 

 

Blockchain technology is set to disrupt the supply chain by enabling the creation of an easily-accessible, tamper-proof and 

shareable single source of truth. This in turn will pave the way for process automation via smart contracts which will 

significantly reduce frictional costs and reduce risks, especially when paired with IoT acting as oracles [2]. 

 

As we move closer to globalization, the focus of getting products from manufacturers to consumers can be derailed in a 

number of ways from damaged products as they travel across continents and unethical practices to inefficient vendors and 

delays in customs clearance. The biggest roadblock to solving broken complex supply chains comes down to finding a way to 

consolidate data and processes across all the entities on the supply chain that traditionally work in silos.  

 

II. PROBLEM DEFINITION 

Managing today’s supply chains (all the links to creating and distributing merchandises) is extraordinarily complex. 

Depending on the product, the supply chain can span over hundreds of stages, multiple geographical (international) locations, a 

multitude of invoices and payments, have several individuals and entities involved, and extend over months of time. Due to the 

complexity and lack of transparency of our current supply chains, there is interest in how Blockchains might transform the 

supply chain and logistics industry. Blockchain can increase the efficiency and transparency of supply chains and positively 

impact everything from warehousing to delivery to payment. Chain of command is essential for many things, and blockchain 

has the chain of command built in [3]. 

 

III.  OUTCOMES 

The client-side of the system will be an application with a user interface that is integrated into an e-learning website or 

application. This application gathers the information from users, displays the information and provides the connection with the 

server.    

• Every transaction starting from the producer, manufacturer to the transportation is recorded on a block and across 

multiple copies of the ledger. 

• These ledgers are incorruptible and no tampering of data is possible.  

• Every block links to the one before it and after it hence ensuring security. 

• There is not one central authority over the blockchain, and it’s extremely efficient and scalable. 

• Blockchain can increase the efficiency and transparency of supply chains and positively impact everything from 

warehousing to delivery to payment. 
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IV.  REQUIREMENTS AND DESIGN 

 

• Processor - Intel core i5 

• Speed - 1.8 GHz 

• RAM - 256MB (min) 

• Hard disk - 10GB 

• Operating system - Windows 10 

• Programming language - JAVA 

• IDE - Eclipse neon  

• Front-end - Java swing 

• Back-end - MySQL database 

 

V. IMPLEMENTATION 

JDBC Connection 

 

import java.sql.Connection; 

import java.sql.DriverManager; 

import javax.swing.JoptionPane; 

try{ 

                    Connection conn = DriverManager.getConnection("jdbc:mysql://localhost:3306/knight","root",""); 

                    System.out.println("Connected"); 

                    String query="INSERT into DairyFarm (comments) values(?);"; 

                    PreparedStatement stmt = conn.prepareStatement(query);   

                    stmt.setString(1,value); 

                    int i=stmt.executeUpdate(); 

                    System.out.println("Comments recorded"); 

                    } 

 catch(SQLException e){ 

  System.out.println(e); } 

 

 

Front End 

 

Java Swing is a lightweight Graphical User Interface (GUI) toolbox that incorporates a rich arrangement of gadgets. It 

incorporates bundle gives you a chance to make GUI segments for your Java applications, and It is stage free. The Swing library 

is based over the Java Abstract Widget Toolkit (AWT), a more established, stage subordinate GUI toolbox. You can utilize the 

Java GUI parts like catch, textbox, and so forth from the library and don't need to make the segments sans preparation. Swing is 

a GUI widget toolkit for Java. It is part of Oracle's Java Foundation Classes (JFC) – an API for providing a graphical user 

interface (GUI) for Java programs. 

 

Swing was developed to provide a more sophisticated set of GUI components than the earlier Abstract Window Toolkit 

(AWT). Swing provides a look and feel that emulates the look and feel of several platforms, and also supports a pluggable look 

and feel that allows applications to have a look and feel unrelated to the underlying platform. It has more powerful and flexible 

components than AWT. In addition to familiar components such as buttons, check boxes and labels, Swing provides several 

advanced components such as tabbed panel, scroll panes, trees, tables, and lists. Unlike AWT components, Swing components 

are not implemented by platform-specific code. Instead, they are written entirely in Java and therefore are platform-independent. 

The term "lightweight" is used to describe such an element. 

 

    private void jButton1ActionPerformed(java.awt.event.ActionEvent evt) { 

        Container a = this.getContentPane(); 

        if(    jTextField1.getText().equals(df[4]) &&  

                jTextField2.getText().equals(df[0]) && 

                jTextField3.getText().equals(df[1]) && 

                jTextField4.getText().equals(df[2]) && 

                jTextField5.getText().equals(df[3]))  

            jPanel3.setBackground(new Color(102,255,102)); 

        else 

            jPanel3.setBackground(Color.RED); 

} 

The above code snippet demonstrates how the values of each field in the LedgerBlockFrame are checked with the values 

extracted from the database. The values are cross-checked and if any discrepancy occurs, the frame’s background is set to RED. 
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If no issues are detected, the frame’s background remains green indicating that no tampering of data has occurred. This is 

achieved with the ActionListener feature of swings.  

The Java ActionListener is notified whenever you click on the button or menu item. It is notified against ActionEvent. The 

ActionListener interface is found in java.awt.event package. It has only one method: actionPerformed(). The actionPerformed() 

method is invoked automatically whenever you click on the registered component. 

 

Back End 

 

Java is a general-purpose computer-programming language that is concurrent, class-based, object-oriented, and specifically 

designed to have as few implementation dependencies as possible. It is intended to let application developers "write once, run 

anywhere" (WORA), meaning that compiled Java code can run on all platforms that support Java without the need for 

recompilation. Java applications are typically compiled to "bytecode" that can run on any Java virtual machine (JVM) 

regardless of the underlying computer architecture. The language derives much of its original features from Smalltalk, with a 

syntax similar to C and C++, but it has fewer low-level facilities than either of them. As of 2016, Java was one of the most 

popular programming languages in use particularly for client-server web applications, with a reported 9 million developers. 

Java was originally developed by a Canadian James Gosling at Sun Microsystems (which has since been acquired by Oracle) 

and released in 1995 as a core component of Sun Microsystems' Java platform. The original and reference implementation Java 

compilers, virtual machines, and class libraries were originally released by Sun under proprietary licenses. As of May 2007, in 

compliance with the specifications of the Java Community Process, Sun had relicensed most of its Java technologies under the 

GNU General Public License.  

The latest version is Java SE 12, released in March 2019. Since Java 9 is no longer supported, Oracle advises its users to 

"immediately transition" to Java 12. Oracle released the last public update for the legacy Java 8 LTS, which is free for 

commercial use, in January 2019. Java 8 will be supported with public updates for personal use up to at least December 2020. 

Oracle and others "highly recommend that you uninstall older versions of Java ―because of serious risks due to unresolved 

security issues. 

 

Hash Module 

 

To calculate cryptographic hashing value in Java, MessageDigest Class is used, under the package java.security. 

MessageDigest Class provides following cryptographic hash function to find hash value of a text, they are: 

1. MD5 

2. SHA-1 

3. SHA-256 

This Algorithms are initialize in static method called getInstance(). After selecting the algorithm, it calculates the digest 

value and return the results in byte array. BigInteger class is used, which converts the resultant byte array into its sign-

magnitude representation.  

public static String applySha256(String input){  

   MessageDigest digest = MessageDigest.getInstance("SHA-256"); 

   byte[] hash = digest.digest(input.getBytes("UTF-8")); 

   StringBuffer hexString = new StringBuffer(); 

   for (int i = 0; i < hash.length; i++) { 

    String hex = Integer.toHexString(0xff & hash[i]); 

    if(hex.length() == 1) hexString.append('0'); 

    hexString.append(hex); 

   } 

   return hexString.toString(); 

  } 

 

VI.  RESULTS AND DISCUSSIONS 

 

The data entered by the inspectors into the ledger cannot be manipulated or tampered with. This ensures security and 

incorruptibility of the data block in the ledger. An instance of the same is demonstrated in the figure below where the blocks are 

generated with all the information of the hash, timestamp, nonce and the data. 
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Fig 5.6 Ledger Block (before manipulation) 

 

 
 

Fig 5.7 Ledger Block (after manipulation) 

 

 

 

   The above figure demonstrates how if anybody tries to tamper with the details enters into the ledger, the block turns from 

green to red and the blocks have to be re-mined under the principle of blockchain. The comparison proves that the proposed 

method is effective in handling counterfeiters. 

 

 

 

 

 

 

 

 

 

ISSN NO: 0972-1347

http://ijics.com474

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 6, Issue 5, May 2019



 

VII. CONCLUSIONS 

 

Supply chain industry is increasingly relying on technology to improve their processes, cut costs and increase transparency. 

Blockchain technology could be a solution to many of their industrial issues. Implementing blockchain technology in the field 

of supply chain & logistics could relieve them with a number of problems related to cargo insurance, currency risk, liability for 

goods damaged during transportation and so on. With more big giants utilizing the technology and exploring more implications 

of how it can be successfully implemented is still being explored. 

Adopting the blockchain technology in merchandize tracking has many benefits including Trackability & Transparency, 

Security, Saves Cost and Time and also provide Accessibility by storing their product origin, place of storage, authenticity, 

product certificates and record, etc. on a single ledger. We can also integrate blockchain with IoT and automate many of the 

processes involved in the tracking. Usage of smart contracts will enable companies to automate their purchasing process, which 

leads to cutting costs and saving time. Smart contract will also improve the transaction flow and security in the supply chain. 

In this project, I have demonstrated how the concept of merchandize tracking can by achieved by using the blockchain 

technology. And also, how the data entered into the ledger cannot be manipulated or changed under any circumstances by 

anyone. The blockchain technology ensures this without any potential downsides. 
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