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Abstract — In the social network world, videos data are stored by data owner in cloud storage. The applications are telemedicine 

health care system, video surveillance system, Internet video streaming, etc. These data are later accessed and also shared by the data 

owner to others. There are chances to access the digital data from the storage by illegitimate users. This situation leads to 

unauthorized data access because of no provision for data security and also no mechanism to check whether the user is a legitimate or 

illegitimate user. So it is essential to store the video data as encrypted video data. Various security algorithms such as Data 

Encryption Standard (DES), Triple DES, Advanced Encryption Standard (AES), Rivest Cipher 4 (RC4) and Blowfish exist and 

applied in encrypted data storage. The experiment is conducted for implementing the encryption algorithms using Python language. 

The comparison made on these algorithms by encrypting the video data and results are compared graphically and also comparison 

repeated for different size of video data. The result showed that the Blowfish cryptographic algorithm takes lesser time to encrypt and 

decrypt the video data as compared to DES, AES, Triple DES, and RC4. 

  
Keywords— Cloud Video Storage, Encrypted Video Storage, Security Algorithm, Efficient encryption for data storage, comparison of 

Encryption Algorithm. 

1. INTRODUCTION 

Due to social networked digital data impact, the storage used for videos is growing enormously. The social media user’s 

video data are stored in cloud storage as user generated content (UGC). Later the stored videos are accessed and also shared 

with other users using the social networking Services (SNS). The video data are stored as it is in the storage cloud. The stored 

data could be hacked through attack mechanism and illegitimate users again the access. This leads to data leakage.   

A. Data security using cryptography 

The cryptographic algorithms are used to encrypt the data before store it in storage.  The cryptography algorithms are 

classified into public-key cryptography, private-key cryptography, and hybrid- key cryptography [1]. Fig. 1 shows the types of 

cryptography algorithm and their subtypes. The public-key cryptography is the one in which there are two keys, namely public-

key and private-key.  

 

Fig. 1 Cryptography algorithms 
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In public-key cryptography the encryption process uses one key and it is called public-key and in the decryption process it 

uses another key and it is called private-key. The public-key cryptography is further classified into RSA algorithm, Digital 

Signature Standard (DSS), Diffie Hellman Key Exchange (DHKE) and Elliptic Curve Cryptography (ECC). Here the RSA and 

ECC algorithms are used for secure data transmission with encryption and decryption processes in sender and receiver side 

respectively. The DHKE is used for exchanging the secret-key between two users for data transmission. The DSS is used for 

generating the digital signature for authentication purpose.  

The private-key cryptography is that the encryption and decryption use the same key and it is called private-key. The 

private-key cryptography is divided into two types namely, block cipher and stream cipher. The block cipher is the 

cryptographic algorithms in which the size of plaintext or ciphertext is always a fixed size of blocks of data. In the case of the 

stream cipher, the plain or ciphertext size varies. Some of the examples for block cipher are AES, DES, Triple DES, and 

Blowfish. An example of stream cipher algorithm is RC4. 

The hybrid-key cryptography is the one in which both public and private-key cryptography is used for encryption and 

decryption processes. An example of hybrid-key cryptography is DNA cryptography. The biological complexity of DNA is 

used for DNA cryptography. The components used for DNA cryptography from DNA are Adenine, Cytosine, Guanine, and 

Thymine. The computational task is taking more time in public key cryptographic technique than private key cryptographic 

technique. Many of the commercial applications like Bank, Finance sector, Security concerns, etc are using the only private key 

cryptographic technique.  

B. Encryption in security 

Encryption is the process of converting the given plaintext into ciphertext and also called scrambled text provided a key for 

encryption. Usually, the encryption function is applied at the sender side of secure data transmission.  

 

 

 

 

Fig. 2 Encryption process 

The encryption process is showed in Fig. 2. The encryption function takes the plain text and key then produces the 

ciphertext. The encryption function is represented by equation (1). Here, CT is the Cipher Text, PT is the Plain Text, K is the 

Encryption Key and ENC() is the Encryption function. 

     …………………………… (1) 

C. Decryption in Security 

Decryption is the process of converting the ciphertext into plain text provided key for decryption. The decryption function is 

applied at receiver side or secure data transmission. The decryption process is showed in Fig. 3. The decryption function takes 

the cipher text and key as input then produces plain text as output.  

 

 

 

 

Fig. 3 Decryption process 

 The decryption function is shown in equation (2). Here, PT is the Plain Text, CT is the Cipher Text, K is the decryption 

key and DEC() is the Decryption function.  

     …………………………… (2) 

To store the data securely in storage, choosing an appropriate security algorithm is important. This paper is further discussed 

comparison of various private key cryptographic algorithms to choose efficient private key cryptographic algorithm for 

encrypted video storage. 
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2. RELATED WORK 

There are many applications oriented works were carried out on video storage and encrypted video storage. They are 

categorised as approaches for video data storage, cloud video data storage, protection against the video data leakage, 

cryptography algorithm types, comparison of security algorithm, Model architecture for secure mechanism, Video data 

encryption using different approaches used for video data encryption and decryption.  

A. Various approaches for video data storage 

There are various approaches are followed to store and share the video data. The Coordinated Live Streaming and Storage 

Sharing [2] were proposed for live streaming and storage sharing. The highlights of coordinated live streaming are streaming 

quality, robustness and scalability. The bandwidth requirement is more for live streaming and storage sharing.  A low power 

Motion Estimation algorithm [3] was proposed for high definition video storage based consumer application. The advantage of 

this approach is the compressed video data storage and disadvantage is the computation power for compression. Other work 

related to video storage was the Graph matching for scene video text tracking [4]. Using the content information utilization the 

same object mismatch on different frame is reduced.   

B. Cloud video storage 

There are many applications which are used for cloud video storage to achieve the distributed video data accesses. The 

moving data-intensive application to the cloud file system [5] was proposed for cloud video storage. In this work, the 

optimization of video data access is achieved to reduce the cost for cloud storage. A segment based data for multi-version video 

data storage [6] was proposed for cloud video storage. As per the video popularity the video is spitted into segments. Further the 

segmented videos are compared using trans-coding weighted graph to make relationship among segmented video. Later the 

segmented videos are optimized using a heuristic divide-and-conquer algorithm. Automatic video data remixing [7] was 

proposed for cloud video data storage. The UGC are intelligently processed to make remixed video using minimal user effort. 

The key requirement parameters such as storage and user density of the system can also be optimized to reduce the need.  

C. Protection against the video data leakage 

There are tremendous applications accessing the video data for intended usage and protecting against the video data leakage. 

The mobile cloud based secured sharing and search in real time video data [8] was proposed for protecting the video data from 

data leakage.  With 5G technology, the user of cloud storage could share the video data to intended users and such a video data 

cannot be compromised with unintended users. The asymmetric [9] water marking security was proposed for protection of 

video data. The copy right of video data is ensured with the Kerckhoff's principle and this concept over the classical encryption 

algorithm.  

D. Comparison of security algorithms 

Table I lists the different private key cryptographic algorithm working mechanisms, major applications and the highlight of 

each algorithm. This private cryptography review clearly states that Blowfish security algorithm is a widely used algorithm and 

the computational task of Blowfish algorithm is simple and more complex for reverse process for attacker perspective 

TABLE I  

COMPARISON OF PRIVATE KEY CRYPTOGRAPHY ALGORITHMS 

Algorithm Applications Basic Network Highlights 

Blowfish IoT Security, WSN data security, 

Medical Data Security, 

Multimedia data security and 

VLSI chip processor security 

Feistel network Strong security with low 

mathematical computation for 

encryption and decryption 

AES IoT security, medical data 

security, WSN security and SMS 

security  

Substitution and 

permutation network  

Computation in encryption 

task is more time consuming 

than Blowfish and easy to 

find key for decryption 

RC4 Medical image security, SMS data 

security and IoT data security 

Unbalanced Feistel 

network  

Vulnerable to attacks and get 

original data 

DES Cipher text with noise information 

and cryptography processor  

Balanced Feistel 

network 

More computation time to 

encryption and decryption 

Triple DES Cryptography processor and 

infection method noisy data 

Feistel network More computation task as 

compare to DES algorithm 
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E. Model architecture for secure mechanism 

To attain the security and activity pattern, the following model architecture shown in Fig. 4 will be implemented for 

collecting data and transmitting over communication line in any real-time application with distributed environment and 

protecting from various security attacks.  

 

Fig. 4 Architecture for secure mechanism 

The working mechanism of Fig. 4 is explained as follows. The component of this model is Distributed Network Owner, 

Authentication and Key Distributed System and Encrypted Storage. The initial assumption is that distributed sensors collected 

data are encrypted with respective session keys from key distributed system and stored in encrypted storage.  

The Network Owner (NO) is able to access the stored data by sending request to authenticate and key distribution system 

communication line 1. The authentication and key distributed system will check the distributed owner authentication credential 

and send response to NO if credential is authenticated using communicator line 2; otherwise the permission will be denied. The 

function of authentication and key distributed system as follows: Whenever NO requests, it will check credential and grant 

permission further and other functionality of this component is issuing session key for decryption when NO gets encrypted data 

from encrypted storage. Now the NO will send secure query request to encrypted storage using communication line 3. The 

encrypted storage once receives the  secure query from NO, will identify the correct query result without decryption and in turn 

encrypted storage will send key request to authentication and key distributed system for right key using communication line 4. 

Then the authentication and key distributed system sends the decryption key to storage owner over communication line 5. 

Finally, the encrypted storage server will respond to the query to NO along with decryption key. The NO decrypts the received 

query response for data access. Table II describes the communication lines activities from Fig. 4. 

TABLE II  

SECURE MECHANISM AND ACTIVITY PATTERN'S FLOW 

Communication 

line 
Description 

1. Request for 

Verification 

To check the originality of encrypted data, the NO requests for 

authentication and key distributed system over communication line 

1. 

2. Response for 

Verification 

The authentication and key distribution system will send the 

response over communication line 2 after validating the NO's 

identity otherwise, denies the request. 

3. Secure Query On successful verification the NO sends the secure query to 

encrypted storage unit over communication line 3. 

4. Key Request The encrypted storage receives the query request and sends a request 

for authentication and key distribution system for getting 

corresponding owner decryption key by communication line 4. 

5. Key Issue  The authentication and key distribution system sends respective 

decryption key over communication line 5. 

6. Response to Finally, the encrypted storage sends response data for secure query 

3 6 5 4 

1 

2 
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Query and a corresponding key for decryption in communication line 6. 

 

F. Video data encryption using different approaches   

The encrypted data is providing the security for the data against the attack while data are shared and accessed.  The data 

hiding in encrypted H.264 video streams [10] was proposed for providing the security and privacy in video data. In this work a 

novel scheme of data hiding is carried out in the encrypted version of video stream. The procedures of the data security are data 

encryption, data hiding and data extraction. Securing multimedia content using joint encryption and compression [11] was 

introduced for data security. In this work an approach to reduce the computational cost of multimedia encryption is carried out 

also preserving the properties of compressed video. Encrypted network caching using secure and efficient video delivery [12] 

was introduced for encrypted data security and streaming. The network videos are chunked and encrypted then it is streamed. 

The advantages of this technique are efficiency, security and effectiveness.   

Selective I and P Frames encryption using AES block cipher algorithm [13] was proposed for encrypting the video data. In 

this work, the selective I and P frame encryption performed along with the encoding technique.  The video data encryption using 

DES block cipher algorithm [14] was introduced for secure video data and video data mining. The cryptographic algorithms like 

DES, RC4, RSA and Blowfish algorithm are used to encrypt the video data for data minding. The non real image encryption and 

stegnography [15] was introduced for securing the image data. In this work, the images were encrypted using Blowfish 

algorithm and result showed that Blowfish block cipher algorithm performed the encryption faster manner.   

G. Video data encryption issues 

The challenging task of encrypted video data storage is the time consumption in plain video into encrypted video 

conversion. There are various public key and private key cryptographic techniques are used in encrypted video storage. It is the 

necessity to compare the different cryptographic algorithms time consumption while performing the encryption and decryption 

processes.   

3. PROPOSED SYSTEM 

The Fig. 5 shows the conversion of massive video data into encrypted video data. The components are massive video data 

storage, Blowfish encryption algorithm working mechanism and Encrypted video data. The frames of the video data are 

encrypted using blowfish algorithm one by one till the end of the frame in the video. This process is repeated on the new arrival 

video in the massive video storage.  

 

Fig. 5 Encrypted video storage conversion 

A. Blowfish cryptographic algorithm 

The Blowfish algorithm is comparatively less time consumption for encryption and decryption and more time is needed for 

malicious users to crack it. So that is the sturdy for introducing the Blowfish algorithm for WSN secure data transmission. The 

blowfish algorithm was introduced [16] and [1]. Let us consider the Blowfish algorithm’s working mechanism. The Blowfish 

algorithm uses the 64 bits data and it uses the feistel network for 16 round functions and a round function is shown in Fig. 6. 
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The single round function consists of key whitening, applying S-box, EXOR with F function and swapping of output. The 

algorithm consists of key expansion and data encryption. The key expansion is the use of the key size of 32 bits to 448 bits and 

it is expanded in to several sub-key arrays. The sub-key array consists of 18 P arrays and each P array is 32 bit sub-keys.  This 

key expansion also has four 32 bits S-Box and has 256 entries.  

 

 

Fig. 6 Round function of Blowfish algorithm 

The data encryption uses the 64 bits data and it divides the 64 bits into 32 bits halves each. Then it is applied to Feistel 

network and finally gets 64 bits output. The actual round function in this algorithm divides the 32 bits data of each halve. The 

divided 32 bits is further divided into 8 bits. This each 8 bits set is put inside the S-box and produces the 32 bits as output. The 4 

S-box produced output further performs addition followed by XOR and following the addition again and finally produces 32 

bits as output as shown in Fig. 6.  

B. Comparison of various cryptographic algorithms for video data encryption 

Various security cryptography algorithms were discussed for security practices [2] and RC4 algorithm was discussed [17]. 

These cryptography algorithms were used in encryption and decryption functions for secure transmission of data from source 

node. So choosing the cryptography algorithm is generally of less time consumption for encryption and decryption processes 

and more time consumption for cracking the algorithm. Since the network is the WSN and each node having limited energy, 

energy consumption is also a factor to choose the cryptography algorithm for encrypting the data at sensor nodes and the energy 

consumption is directly proportional to the time consumption of encryption and decryption processes. Table III lists various 

private key cryptography algorithms types such as AES, DES, Triple DES, Blowfish and RC4 along with their structure, key 

size and number of round details.   

TABLE III  

COMPARISON OF PRIVATE KEY CRYPTOGRAPHY ALGORITHMS 

Algorithm Structure Key size (in bits) No. of Rounds 

AES Substitution permutation network 128, 192, 256 10, 12, 14 

DES Balanced feistel network 56 16 

Triple DES feistel network 112,168 48 

Blowfish feistel network 32 to 448 16 

RC4 Unbalanced feistel network 80 32 

The mathematical structure used in AES is substitution and permutation concepts and key size is always different. For 

example, if the key size is 128 bits, then the number of times the substitution and permutation is performed for 10 rounds. If the 

key size is 192, then the substitution and permutation is performed for 12 rounds and for key size 256 the substitution and 

permutation is performed for 14 rounds. In DES the balanced feistel network is applied and key size is 56 bits always constant 

and the number of rounds repeating the feistel network is 16 times. The triple DES again the mathematical function of DES is 

used 3 times of encryption followed by decryption and again follows encryption in order and either encryption or decryption, 

the number round is always again 16 each so total number of round is 48. The mathematical structure used in RC4 is a kind of 

feistel network called the unbalanced feistel network. They key size in RC4 is 80 bits and the number of round the feistel 
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network repeated for 32 times. The mathematical structure used in Blowfish algorithm is again feistel network. The key size in 

Blowfish algorithm varies from 32 bits to 448 bits and the feistel network is repeated for 16 times. 

The computation and working time complexity is more in Triple DES algorithm than in RC4 algorithm. The RC4 uses more 

time for computation and working of mathematical round than AES. The AES time complexity is more than DES and finally 

the Blowfish algorithm is less time consumption mathematical function than DES algorithm.    

4. EXPERIMENT AND RESULTS 

The experiment is carried out in python language for encrypting the video data with the cryptographic methods such as DES, 

Triple DES, AES, RC4 and Blowfish algorithms. The pyDES is the python security package used in python language and this 

package is called for encrypting the video. Fig. 7 shows the experiment code of block cipher algorithms. 

 

Fig. 7 encryption code 

The video data set are taken from the websites [18] [19]. The Table IV shows the specification for experiment. The speed of 

CPU taken is 2.2 GHz. The RAM memory size is 16 GB and the numbers of hash iteretation are 1000 for block cipher 

algorithms.  

TABLE IV 

SPECIFICATION OF EXPERIMET 

parameter Value 

CPU Speed 2.2 GHz 

File Size 256 MB, 512 MB and 1 GB 

Key size As per the type of encryption algorithm 

RAM memory size 16 GB 

Number of iteration 1000 hash iteration 

The sizes of video data taken for the encryption process are 256 MB, 512 MB, and 1GB. The encryption time consumed for 

encryption for 1 GB data for Blowfish, AES, DES, RC4 and Triple DES are 6, 8, 9, 11, and 12 respectively. The same 

experiment is also carried out for the video data sizes of 256 MB, 512 MB and 2 GB. Table V is showing the encryption time 

for data size of 256 MB, 512 MB and 1 GB video data. The encryption of video data information on CPU speed, number of 

hash iteration and memory size were introduced in [20].  

TABLE V  

ENCRYPTION TIME COMPARISON 

Input size 
Execution time for encryption 

Blowfish AES DES RC4 Triple DES 

256 MB 2 2 3 3 4 

512 MB 3 4 5 6 7 

1 GB 6 8 9 11 12 
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A. Encryption time performance evaluation 

Fig. 8 shows the performance evolution graphical illustration. The y axis is taken for encryption time in seconds and x axis 

is taken for the size of video. The performance in encryption is comparatively best in Blowfish algorithm than AES, DES, RC4 

and Triple DES. Fig. 8 is also showed the encryption time relationship between all private key cryptographic algorithms. 

 

Fig. 8 Encryption time comparison  

5. CONCLUSION AND FUTURE ENHANCEMENT 

The encrypted video data conversion is carried out using the python language with DES, Triple DES, AES, RC4 and 

Blowfish Algorithm packages. The comparison made on these algorithms and conclusion made that Blowfish algorithm’s 

encryption time is comparatively less than DES, Triple DES, AES and RC4. With help encrypted video data, the data leakage is 

protected and this work could be applied in social media networks for secured video data storage. In future, this work will be 

extended to implement the duplicate video data removal and then apply the encryption algorithm to fine tune the efficiency as 

the storage the redundant free video data is another challenging task in real time. 
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