
Three Layered Cloud Security for Industrial Data 

 

Abstract – Recent years there is great development of cloud 

computing technology. With the explosive growth of 

unstructured data, more attention given to cloud storage 

technology and get better development in that. However, in 

current storage schema, user’s whole data is stored in cloud 

servers. In some cases, users lose their right of control on data 

and face privacy leakage risk.  

A conventional privacy protection methods are 

normally based on encryption technics, but these kinds of 

schemes cannot resist attack effectively from the inside of 

cloud server. In order to solve this problem, we propose a 

three-layer cloud security. The proposed framework can take 

full advantage of cloud storage and protect the privacy of 

data. 

Key Words: Cloud computing, cloud storage, privacy 

protection, Encryption. 

I. INTRODUCTION 

Cloud computing has attracted great attention from 

different sectors of society. Cloud computing has gradually 

matured through so many people’s efforts [1]. Then there are 

some cloud-based technologies deriving from cloud computing. 

Cloud storage is an important part of them. 

 With the rapid development of network bandwidth, the 

volume of user’s data is rising geometrically [2]. User’s 

requirement cannot be satisfied by the capacity of local machine 

any more. Therefore, people try to find new methods to store their 

data. Pursuing more powerful storage capacity, a growing number 

of users select cloud storage. Storing data on a public cloud server 

is a trend in the future.. 

  Cloud storage is a cloud computing system which 

provides data storage and management service. With a cluster of 

applications, network technology and distributed file system 

technology, cloud storage makes a large number of different 

storage devices work together coordinately [3], [4]. Nowadays 

there are a lot of companies providing a variety of cloud storage 

services, such as Dropbox, Google Drive, iCloud, Baidu Cloud, 

etc. These companies provide large capacity of storage and 

various services related to other popular applications which in 

turn leads to their success in attracting humorous subscribers. 

However, cloud storage service still exists a lot of security 

problems. 

II. LITERATURE SURVEY 

There are a lot of researches about secure cloud storage 

architectures in recent years. In order to solve the privacy issue in 

cloud computing, paper [5] proposed a privacy-preserving and 

copy-deterrence CBIR scheme using encryption and 

watermarking techniques. This scheme can protect the image 

content and image features well from the semi-honest cloud 

server, and deter the image user from illegally distributing the 

retrieved images. Shen et al. think cloud is semi-trusted and 

propose a framework for urban data sharing by exploiting the 

attribute-based cryptography. The scheme they proposed is secure 

and can resist possible attacks [6]. Fu et al. suggest a content-

aware search scheme, it makes semantic search extra smart. The 

experiments results show that their scheme is efficient [7]. 

In paper [8], Hou, Pu and Fan consider that in 

traditional situation, user’s data is stored through  SP, even if CSP 

is trustworthy, attackers can still get user’s data if they control the 

cloud storage management node. To avoid this problem, they 

propose an encrypted index structure based on an asymmetric 

challenge-response authentication mechanism. When user 

requests data from cloud server, the user sends a password to the 

server for identification. Taking it into consideration that the 

password may be intercepted, the structure uses asymmetric 
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response mode. Hou, Wu, Zhen and Yang point out that the 

secure core of cloud storage is security and privacy in distributed 

system. So they propose a secure virtual protection scheme based 

on SSL and Daoli in paper [9], [10]. By transferring data over 

SSL and deploying Daoli on the cloud server, the system encrypts 

data before it is written into the hard disk. In paper [11], Feng 

points out that in paper [9], the burden of server will increase and 

data may leak during transmission in cloud servers. Feng 

proposes a more concise scheme: encrypting data in closed cloud 

environment. Besides, it can achieve multi-point secure storage 

with one time encrypting. However, these encryption make search 

in cloud more difficult. Currently, encryption is a trending topic 

in the field of cloud computing. Paper [12]–[15] give different 

solutions to this problem. Each of them achieves high accuracy, 

security and efficient. 

In paper [16], Seny and Kristin concern that the service 

provider is not complete trusted, so they design a virtual private 

storage service based on recent developed cryptographic 

techniques. Such a service achieves the best of both worlds by 

providing the security of a private cloud and the functionality and 

cost saving of a public cloud. In paper [17], Wang et al. point out 

that users no longer have physical possession of the outsourced 

data and it makes the data integrity protection in cloud computing 

a formidable task. Thus, enabling public audit ability for cloud 

storage is of critical importance so that user can resort to a third-

party auditor (TPA) to check the integrity of outsourced data. For 

supporting privacy-preserving public auditing a secure cloud 

storage system is proposed and further extend our result to enable 

the TPA to perform audits for multiple users simultaneously and 

efficiently. Shen et al. has proposed an efficient public auditing 

protocol along with global and sampling block less verification as 

well as batch auditing, where data dynamics are substantially 

more efficiently supported than is the case with the state of the art 

[18]. 

 

III. PROPOSED SYSTEM 

As we know threat to the secured data is increasing day 

by day. We have proposed a system with three layered cloud 

security to provide high security to the company data. Our system 

proposes a model for hiring of employees in a company by 

accepting the data from the users. Initially a HR manager posts 

the job details and the interested users can apply for different 

posts from the job post section, In order to apply for the jobs user 

need to register himself and then login to the company system. 

HR manager receives various applications from various users and 

based on criteria users are shortlisted and the information of 

shortlisted users is posted. 

As we know, whatever the data and personal registered 

information entered by users is very confidential or the 

information of shortlisted information should be secured and it 

should not get disclosed. 

Thus to provide high security to this confidential and 

personal information of users like login credentials,etc and even 

the company data, we had proposed a model of layered security. 

According to this, the various fields of users’ data are split and 

saved on different clouds. By doing so, even if anyone tried to 

gain or hack the users’ personal information, he will not be able to 

gain access to the complete data. 

Thus, according to our system we can split and save the 

confidential information of users and company on different clouds 

to secure them from hackers, and whenever the manager wants to 

access the data he can decrypt it and gain authorized access to the 

data. 

 

IV. SYSTEM ARCHITECTURE 

1) Split:- 

 

Set(S)={S0,S1,S2,S3,S4,S5,S6} 

 S0𝜖S=Authenticate 

 S1𝜖S=Select data 

 S2𝜖S=Send data 

 S3𝜖S=Receive at local server 

 S4𝜖S=Split Data 

 S5𝜖S=Apply encryption 

 S6𝜖S=Save data 

 

2) Combine:- 

 

Set(C)={S0,S1,C0,S3,C1,C2,C4} 

 S0𝜖C=Authenticate 

 S1𝜖C=Select data 

 C0𝜖C=Request data 

 S3𝜖C=Receive at local server 

 C1𝜖C=Download data 

 C2𝜖C=Assemble data 

 C3𝜖C=Apply Decryption 
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Fig. 1: System Architecture 

V. CONCLUSION 

The development of cloud computing brings us a lot of 

benefits. Cloud storage is a convenient technology which helps 

users to expand their storage capacity. However, cloud storage 

also causes a series of secure problems. In order to solve this 

problem we design three layered cloud security system. 

All personal information and confidential information 

of users’ as well as managers’ is gathered, split and stored on 

different clouds. So even if someone tries to get access to this 

confidential data, he can’t access the whole data. Thus, security 

maintained. In order to store the data we use encryption 

algorithm. So that only authorized user can access that data. 
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