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Abstract— Security is a major aspect in all the companies and various other fields. Many systems use various hashing and salting 

algorithms to store the passwords but these systems may be vulnerable to many different types of attacks. Hence we propose a honeywords 

system and in this research we are trying to check the proposed system for best conditions it works on, the attacks it is vulnerable to, etc. 

We also propose a study on various risks related to the system, the advantages of the system and the feasibility of the system. 
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I. INTRODUCTION 

Feasibility: 

  The study made for the project to see if it serves the purpose of organization for the amount of work, time and effort spend on it 

on completion is known is Feasibility study. The usefulness and the future of the project is verified by feasibility.  A feasibility study 

of a system proposal is according to its usefulness, which is the effect on the organization, the capability to meet their user needs and 

effective use of resources. Thus, feasibility study is done on the new application proposed before it is approved for development.[1][3] 

  The feasibility of the project that is being designed and various portions that were considered carefully during the study of 

feasibility is provided in the document. Following are its features: 

 

1.1 Technical Feasibility: 

The evaluation of the system should be done from the technical point of view first. The analysis of this feasibility must be based 

on an outline design of the system requirement in the terms of input, output, programs and procedures. The investigation must go on 

for suggestion of equipment type, having identified the outline system, method required for developing the system, and once 

developed; running the designed system.  

During investigation following technical issues are raised 

• Is the existing technology sufficient for suggested one? 

• Will the system be developed if expanded? 

The project should be developed in such a way that performance and necessary functions are achieved within the constraints. 

The project should be developed within the latest technology. Though the technology may become obsolete in the coming years, due 

to the fact that new systems can support the older ones, the system can be used. The system has been developed using JAVA. The 

project is technically feasible for development. 

 

    1.2 Economic Feasibility: 

    The cost and benefit must be justified of the developing system.  There should be a criteria to ensure that effort is concentrated on 

project, which will give best, return at the earliest. One of the facet, which determines the development of a new system, is the cost 

it would require. 

The important financial questions asked during preliminary investigation are as follows: 

• The full system investigation of the costs 

• The hardware and software cost 

• The benefits in the form of lower costs or fewer high-cost errors. 

 

    1.3 Behavioral feasibility  

    This includes the following questions: 

• Is there sufficient support for the users? 

• Will the proposed system cause harm? 

The project would be beneficial because it meets the expectations of the objectives when developed and installed. All behavioral 

aspects are examined carefully and concluded that the project is behaviorally feasible. [2] 

II. RISK ANALYSIS PROCESS 

Regardless of the prevention techniques adopted, the assessment of the possible threats that could arise inside or outside the 

organization needs to be done. Although the exact nature of potential mishap or their resulting consequences are difficult to determine, 

the inclusive risk assessment of all threats that can occur in the organization should be performed. 
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Determination of relative probability of a disaster should be done. In determining the probability of a specific disaster should 

include, but not limited to: topography of area, geographic locations, bodies of water and airports, proximity to major sources of 

power, history of local utility companies in providing uninterrupted services, history of the area’s  susceptibility to natural threats, 

proximity to major highways which transport hazardous waste and combustible products. Potential exposures may be categorized as 

natural, technical, or human threats.   

 

Examples include: 

•Natural threats: external flooding, internal flooding, internal flooding, external and internal fire, seismic activity, snow, high 

winds, ice storms, volcanic eruption, tornado, hurricane, epidemic, tidal wave and typhoon. 

•Technical threats: heating, ventilation or air conditioning failure, power failure/fluctuation, telecommunications failure, gas 

leaks, communications failure, nuclear fallout. 

•Human Threats: explosion, war, biological contamination, radiation contamination, hazardous waste, vehicle crash, airport 

proximity, work stoppage (Internal/External), computer crime, robbery, bomb threats, embezzlement, extortion, burglary, vandalism, 

terrorism, civil disorder, chemical spill, sabotage. 

 

Risk analysis should be done for all locations and facilities. A relational rating system of low, medium and high to be used to 

identify the probability of threat occurring, rather than attempting to determine exact probabilities of each disaster. The impact of 

departments within the organization or potential threats on various functions should be identified by the risk analysis. The 

identification and measurement of all possible risks should be done by the planning process. [6] 

 

To do this, the analysis of each segment should be done separately. Whilst the main computer system may be the single greatest 

risk, it is not the only main concern.  Even in the most automated firms, some segments may not be computerized or automated at 

all. In fully automated segment, important records remain external to the system, such as legal files, PC data, software stored on 

diskettes, or supporting documentation for data entry. The impact can be rated as: 0= No impact or interruption in operations, 1= 

Noticeable impact, interruption in operations for up to 8 hours, 2= Damage to equipment and/or facilities, interruption in operations 

for 8 - 48 hours, 3= Major damage to the equipment and/or facilities, interruption in operations for more than 48 hours. All important 

office and/or computer centre functions must be relocated. Specific assumptions may be necessary to constantly apply ratings to each 

potential threat.  [1],[7] 

 

Following are typical assumptions that could be used during risk assessment process: 

1. Given a specific set of circumstances, although impact ratings could range between 1 and 3 for any facility, ratings applied 

should reflect anticipated, likely or expected impact on each area. 

2. To the facility being rated, each potential threat should be assumed to be “localized”. 

3. The domino effect should be not be assumed, although one potential threat could lead to another potential threat (e.g., a 

hurricane could spawn tornados). 

4. The impact should be rated no higher than a “2”, if the result of the threat would not warrant movement to an alternate site(s).  

5. The facility should perform the risk assessment. 

 To measure the potential risks, a weighted point rating system can be used. [4] 

III. TESTING METHODS 

Black box testing and white box are two parts of testing. The designer makes use of these two approaches while designing test 

cases. 

3.1 Black box Testing: 

      Without any knowledge of internal implementation, the test is treated as black box by black box testing.  It includes methods 

such as: boundary value analysis, equivalence partitioning, fuzz-testing, model-based testing, traceability matrix, specification based 

testing and exploratory testing. 

3.1.1Specification-based testing  

The testing of functionality of software according to the applicable requirements is the aim of specification based testing. 

Thus, the data provided by user only sees the output from the test object. Thorough test cases should be provided to the tester, then 

he simply verifies the given input with the output for output value, either “is not” or “is” the expected value for the test cases provided. 

Specification-based testing is necessary, but it is inadequate to protect against certain risks. [7] 

3.1.2 Advantages and disadvantages: 

There are no “bonds” with the code in black box testing, and the perspective of the tester is rather simple, the code must 

contain bugs. “Ask and you shall receive”, this principle used by the black box tester where he find bugs where programmer do not. 

Black box testing is also but “like a walk in a dark labyrinth without flashlight”\, because the tester doesn’t know how the software 

being tested was constructed. There are situations where (1) multiples test cases given to check something that could’ve been done 

only by one test case, and/or, (2) few cases are not tested on the back-end. 

“An unaffiliated opinion”, is the advantage of black box testing on one hand, whereas “blind exploring” is the disadvantage on 

the other. 

 

3.2 White box Testing: 

The testing wherein the tester has access to all algorithms and internal data structures including the code that implements these is 

known as white box testing. 
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3.2.1 Types of white box testing 

The following types of white box testing exist: 

• Static testing - White box testing includes all static testing 

• Fault injection methods - improving the coverage of a test by introducing faults to test code paths 

• API testing (application programming interface) - Testing of the application using Public and Private APIs 

• Mutation testing methods 

• Code coverage - creating tests to satisfy some criteria of code coverage (e.g., the test designer can create tests 

to cause all statements in the program to be executed at least once)  

3.2.2 Code completeness evaluation: 

The evaluation of completeness of a test suite created by the black box testing methods can also be done by the white box 

testing. This allows the team to examine parts of a system that are rarely tested and ensures that the most important function points 

have been tested. 

The code coverage is of two forms: 

• Function coverage, which reports on functions executed 

• Statement coverage, which reports on the number of lines executed to complete the test 

They both return code coverage metric, measured as a percentage. 

 

I. FUNCTIONAL AND NON-FUNCTIONAL REQUIREMENTS. 

4.1 Functional requirements 

In software engineering, a function of a software system or its component is defined by the functional requirement. The set of 

inputs, outputs and the behaviour are described as a function. Functional requirements are the calculations, technical details, data 

manipulation and processing and other particular functionality that defines what a system is supposed to achieve. Uses cases capture 

the behavioural requirements describing all the cases where the system uses the functional requirements.  

The specification of particular results of a system, is defined in requirements engineering (also known as quality requirements). 

This should be complemented with non-functional requirements which specify overall characteristics such as cost and reliability. 

Functional requirements manage the application architecture of a system, while non-functional requirements manage the technical 

architecture of a system. [5] 

 

4.2 Non-functional requirements 

The criteria specification that can be used to judge the operation of a system, rather than specific behaviors is known as  

non-functional requirements in systems and requirements engineering. 

Non-functional requirements are usually known as qualities of a system. Other words related to non-functional requirements are 

"constraints", "quality attributes", "quality goals", "quality of service requirements" and "non-behavioral requirements". [6] 

IV. ADVANTAGES OF OUR SYSTEM 

The advantages of our honeywords password protection are: [8] 

1. The system is easy to learn for users and familiar with textual password so the user can easily and efficiently complete the 

transaction 

2. Strength: A scenario offers as almost unlimited combination of possibilities.  

3. It is more efficient password system against attack like shoulder surfing or guessing the password.  

4. The session passwords provide better security against brute force attacks as password changes for every session.  

5. Training, the system will provide users a simple and interesting training. They should not spend much time on training.  

6. Secure, the system will provide a strong line of defense against shoulder surfing brute force, intersection and educated guess 

attacks. 

7. The best use of human memory, the proposed scheme will benefit from the argument that people are better in recognizing 

images. Therefore, pass images should be easy to remember.  

8. Usability, this scheme will be usable anywhere and at any time with a low error rate as well as a faster authentication result.  

9. This scheme can be easily used by any type of user which widens the scope of applicability of our scheme.  

10. Provide secrets that can be easily revoked or changed. 

11. Flexibility: It can be easily integrated with other authentication systems 

V. CONCLUSION 

  We present a novel approach to securing personal and business data in the system. Our method proposes monitoring data access 

patterns by profiling user behavior to determine if and when a spiteful insider illegally accesses someone’s files or documents in a 

system service. Decoy files and documents stored in the system along with the user’s real data also serve as sensors to detect illegal 

access. Once unauthorized data access or exposure is suspected, and later verified, with challenge questions for instance, we inundate 

the malicious insider with bogus information in order to dilute the user’s real data. Hence, by developing such methods both of two 

security goals – increasing the total effort in recovering plaintext passwords from the hashed lists and detecting the password 

disclosure – can be provided at the same time. 
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