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Abstract—Securing the data in cloud is still a challenging 

issue. In cloud, many techniques are used to provide security. 

We use K-NN classifier to provide security to data. Than after 

classification we use RSA encryption algorithm to provide 

security to the data. Than at end we calculate Encryption time 

at end. As we know security is the big challenge now a day. 

secure the data. Data Encryption is a data security technique 

which is widely used for data security. Find data security 

approach for the data without understanding the security needs 

of the data. What data need security and what data do not need 

security. In this project we propose a data classification 

approach based on data confidentiality. KNN data 

classification technology is modulated in the cloud virtual 

environment. After classification we use RSA algorithm is 

used to encrypt the data. Than we calculate encryption time at 

end. Through  security we provide data confidentiality, 

availability to our customers. In this project we work to 

provide security to our database, in this technique main aim 

Through security we provide data confidentiality, availability 

to our customers.  
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                                       INTRODUCTION 

Securing the data in cloud is still a challenging issue. In cloud 

many techniques are used to secure the data. Data encryption 

is a data security technique which is widely used for data 

security. Deciding data security approach for the data without 

understanding the security needs of the data is Deciding data 

security approach for the data without understanding the 

security needs of the data is security needs of the data, what 

data do not need security. Cloud security refers to broad set of 

policies, technologies, and controls deployed to protect data, 

associated applications, and the infrastructure of cloud 

computing. Cloud Computing and storage provides users with 

capabilities to store and process their data in third-party data 

centers. Organizations use the cloud in a variety of different 

service models and deployment models. Security concerns 

associated with cloud computing fall into two categories: 

security issues faced by cloud providers and security issues 

faced by their customers. Their responsibility is share,however 

the provider must ensure that their infrastructure is secure and 

their clients’ data and applications are protected, while the 

user must take measures to fortify their application and use 

strong passwords and authentication passwords and 

authentication measures. 

 Somani and Mundra (2010) proposed RSA algorithm is used 

to ensure the confidentiality aspect of security whereas digital 

signatures were used to enhance more security by 

authenticating it through digital signatures. The approach used 

carryout encryption in 5 steps.in first step key is generated.in 

second step digital signing is performed and in step 3 and step 

4 encryption and decryption is carried out in last step signature 

verification is performed.[1] 

Dubey and Shrivastava (2012) they provides a two way 

security protocol which helps both the cloud and the normal 

user. They applied RSA and MD5 algorithm. When the cloud 

user upload the data in the cloud environment, the data is 

uploaded in encrypted from using RSA algorithm and the 

cloud admin can decrypt using their own private key for 

updating the data in the cloud environment admin request the 

user for a secure key. cloud user send a secure key with 

message digest tag for updating data if any outsiders perform a 

change in the key, the tag bit is also changed indicating key is 

not secure and correct.[2]  

Al- Jebri and Zainal (2014) purposed an architecture based 

model that provides data integrity verification and privacy 

preserving in cloud computing. An effective mechanism is 

being presented by this model data integrity verification 

without allowing third party to violate the privacy of data. 

AES and MD5 algorithms are used in order to ensure data 

integrity and privacy against unauthorized parties.[6] 

Diwan and Jain.R (2014) proposed different cryptographic 

algorithms are been compared which are been taken into 

consideration to provide the confidentiality of the data in the 

different cryptographic algorithms are being compared by 

considering different parameters like block size, length type. 

This paper had provided the idea of different cryptographic 

algorithm which can be used to ensure the security of the 

data.[4] 

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 5, Issue 7, July 2018

ISSN NO: 0972-1347

http://ijics.com/260



Methodology 

A. DESIGN SIMULATION SCENARIO 

✓ Initially we design simulation environment      

with the help of CloudSim. 

B. COLLECT DATASET 

✓ In this we collect employer data from an 

organization. 

C. Apply Machine Learning Algorithms 

✓ To get sensitive and non-sensitive data the 

KNN classifier is used which is a                                      

machine learning algorithm. K nearest 

Neighbor is a supervised machine learning 

technique. 

 

D. Apply Cryptographic Algorithm to Sensitive Data 

✓ After finding the sensitive data is further 

transferred to RSA and AES encryption 

algorithm for data encryption to protect the 

sensitive data from unauthorized access. 

E. Analysis the Result 

✓ At  the end we analysis result which give 

better result using this approach as       

compared to approach where data security 

needs are not considered. 

 

                         PROBLEM   FORMULATION 

Cloud computing is a recent advancement in It infrastructure 

and applications are provided to users as services. Cloud 

computing needs to address three main security issues 

confidentiality, integrity and availability. But this technology 

also discovers new risks .Efficient security mechanism should 

be deployed by means of encryption, authorization or by some 

method to ensure the consumer’s data on cloud storage 

provide data confidentiality, integrity and availability.one of 

the main disadvantages of cloud computing is its immense 

security risks. In this study various security issues at the level 

authentication and storage level in cloud computing. Efficient 

security mechanisms should be deployed by means of 

encryption, authentication and authorization or by some other 

method to ensure the privacy of consumer data on cloud 

storage.  

HOW KNN ALGORITHM WORKS 

1) Step 1: Determine the set of n labelled samples: D 

 

2) Step 2:Determine value of K 

 

3) Step3:Calculate the distance between the new input and 

all of the training data 

 

4) Step 4:Sort the distance and determine the k nearest 

neighbors based on k-th minimum distance. 

 

5) Step 5:Find the classes of those neighbors  

 

6) Step 6:Determine the class of the new input based on a 

majority vote.  

 

Classification using an instance-based classifier can be a 

simple the locating the nearest neighbour in instance space 

and labelling the unknown instance with the same class 

label as that of the located (known) neighbour. This 

approach is often referred to as a nearest neighbour c. The 

high degree of local sensitivity makes nearest neighbour 

classifiers highly susceptible to noise in the training data. 

More robust models can be achieved by locating k, where 

k > 1, neighbors and letting majority vote decide the 

outcome of the class labelling. A higher value of k results 

in a smoother, less locally sensitive, function. The nearest 

neighbour classifier can be regarded as a special case of 

the more general k-nearest neighbors classifier, hereafter 

referred to as a KNN classifier. By using a relatively larger 

K may include some not so similar pixels. On the other 

hand using a smaller K may exclude some potential 

candidate pixels. In both cases accuracy will be decrease. 

The drawback of increasing the value of k is of course that 

ask approaches n, where n is the size of the instance base, 

the performance of the classifier will approach that of the 

most straightforward statistical baseline, the assumption 
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that all unknown instances belong to the class most 

frequently represented in the training data. 

 

You take the following AES steps of encryption for a 128-

bit block: 

1. Initialize the state array with the block data 

(plaintext). 

2. Add the initial round key to the starting state array. 

3. Perform nine rounds of state manipulation. 

4. Perform the tenth and final round of state 

manipulation. 

5. Copy the final state array out as the encrypted data 

(ciphertext). 

             AES includes features are as follows. 

A. Security: Competing algorithms were to be judged 

on their ability to resist attack, as compared to other 

submitted ciphers, though security strength was to 

be considered the most important factor in the 

competition. 

B. Cost: Intended to be released under a global, 

nonexclusive and royalty-free basis, the candidate 

algorithms were to be evaluated on computational 

and memory efficiency. 

C. Implementation: Algorithm and implementation 

characteristics to be evaluated included the 

flexibility of the algorithm, suitability of the 

algorithm to be implemented in hardware or 

software, and overall, relative simplicity of 

implementation. 

 

 

 

 

 

.  

Figure 1. User Interface Diagram 
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✓ These are the steps involved in proposed work. 

✓ In our proposed model we used the K-NN machine 

learning technique in the cloud computing 

environment to solve the data confidentiality 

problem. 

✓  The classification technique in cloud will easily 

decide the security requirements of the data. In this 

way we can save our data from over security 

situations and also save time and memory resources. 

✓ Collect dataset-in this paper it collect employer data 

from an organization. 

✓ Apply machine learning algorithm to get sensitive 

and non-sensitive data the KNN classifier is used 

which is a machine learning algorithm K nearest 

Neighbour is a supervised machine learning 

technique. 

✓ Apply cryptographic algorithm- to sensitive data-

after finding the sensitive data is further transferred 

to RSA and AES encryption algorithm for data 

encryption to protect the sensitive data from 

unauthorized access. 

✓ Analysis the result-at the end we analysis result using 

this approach as compare to approach where data 

security needs are not consider. 

 

Figure 2: Block Diagram of Proposed Algorithm 

 

. 

 

                Figure 2: How cloudsim works 
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                         RESULTS AND DISCUSSION 

A. Input Data Set (X) 

 

ID Cable Operator Id 

Name Cable Operator Name 

Digitization 

Status 

True: if Digital, False: if not 

Digital 

City Cable Operator City 

District Cable Operator District 

State Cable Operator State 

Zipcode Digitization Area Zipcode 

Area Cable Operator Area 

Longitude 
Longitude of Cable operator 

Location 

Latitude 
Latitude of Cable operator 

Location 

 

 

B. Output of proposed work . 

 

 

 

CONCLUSION 

The focus of this study was to classify the data based on data 

security needs .The basic contribution of this model to provide 

data confidentiality by machine learning technique  “KNN 

classifier” which classified the data based on security 

requirements and after classification we used Encryption 

techniques RES and AES.  By using this model we provide 

security to our customers. 
. 
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