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INTRODUCTION: 

 

DOCUMENT: 

A document is a written, drawn, presented, or memorialized representation of thought. The 

word originates from the Latin documentum, which denotes a "teaching" or "lesson": the 

verb doceō denotes "to teach". In the past, the word was usually used to denote a written 

proof useful as evidence of a truth or fact. 
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Several common types of documents: a birth 

certificate, a legal document (a restraining order), 

and a bank statement 

 

 

QUESTIONED DOCUMENT: Investigators often need to examine or verify the 

authenticity of a document that could be used as evidence in court or aid in an investigation. 

Such documents are known as "questioned documents." 

 

Physical examination of Photocopied documents 

 

Analysis of samples (physical examination of black photocopies) 

 Toner type:  Photocopied documents were categorized on the basis of the type of toners 

used, that is, dry and wet toners. Dry toners were characterized by the presence of discrete 

particles and the glossy appearance of the toners on the surface of paper, while liquid toners 

appeared to have dyed individual paper fibres and were visible as a thin even coating, through 

which paper fibres were observed. 

 

Fusion methods: The final stage of the copying process includes fusion of the toner to the 

paper surface to form a permanent copy. Different photocopiers use different toner fusion 

methods which have a marked effect on the final appearance of the toner on the paper 

surface. This characteristic was utilized to further classify the photocopied samples. In the 

cold pressure method, dry toner is fused to the document by creating pressure by a roller on 

it. The surface of the photocopies is characterised by a fully matte appearance and by the fact 

that the toner (appearing on the surface of photocopies) can easily be removed from the paper 

by scraping in the case of application of the heat and pressure method, the melted toner 

particles have an overall compact appearance due to application of a roller; the radiant heat 
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method is characterised by a glossy, bubbly appearance of the melted toner . Blotter or air dry 

methods are used for liquid toners  

Trash marks: The photocopied documents were examined for the presence of trash marks, 

which originate either from scratches present on glass platen, photosensitive drum and fusing 

rollers or due to the impressions of residual toners. Permanent trash marks are generated 

consistently on produced copies until the defective component of the machine is replaced and 

therefore have good evidential value. Glass platen marks are permanent and reproduce on the 

page in the same position. Drum defect marks are either repeated on a single copy at different 

positions or these marks are reproduced, with their position migrating from one copy to 

another depending on the circumference of the drum. From the repetition of the drum defect 

marks, the sequence of the pages was also determined. Fusion roller defect marks appeared 

on the surface of the paper in the form of indentations of the roller impressions of residual 

toner appeared in the form of impressions of letters, lines and spots if excessive toner on the 

drum was not removed fully by brush before reuse. 

 

Examination of Problems from Photocopies  

While it is possible to make examinations and report on problems of handwriting, signatures, 

typewriting and other such matters from photocopy reproductions (rather than original 

documents) in most cases the original is preferable for a variety of reasons. Most reports 

(verbal or written) based on studies utilizing copies are rendered as "qualified," as certain 

evidence may be difficult or impossible to observe from these reproductions.  

If examinations of questioned or disputed material must be made, preliminarily or 

exclusively, from photocopies, it is important that the clearest reproduction be made available 

for such examinations. The clearest copies are generally those which were made directly from 

the original. Copies of copies or multi-generation copies are increasingly less desirable as the 

number of generations increase.  

As reproductions from microfilm or microfiche tend to be of lesser quality than standard 

photocopies, often times it is advantageous to arrange for examination of the original 

microfilm on a viewing device. Depending on the quality of the original microfilm, such 

examinations can often allow observation of evidence which might not be seen from 

microfilm reproductions.  
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Signature and other handwriting identification problems examined from photocopies allow 

examination of individual letter forms, connections between letters and general appearance in 

many cases, but limit the ability of the forensic document examiner to observe evidence such 

as speed of execution, lifts of the writing instrument, pauses of the writing instrument and 

other important evidence. In addition and with special regard to problems involving 

signatures, the ease with which an individual can reproduce an original genuine writing from 

one document onto another document using the photocopier is always a consideration. It is 

possible to make such a transfer with little or no evidence which would reveal such a 

fraudulent preparation.  

Typewriting identification problems examined from photocopies will, in many cases, not be 

greatly hindered. It is normally possible to identify the manufacturer and model of a machine 

from a copy. In many cases the defects which allow an individual machine to be identified 

can be observed from a photocopy, as well. However, this is not always the case and is often 

dependant on the quality of the copy submitted for examination.  

Other document problems are often hindered when examinations are made from photocopies, 

rather than original documents. For instance, erasures and alterations are often impossible to 

observe and record from a copy.  

Examination and Identification of Photocopies  

The examination of photocopies has become an important part of the forensic document 

examiner's role. It is often possible to identify a particular manufacturer and model of 

photocopier from a single reproduction made from that machine. More often, and more 

important in many problems, the identification of an individual machine is possible.  

Identification of photocopiers with regard to manufacture is dependent upon the observation 

of various evidence appearing on a copy which is characteristic of a particular 

model/manufacturer.  

The identification of an individual machine is made possible through the observation of 

defects which are reproduced on the resulting copies. The most common of these defects are 

called "trash marks" and are more often the result of dust and dirt particles. These particles 

are seen as black specks on a copy and can enable identification of one copy with another if 
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the size, shape and groupings of these marks are comparable between the two copies. Defects 

can also be the result of rollers and other parts of a particular machine.  

The period of time that a particular copy was produced can also be identified in many cases, 

if specimens made from the same machine at around the same time can be obtained for 

comparison. Due to the fact that many defects are temporary, such as dust or dirt which is 

cleaned off periodically, defect configurations can help to establish time of reproduction.  

Finally, while it is possible to "create" a fraudulent document utilizing a photocopier, often 

evidence of such preparations can be observed on copies. The pasting of a genuine signature 

from another document onto a document on which it never appeared and then photocopying 

the paste-up can sometimes be detected from the resulting copy.  

 

 

 

REVIEW OF LITERATURE 

Intelligent Printing Technique Recognition and Photocopy Detection for Forensic 

Document Examination  

 

 The detection of illegal documents is becoming an important issue in large scale office 

automation. In this context the recognition of a documents creation process is of valuable 

information in the examination of a questioned documents authenticity. 

We propose a novel method of printing technique recognition and photocopy 

detection based on statistical supervised machine learning. This is achieved by 

the classification of statistical document features that are obtained by an analysis of a given 

documents spatial and frequency domain. For the purpose of testing our methods we prepared 

a representative database of documents. Our results showed that (1) most of the documents 

are classified correctly (2) even at low scan resolutions. 

 

 

2. Printing Processes and their Characteristics 

Printing in a more general perspective can be seen as a “complex reproduction process’’ in 

which printing ink is applied to a printing substrate in order to transmit information in a 

repeatable form [Kip01]. The examination of high resolution scan images of photocopied, 

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 5, Issue 7, July 2018

ISSN NO: 0972-1347

http://ijics.com/153



laser and inkjet printed documents reveals unique characteristics corresponding to each of 

these document creation techniques. These characteristics or document image degradations 

are the main source of evidence in document forensics and can be understood as a documents 

”every sort of less-than-ideal properties “or’’ the departure of an ideal version“ [Bia00]. 

Observing the exemplary document image extracts presented in Figure 1, four discriminative 

characteristics can be identified: (1) image noise and artifacts, (2) character edge roughness, 

(3) character edge contrast and (4) uniformity of printed character area. 

               

3. Statistical Feature Extraction 

To distinguish different printing techniques and photocopies according to their unique 

document image characteristics, as we performed four different types of document analyzes. 

 

Noise Analysis We obtain a documents image noise by applying mean, median and Gaussian 

filtering techniques as described in [GSW07]. As statistical features the mean and standard 

deviation are obtained from the noise image. Furthermore, the correlation and mean squared 

error was calculated from the original and denoised document image. 

 

Gradient Analysis To capture statistical information about fine image intensity variations that 

correspond to character edges and noisy image regions we apply different gradient filters as 

proposed by [Tch04]. Subsequently, the gradient histogram is calculated for each document 

image. As statistical features we obtain the mean and standard deviation is obtained for 

different histogram intervals. 

 

DCT Frequency Analysis High frequencies are denoted by large graylevel alterations within a 

small image area and low frequencies are denoted by large areas of nearly constant graylevel 

values. Therefore, we utilized the concept of frequency using ”Discrete Cosine 

Transformation“ (DCT) for the purpose of document classification. This is done by 

calculating DCT coefficients mean and standard deviation as statistical features at certain 

frequency subbands as described in [SSSB09]. 

 

Multiresolution Wavelet Analysis To achieve independence of the transformations base 

functions we also utilized Multiresultion Wavelet Analysis [GW07]. This was done using the 

Haar and Daubechies Wavelets as well as Coiflets. At different scales of wavelet 
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decomposition we obtain the mean and standard deviation as statistical features for document 

classification. 

 

 

4. Experimental Setup and Results 

Since none of the reviewed document image databases1 is currently providing a document 

annotation of the printing technique used in its creation the necessity emerged to create a new 

document image database annotated with the needed ground truth information. In German 

speaking countries a document called the “Grunert” letter, implementing the DINISO 10561 

standard, is used for the test of printing devices. The “Grunert” letter, which is derived from 

this document, yields the same results in printer tests. Because of its high similarity in layout 

and content to regular written business letters, we used the ’Grunert’ letter as template for 

ground truth database creation. The created document database, consists of 49 different laser 

printouts, 14 different inkjet printouts as well as 46 photocopied documents. The variety of 

printing and photocopier device manufacturers covers all major brands typically present in 

(home) office environments, for example Hewlett-PackardTM, EpsonTM, CanonTMand 

RicohTM. To comply with the “No Free Lunch Theorem” [Wol01], the subsequent feature 

classification is performed on the basis of two supervised machine learning techniques: a (1) 

Multilayer Perceptron (MLP) and a (2) Support Vector Machine (SVM). The experimental 

results illustrated in Figure 2 confirm our initial hypothesis that printing technique 

recognition and photocopy detection can be achieved by the analysis of discriminative 

information obtained from scanned document images. Utilizing both classification techniques 

remarkable classification results are achieved for documents scanned with resolutions 

of 400dpi and 800dpi. While the highest classification results 92.92% (99.08%) 

is achieved utilizing DCT Frequency Analysis and SVM classification at 400dpi (800dpi). 

 

 

Studies of Techniques for Analysis of Photocopy Toners ;-A study was undertaken to 

examine three measurement techniques for the analysis of photocopy toners by 

microscopical infrared spectrometry (IR) and to compare these techniques to studies 

previously done by Diffuse Reflectance (DR). Based on our preliminary studies, analysis 

of photocopy toners may be successfully performed by DR, microscopical Attenuated 

Total Reflectance (ATR) with a germanium Internal Reflection Element (IRE) or by 

microscopical Reflection-Absorption (R-A) techniques with a variety of reflecting media 
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including mirrored slides, low emissivity glass, and aluminium foil. Selection of the 

analysis technique can be made based on equipment availability, budgetary constraints, 

ease of sample preparation, speed of analysis, and importance of the original 

photocopied document to determine if a mildly destructive technique can be used. 

 

System for detecting photocopied or laser-printed documents 

 A system for distinguishing photocopied or laser-printed documents from original 

documents produced by offset printing, handwriting, or typewriting. The system scans a 

document at low-resolution and at high-resolution to produce a low-resolution and a high-

resolution matrix representation of the presence or absence of ink or toner at discrete 

locations on the surface of the document. Printed regions detected by the system at low-

resolution are used to mask regions of the high-resolution matrix representation from the 

analysis. The remaining unmasked regions of the high-resolution matrix representation are 

analyzed by the system to detect discrete microdots uniformly distributed within those 

regions. The presence of microdots on the surface of the document indicates that the 

document was produced as a photocopied or a laser-printed duplicate. 

Ablative analysis of black and colored toners using LA‐ICP‐TOF‐MS for the forensic 

discrimination of photocopy and printer toners 

Photocopy and printer toners were analyzed using ICP‐TOF‐MS (inductively coupled plasma 

time‐of‐flight mass spectrometry) with laser ablation (LA). Isotopic analysis of black and 

colored toners allows identification and discrimination of covering materials from different 

producers. The results of 201 samples of black toners were analyzed according to the 

following chemometric methods: cluster analysis (CA) and principal component analysis 

(PCA). In addition, 23 samples of colored toners were tested. Chemometric manipulation of 

the elemental mass spectra obtained using the ‘Fingerprinting OptiMass 9500’ program 

showed an effective system for the rapid comparative analysis of unknown samples. 

Infrared Spectrometry in Discriminant Analysis of Laser Printer and Photocopy Toner 

on Questioned Documents 
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Differentiating between black powder toners used in laser printers and copiers can be 

challenging for forensic examiners. One hundred and eight samples from different types of 

cartridges produced by 10 manufacturers were studied using reflection-absorption infrared 

microscopy (R-A IR). The grouping of copy toners into distinguishable classes, achieved by 

visual comparison and computer-assisted spectral matching, was compared to that achieved 

by multivariate discriminant analysis. The FTIR spectra were classified into 15 groups. This 

classification served as a basis for the development of an analytical scheme for differentiating 

black powder toners. Obtained spectra and all the available information could be used to 

create a database. The results obtained confirm the multiplicity and compatibility of toners. 

Forensic discrimination of photocopy toners by FT-infrared reflectance spectroscopy 

 

Because of the speed, simplicity, and accessibility of photocopying, forensic examiners are 

encountering photocopies as often as original questioned documents. We investigated the 

ability of FT-infrared microscopy coupled with pattern recognition methods to discriminate 

among copy toner samples from a variety of manufacturers. Infrared microscopy is a 

preferred method due to its non-destructive nature, however, visual comparison is difficult 

because the observer may not be able to fully utilize the fine structure of the complex 

patterns. Principal component analysis and canonical variate analysis were used 

to visualizeclustering of samples and to assess the statistical validity of the observed 

differences. The results illustrate the potential for computer-assisted data interpretation to 

provide decisive forensic identification of questioned samples. 
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