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Abstract-  Growing technologies leads to generation of large volume of data which is more difficult to handle. Big 
data tends to have different kind of data in different form which needs to be handled efficiently for future decision 
making. Ensuring security for the big data is more complex task due to its variety structure. Normal cryptography 
techniques might fail to perform better on the big data which needs to be redefined to adapt and support the different 
kind and variety of big data. And also anonymous sharing of big data is found to be more difficult task due to its 
large size. There different research works has been carried out to ensure the security on the big data storage and 
handling. In this paper, discussion of various security and privacy ensuring techniques has been discussed in detailed. 
This review work provides the comparison evaluation of the different research technologies in terms of their merits 
and demerits. This paper also provides the overview of the working procedure and the detailed overview of the 
research technologies. The numerical assessment of the recent technologies has been carried out in order to find the 
better technique that can ensure the improved security and privacy of the big data.  

Keywords: Big data security, privacy handling, cryptography techniques, anonymisation techniques, storage 
handling. 

I. INTRODUCTION 

 Growing internet technologies attracts millions of users in accessing network through worldwide. The 
millions of people attempts to access the internet services to access applications such as social media, emails, 
blogs and so on[1]. This leads to generation of terabyte of data from the multiple users. Interaction between the 
multiple users throughout the worldwide through multiple applications such as cloud technologies, Internet of 
Things (IoT) and social networks would generate the millions of data which is named as big data [2]. Handling 
these big data is a more difficult task which needs to be concentrated more to ensure the optimal handling of 
data [3].  

 As studies in various research works, big data tends to have increased volume, velocity and variety of 
information [4]. This data can be utilized in various applications such as military, medical field, education 
organizations and so on. These data can be utilized to make accurate decision about the different tasks. Thus it 
can be say that the big data can be utilized for more processing outcomes. However this big data storage and 
management is a more difficult task. Finding useful information from the big volume data is also found to be 
more difficult task [5]. Well handled data can be effectively utilized for the extracting the more useful 
information which can be used to generate wise decision about some processes. This can be utilized to made 
new decision in the various science fields.  

 The common issues that are found in handling of big data are storage issues, filtering issues, security 
issues and so on [6]. It is required to implement more effective techniques to ensure the optimal and effective 
handling of the big data. There is various research techniques has been introduced earlier for the effective 
management of big data with the consideration of the security issues. However it is more difficult to handling 
the large volume of big data due to presence of different variety of information and types of data. There are 
various research techniques has been introduced earlier for ensuring the security and privacy issues in the big 
data handling [7]. 

 In this review work, discussion about the different big data security issues is given. This paper provides 
the overview and discussion of the various research techniques that tends to resolve the security and privacy 
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issues in the big data. In this comparison evaluation of the different big data security techniques are given in 
terms of merits and demerits of each work. This paper also provides the discussion about the numerical 
assessment of existing research works in terms of different performance metrics.  

From this review work, we can learn that the discussion of different research techniques with their 
detailed working procedure. This paper provides the overview of the different research techniques in terms of 
their working procedure and the numerical evaluation. This research work also provides the detailed overview 
of the performance assessment carried out in the big data environment. The detailed discussion about the 
existing research techniques has been given in the following sub sections. 

The overall organization of the paper is given as follows: In section detailed introduction about the big 
data framework and the security issues has been given. In section 2, discussion about the different related 
research methodologies is given along with their working procedure. In section 3, comparison of the big data 
security methods is given in terms of their merits and demerits. In section 4, numerical assessment of the 
research methodologies are given for each research techniques. Finally in section 5, summary of the review 
work is given based on numerical assessment results.  

II. ANALYSIS ON VARIOUS BIG DATA SECURITY MECHANIMS 

In this section discussion about the various security and privacy preservation techniques for the big 
data management is given. In this section detailed overview about the different research methodologies in terms 
of their working procedure and merits and demerits is given.  

Manogaran et al [8] introduced the metaCloudDataStorage architecture for handling the large volume 
of generated data efficiently. Authors in this work adapted the cloud storage services for the efficient handling 
of the big data with ensured security and privacy. This is done by monitoring and learning about the types of 
security that can happen in the stored data and the effective methods has been proposed to ensure the big data 
security. This is done by integrating the AWS key management services with the cloud storage thus the secured 
handling of big data can be ensured. This method also guarantees the optimal storage management with the 
effective handling of big data. 

Kim et al [9] proposed Hilbert-curve based cryptographic transformation scheme for ensuring the 
security on big data. This work mainly concentrates on the privacy and security issues on the big data handling 
when it is outsources. The proposed cryptographic technique effectively protects the data contents from the 
unauthorized users during outsourcing process. The implementation of these techniques leads to ensure the less 
computation cost for the query handling when big data is outsourced. This work ensures the improved privacy 
level by adapting the Hilbert curve for the managing the queries that are submitted by the users. These Hilbert 
curves can prevent the leakage of information, thus the improved security and privacy can be ensured in the big 
data outsourcing process.  

Li et al [10] proposed Security-Aware Efficient Distributed Storage (SA-EDS) model for ensuring the 
security of cloud stored big data model. It ensures the security of the cloud stored big data by adapting the 
intelligence cryptography algorithm. This work guarantees the security of big data by dividing the big data into 
multiples partitions and separates the storage space in multiple locations. By doing so, unauthorized users can be 
prevented from gaining the big data information easily when it is placed in the single storage. THIs 
methodology utilizes the alternative data distribution algorithm and the secure efficient data distribution 
algorithm for the ensure big data security. This methodology proves that the big data can be secured from the 
various security threats arises in the cloud storage environment.  

He et al [11] proposed privacy-preserving CLPDP (PP-CLPDP) scheme to enhance the security of 
cloud stored big data. This method adapts the certificate management issues to enhance the security level of the 
cloud stored big data. The proposed research method enhances the performance data storage by introducing the 
method namely certificateless PDP scheme. This method perform the data auditing periodically to enhance the 
security and privacy level of big data storage by updating the data stored in the environment periodically. This 
method performs data integrity checking in the efficient way to ensure the big data storage security level. From 
the analysis it is proved that the proposed research method can enhance both the certificate management and the 
privacy protection problems.  

Al Hamid et al [12] focused on medical environment to ensure the security level of the patient’s health 
care data. This work mainly focused on the ensuring the security level for health care big data over fog 
computing environment. The security of this work is enhanced by introducing the method namely bilinear 
pairing cryptography by using big data will be encrypted to protect it from the external threats. And also this 
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work introduces the tri party one round authenticated key agreement protocol based on which security and 
privacy of the fog computing stored big data can be ensured. This research work main attempts to authenticate 
the authorization of the users who attempts to access the data stored in the cloud computing environment. This is 
done to enhance the security permission given to the users by controlling the keys that are distributed among the 
participants and the communicates. From this end it is proved that the proposed protocol can enhance the 
security permission to make the more secured cloud storage.  

Wang et al [13] introduced the improved attribute based encryption for the ensuring the security level 
of big data. The attributed based encryption algorithm would take random attribute values of clients as the input 
parameters to generate the access key. This key will be utilized then to encrypt the big data contents. However 
regular ABE algorithm might be reduced in its performance over big data due to its size and variety. Thus the 
improved attribute based encryption is introduced in which input values given as auxiliary input values based on 
which encryption would be carried out. The numerical assessment of the proposed research methodology proves 
that this method leads to enhance the performance in terms of increased security level and the improved data 
authentication performance.  

Li [14] focused on ensuring the security level on the big data sharing environment. This is done by 
proposing the method namely distributed authentication and authorization scheme (DAAS) by using which the 
enhanced security and the improved privacy protection can be ensured. This method attempts to secure the data 
retrieval process by adapting the distributed verification scheme through which data access control can be 
performed. This is done by generating the cipher text keys with the help of publishers and users identity 
information.Whenever the new clients attempt to access the big data, initially trust registration will be initialized 
to make sure the improved security level. This method can effectively prevent the unauthorized users 
involvement and can protect the big data.  

El Ouazzaniet al [15] attempted to ensure the privacy level of big data storage by introducing the 
method namely k-anonymity without threshold value k. Throughout the years, k-secrecy has been treated with 
incredible enthusiasm as an anonymization system guaranteeing security in enormous information when we are 
managing semi identifier characteristics. In spite of the way that numerous calculations of k-obscurity have been 
proposed, the greater part of them concede that the limit k of k-secrecy must be known before anonymizing the 
informational collection. Here, a novel path in applying k-namelessness for semi identifier traits is displayed. It's 
another calculation called "k-secrecy without earlier estimation of the edge k". Our proposed calculation was 
tentatively assessed utilizing a test table of semi identifier properties. Besides, we feature every one of the 
means of our proposed calculation with point by point remarks. 

Fugkeaw et al [16] introduced Ciphertext Policy Attribute-based Encryption (CP-ABE) method for 
enhancing the security level of big data. However conventional CP-ABE scheme fail to perform well on the big 
volume of data due to presence of different variety and form. This can be resolved by introducing the extended 
Ciphertext Policy Attribute-based Encryption (CP-ABE) scheme which can ensure the optimal security 
maintenance of big data. Authors also introduced the light weight proxy re-encryption scheme for supporting the 
big data encryption in the efficient way. And also this method introduces the secure policy updating algorithm to 
make sure improved security level by updating the access policy information periodically.  

Qiu et al [17] concentrated on the utilization of quantum computerized signature in the entrance control 
of delicate information, for example, those information shows up in zones like human services so as to secure 
clients individual data. There are three gatherings in our convention: the endorser, the referee and the collector. 
Not the same as most existing conventions created in mediated quantum signature, in which the authority is 
either thought to be straightforward or unscrupulous, in our convention we accept the referee is halfway fair as 
in the mediator is straightforward however inquisitive. The quantum convention we propose in this paper have 
different favorable circumstances over existing conventions of a similar reason. The innovation we proposed can 
ensure the unqualified secure, and it is implementable by the present innovation, so the strategy we proposed 
can ensure the security of client' individual data in the enormous information period. 

Chen et al [18] proposed a verifiablekeyword search scheme for huge information based MHNs with 
fine-grained approval control. In the proposed plan, when sending the inquiry solicitation to the social insurance 
supplier out of the blue, the client needs to check whether the individual in question has the option to look inside 
scrambled wellbeing information. Just approved clients can produce substantial trapdoors for seeking. Our 
check method is developed dependent on an invertible Bloom query table and a Merkle hash tree, which can 
confirm the fulfillment and accuracy of the output regardless of whether a vacant set is returned by an 
untrustworthy social insurance supplier. The security investigation demonstrates that the proposed plan is secure 
against picked catchphrase assaults. The proposed plan is proficient with low calculation load, which can be 
utilized to perform catchphrase looks and check the list items rapidly in a major information condition. 
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Ahmad et al [19] exhibited a framework design that coordinates informal community with the 
specialized system. We derive a novel idea of 'Socio-Cyber Network', where a fellowship is made dependent on 
the geo-area data of the client, where trust file is utilized dependent on diagrams hypothesis. The proposed chart 
hypothesis gives a superior comprehension of extraction information from the information and discovering 
connection between various clients. To check the proficiency of the proposed calculations misused in the 
proposed framework engineering, we have executed our proposed framework utilizing Hadoop and MapReduce. 
MapReduce for digital physical framework (CPS) is bolstered by a parallel calculation that effectively 
procedure an enormous volume of informational collections. The framework is actualized utilizing Spark 
GraphX instrument at the highest point of the Hadoop parallel hubs to produce and process charts with close 
ongoing. Besides, the framework is assessed regarding effectiveness by thinking about the framework 
throughput and handling time. The outcomes demonstrate that the proposed framework is increasingly versatile 
and productive. 

Zhao et al [20]introduced the method namely new block chain based fair data trading protocol for the 
improved data integrity and security. The proposed convention incorporates ring signature, twofold verification 
counteracting mark and similitude figuring out how to ensure the accessibility of exchanging information, 
protection of information suppliers and reasonableness between information suppliers and information shoppers. 
We demonstrate the proposed convention accomplishes the attractive security properties that a protected 
information exchanging convention ought to have. The execution results with Solidity brilliant contract show 
the legitimacy of the proposed square chain-based reasonable information exchanging convention. 

Yang et al [21] proposed privacy-preserving smart IoT-based healthcare big data storage system with 
self-adaptive access control. The point is to guarantee the security of patients' social insurance information, 
acknowledge get to control for typical and crisis situations, and bolster shrewd deduplication to spare the extra 
room in huge information stockpiling framework. The medicinal documents produced by the human services 
IoT arrange are scrambled and exchanged to the capacity sys-tem, which can be safely shared among the social 
insurance staff from distinctive restorative do-mains utilizing a cross-space gets to control approach. The 
customary access control technology enables the approved information clients to decode patient's touchy 
restorative information, yet in addition hampers the emergency treatment when the patient's life is undermined 
in light of the fact that the on location emergency treatment faculty are not allowed to get patient's chronicled 
medicinal information. To manage this issue, we propose a safe framework to devise a novel two-crease get to 
control system, which is self-versatile for both ordinary and crisis circumstances. In typical application, the 
human services staff with appropriate trait mystery keys can have the information air conditioning cess benefit; 
in crisis application, patient's recorded therapeutic information can be recouped utilizing a secret word based 
break-glass get to component. 

III. COMPARISON ANALYSIS OF BIG DATA SECURITY MECHANISMS 

 In this section numerical assessment of the different research techniques is given in terms of their 
merits and demerits observed in the working procedure.  

Table 1. Comparison evaluation of the big data security mechanisms 

S.No Author Method Merits Demerits 

1 Manogaran et al 
(2016) 

metaCloudDataStorage Ensured security level 

Effective key 
management outcome 

More computational 
cost  

More resource 
utilization 

2 Kim et al (2016) Hilbert-curve based 
cryptographic 
transformation scheme 

Reduced 
communication cost 

Increased security level 

Guaranteed privacy 
preservation  

Higher computation 
cost 

Required more 
processing overhead 

3 Li et al (2017)  Security-Aware 
Efficient Distributed 

Reduced 
communication cost 

Shut down of data 
center would lead to 
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Storage (SA-EDS) 
model Increased data 

availability 

Increased security level 

data loss 

4 He et al (2017) privacy-preserving 
CLPDP (PP-CLPDP) 
scheme 

Increased security level 

Enhanced privacy 
protection 

Ensured data integrity 
checking  

More computation 
cost 

Increased security 
threats 

5 Al Hamid et al (2017) tri-party 
oneroundauthenticated 
key agreement 
protocol 

Increased security level 

Most efficient control 
over authorization 
policy 

Improved privacy 
preservation 

Less security with the 
involvement of 
outside hackers 

6 Wang et al (2017)  Improved attribute 
based encryption 

Enhanced security 
level  

Prevention from the 
data leakage 

Improved storage 
management  

There is an possibility 
of secret key leakage 
which needs to 
protected to avoid the 
degradation in 
security performance 

7 Lietal (2017) distributed 
authentication and 
authorization scheme 
(DAAS) 

Reduce cost of 
attribute based big data 
retrieval 

Enhanced security 
level 

Improved data integrity 
level 

More design 
complexity 

 

8 El Ouazzani et al 
(2018) 

K-Anonymity without 
threshold value 

Improved security 
level 

Enhanced privacy  

Better accuracy 

Ineffective resource 
utilization  

9 Fugkeaw et al (2018) Extended Ciphertext 
Policy Attribute-based 
Encryption 

Improved efficiency  

Increased security level 

Computationally cost 
effective 

Security degradation 
with the presence of  
internal intruders  

10 Qiu et al (2018) Quantum digital 
signature 

Effective control on 
access policy 
information 

Improved 

Reduced performance 
with less quantum key 
generation 
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computational 
efficiency  

Increased security level  

11 Chen et al (2018) verifiablekeyword 
search scheme 

Low computation load 

Better verification time 

Verifiable keyword 
search time 

More processing 
overhead 

12 Ahmad et al (2019) Socio-Cyber Network More scalable  

Computationally 
efficient  

Reduced 
computational cost 

Better system 
throughput 

Inefficient 
performance with 
lesser data size 

13 Zhao et al (2019) block chain based fair 
data trading protocol 

Better trade off 
between security and 
privacy in big data 
storage 

Lesser computation 
overhead 

More time complexity 

14 Yang et al (2019) privacy-preserving 
smart IoT-based 
healthcare big data 
storage system 

Increased security level 

Improved efficiency 

Lesser computation 
overhead 

More computation 
cost 

IV. NUMERICAL ANALYSIS 

In this section, simulation evaluation of the proposed and existing research methods has been given. 
This comparison is done on the Hadoop environment for the large volume of data. This comparison is made to 
ensure the efficiency of the proposed research method than the existing methods. Here the parameters that are 
considered for the proving the security level of proposed method are, “Accuracy, Reliability, and Time 
complexity”. Here the comparison is made between the research methodologies namelyHilbert-curve based 
cryptographic transformation scheme (HC-CTS) (2016), tri-party one round authenticated key agreement 
protocol (TP-ORAKAP) (2017), Extended Cipher Text Policy Attribute-based Encryption (ECTP-ABE) (2018) 
and block chain based fair data trading protocol (BC-FDTP) (2019). 

It is the exactness of the model and is assessed as the over-all actual classification parameters (  

that is categorized by the totality of the classification parameters (  
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Fig 1 Accuracy metric 

 According to Fig 1, it is proved that the comparison metric is calculated amid the previous and proposed 
technique regarding accurateness. The algorithms are taken on the x-axis and the accuracy is taken on y-axis.  

While the technique offers lesser communication overhead, the system is known as superior. 

 

Fig 2 Reliability 

According to Fig 2, it is proved that the performance metric is evaluated in regard to reliability. The amount 
of data is considered on the x-axis, and reliability is considered on the y-axis.  

While the algorithm offers lesser time complexity, the system is improved.  
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Fig 3 Time complexity  

According to Fig 3, it is proved that the performance metric is evaluated in regard to time complexity. 
The amount of data is considered on the x-axis, and time complexity is considered on the y-axis.  

V. CONCLUSION 

 In this paper, discussion about the different big data security techniques has been discussed in detailed. 
This section also provides the discussion about the various analysis works that attempts to enhance the security 
on handling on big data storage and improves the privacy level. In this paper, discussion of various security and 
privacy ensuring techniques has been discussed in detailed. This work provides the comparison evaluation of the 
different research technologies in terms of their merits and demerits. This paper also provides the overview of 
the working procedure and the detailed overview of the research technologies. The numerical assessment of the 
recent technologies has been carried out in order to find the better technique that can ensure the improved 
security and privacy of the big data. 
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