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Abstract 

Social media for news consumption is a double-edged sword. On the one hand, its low cost, easy 

access, and rapid dissemination of information lead people to seek out and consume news from 

social media. On the other hand, it enables the wide spread of “fake news”, i.e., low quality news 

with intentionally false information. The extensive spread of fake news has the potential for 

extremely negative impacts on individuals and society. Therefore, fake news detection on social 

media has recently become an emerging research that is attracting tremendous attention. Fake 

news detection on social media presents unique characteristics and challenges that make existing 

detection algorithms from traditional news media ineffective or not applicable. First, fake news 

is intentionally written to mislead readers to believe false information, which makes it difficult 

and nontrivial to detect based on news content; therefore, we need to include auxiliary 

information, such as user social engagements on social media, to help make a determination. 

Second, exploiting this auxiliary information is challenging in and of itself as users’ social 

engagements with fake news produce data that is big, incomplete, unstructured, and noisy. 

Because the issue of fake news detection on social media is both challenging and relevant, this 

survey is conducted to further facilitate research on the problem. The survey introduces the 

challenges of automatic fake news detection. A work is focused on analyzing the fake news 

detection that is happened on social networks by various data mining techniques. 

Keywords: Social media, fake news detection, data mining 

1. Introduction 

Automatic fake news detection is the task of assessing the truthfulness of claims in news. This is 

a new, because both traditional news media and social media have huge social-political impacts 
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on every individual in the society. For example, exposure to fake news can cause attitudes of 

inefficacy, alienation, and cynicism toward certain political candidates [12]. The worst part of 

the spread of fake news is that sometimes it does link to offline violent events that threaten the 

public safety (e.g., the PizzaGate). Detecting fake news is of crucial importance to the data 

mining community, as it also creates broader impacts on how technologies can facilitate the 

verification of the veracity of claims while educating the general public. The conventional 

solution to this task is to ask professionals such as journalists to check claims against evidence 

based on previously spoken or written facts. However, it is time-consuming and costs a lot of 

human resources, For example, PolitiFact takes three editors to judge whether a piece of news is 

real or not. 

As an increasing amount of our lives is spent interacting online through social media 

platforms, more and more people tend to seek out and consume news from social media rather 

than traditional news organizations. The reasons for this change in consumption behaviors are 

inherent in the nature of these social media platforms: (i) it is often more timely and less 

expensive to consume news on social media compared with traditional news media, such as 

newspapers or television; and (ii) it is easier to further share, comment on, and discuss the news 

with friends or other readers on social media. For example, 62 percent of U.S. adults get news on 

social media in 2016, while in 2012; only 49 percent reported seeing news on social media. It 

was also found that social media now outperforms television as the major news source. Despite 

the advantages provided by social media, the quality of news on social media is lower than 

traditional news organizations. However, because it is cheap to provide news online and much 

faster and easier to disseminate through social media, large volumes of fake news, i.e., those 

news articles with intentionally false information, are produced online for a variety of purposes, 

such as financial and political gain [11]. 

The extensive spread of fake news can have a serious negative impact on individuals and 

society. First, fake news can break the authenticity balance of the news ecosystem. Second, fake 

news intentionally persuades consumers to accept biased or false beliefs. Fake news is usually 

manipulated by propagandists to convey political messages or influence. For example, some 

report shows that Russia has created fake accounts and social bots to spread false stories. Third, 

fake news changes the way people interpret and respond to real news. For example, some fake 
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news was just created to trigger people’s distrust and make them confused; impeding their 

abilities to differentiate what is true from what is not. To help mitigate the negative effects 

caused by fake news–both to benefit the public and the news ecosystem– It’s critical that the 

methods are developed to automatically detect fake news on social media. 

Detecting fake news on social media poses several new and challenging research 

problems. Though fake news itself is not a new problem–nation or groups have been using the 

news media to execute propaganda or influence operations for centuries–the rise of web-

generated news on social media makes fake news a more powerful force that challenges 

traditional journalistic norms. There are several characteristics of this problem that make it 

uniquely challenging for automated detection [14]. First, fake news is intentionally written to 

mislead readers, which makes it nontrivial to detect simply based on news content. The content 

of fake news is rather diverse in terms of topics, styles and media platforms, and fake news 

attempts to distort truth with diverse linguistic styles while simultaneously mocking true news. 

For example, fake news may cite true evidence within the incorrect context to support a non-

factual claim. Thus, existing hand-crafted and data-specific textual features are generally not 

sufficient for fake news detection. Other auxiliary information must also be applied to improve 

detection, such as knowledge base and user social engagements. Second, exploiting this auxiliary 

information actually leads to another critical challenge: the quality of the data itself. Fake news is 

usually related to newly emerging, time-critical events, which may not have been properly 

verified by existing knowledge bases due to the lack of corroborating evidence or claims. In 

addition, users’ social engagements with fake news produce data that is big, incomplete, 

unstructured, and noisy. Effective methods to differentiate credible users extract useful post 

features and exploit network interactions are an open area of research and need further 

investigations. 

As the Internet community and the speed of the spread of information are growing 

rapidly, automated fact checking on internet content has gained plenty of interests in the 

Artificial Intelligence research community [16]. The goal of automatic fake news detection is to 

reduce the human time and effort to detect fake news and help us to stop spreading them. The 

task of fake news detection has been studied from various perspectives with the development in 
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subareas of Computer Science, such as Machine Learning (ML), Data Mining (DM), and Natural 

language Processing (NLP). 

The key motivations of this survey are summarized as follows:  

 Fake news on social media has been occurring for several years; however, there is no 

agreed upon definition of the term “fake news”. To better guide the future directions of 

fake news detection research, appropriate clarifications are necessary.  

 Social media has proved to be a powerful source for fake news dissemination. There are 

some emerging patterns that can be utilized for fake news detection in social media. A 

review on existing fake news detection methods under various social media scenarios can 

provide a basic understanding on the state-of-the-art fake news detection methods.  

 Fake news detection on social media is still in the early age of development, and there are 

still many challenging issues that need further investigations. It is necessary to discuss 

potential research directions that can improve fake news detection and mitigation 

capabilities. 

 Analyze systematically how fake news detection is aligned with existing NLP tasks, and 

discuss the assumptions and notable issues for different formulations of the problem;  

 The available datasets are categorized and summarized, data mining approaches, and 

results.   

2. Related Work 

Pogue in 2017 said that fake news is now viewed as one of the greatest threats to democracy, 

journalism, and freedom of expression [1]. It has weakened public trust in governments and its 

potential impact on the contentious “Brexit” referendum and the equally divisive 2016 U.S. 

presidential election – which it might have affected and it is yet to be realized. The reach of fake 

news was best highlighted during the critical months of the 2016 U.S. presidential election 

campaign, where the top twenty frequently-discussed false election stories generated 8,711,000 

shares, reactions, and comments on Facebook, ironically, larger than the total of 7,367,000 for 

the top twenty most-discussed election stories posted by 19 major news websites and it was 

given by Silverman in the year 2016 [2]. Rapoza quoted that our economies are not immune to 

the spread of fake news either, with fake news being connected to stock market fluctuations and 
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massive trades [3]. For example, fake news claiming that Barack Obama was injured in an 

explosion wiped out $130 billion in stock value. These events and losses have motivated fake 

news research and sparked the discussion around fake news, as observed by skyrocketing usage 

of terms such as “post-truth” – selected as the international word of the year by Oxford 

Dictionaries in 2016 by Wang [4]. 

 While fake news is not a new phenomenon which is given by Allcott and Gentzkow in 

2017, questions such as why has it emerged as a world topic and why is it attracting increasingly 

more public attention are particularly relevant at this time [5]. The leading cause is that fake 

news can be created and published online faster and cheaper when compared to traditional news 

media such as newspapers and television. The rise of social media and its popularity also plays 

an important role in this surge of interest. As of August 2017, around two third (67%) of 

Americans get their news from social media. Jamieson and Cappella said that with the existence 

of an echo chamber effect on social media, biased information is often amplified and reinforced 

in the year 2008 [6]. Furthermore, as an ideal platform to accelerate fake news dissemination, 

social media breaks the physical distance barrier among individuals, provides rich platforms to 

share, forward, vote, and review, and encourages users to participate and discuss online news  by 

Zhou et al. in 2019 [7]. This surge of activity around online news can lead to grave 

repercussions, but also substantial potential political and economic benefits. Such generous 

benefits encourage malicious entities to create, publish and spread fake news. 

 Smith and Banic in 2016 suggested that “Take the dozens of “well-known” teenagers in 

the Macedonian town of Veles as an example of users who produced fake news for millions on 

social media and became wealthy by penny-per-click advertising during the U.S. presidential 

election” [8]. As reported by the NBC, each individual “has earned at least $60,000 in the past 

six months – far outstripping their parents’ income and transforming his prospects in a town 

where the average annual wage is $4,800”. The tendency of individuals to overestimate the 

benefits rather than costs, as valence effect by Jones and McGillis in 1976 indicates, further 

widens the gap between benefits and costs attracting individuals to engage in fake news 

activities. Clearly when governments, parties and business tycoons are standing behind fake 

news generation, seeking its tempting power and profits, there is a greater motivation and 
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capability to make fake news more persuasive and indistinguishable from truth to the public [9]. 

But, how can fake news gain public trust? 

 Social and psychological factors play an important role in fake news gaining public trust 

and further facilitate the spread of fake news. For instance, humans have been proven to be 

irrational and vulnerable when differentiating between truth and falsehood while overloaded with 

deceptive information. Studies in social psychology and communications have demonstrated that 

human ability to detect deception is only slightly better than chance: typical accuracy rates are in 

the 55%-58% range, with a mean accuracy of 54% over 1,000 participants in over 100 

experiments by Rubin in 2010. The situation is more critical for fake news compared to other 

types of information, as for news, a representative of authenticity and objectivity, is relatively 

easier to gain public trust. In addition, individuals tend to trust fake news after repeated 

exposures (i.e., validity effect), or if it confirms their pre-existing knowledge (i.e., confirmation 

bias. Peer pressure can also at times “control” our perception and behavior (i.e., bandwagon 

effect [10]. 

3. Fake News Characterization 

3.1 Definition of Fake News 

Fake news has existed for a very long time, nearly the same amount of time as news began to 

circulate widely after the printing press was invented in 1439. However, there is no agreed 

definition of the term “fake news”. Therefore, some widely used definitions of fake news are 

compared in the existing literature, and provided with the definition of fake news that will be 

used for the remainder of this survey. A narrow definition of fake news is news articles that are 

intentionally and verifiably false and could mislead readers. There are two key features of this 

definition: authenticity and intent [13]. First, fake news includes false information that can be 

verified as such. Second, fake news is created with dishonest intention to mislead consumers. 

Broader definitions of fake news focus on the either authenticity or intent of the news content. 

Some papers regard satire news as fake news since the contents are false even though satire is 

often entertainment-oriented and reveals its own deceptiveness to the consumers. Other literature 

directly treats deceptive news as fake news, which includes serious fabrications, hoaxes, and 
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satires. In this work, the narrow definition of fake news is used. Formally, this definition stated 

as follows, 

Definition 1 (Fake News): Fake news is a news article that is intentionally and verifiably 

false. 

The reasons for choosing this narrow definition are three folds. First, the underlying 

intent of fake news provides both theoretical and practical value that enables a deeper 

understanding and analysis of this topic. Second, any techniques for truth verification that apply 

to the narrow conception of fake news can also be applied to under the broader definition. Third, 

this definition is able to eliminate the ambiguities between fake news and related concepts that 

are not considered in this proposed work. The following concepts are not fake news according to 

the provided definition: (1) satire news with proper context, which has no intent to mislead or 

deceive consumers and is unlikely to be mis-perceived as factual; (2) rumors that did not 

originate from news events; (3) conspiracy theories, which are difficult verify as true or false; (4) 

misinformation that is created unintentionally; and (5) hoaxes that are only motivated by fun or 

to scam targeted individuals. 

3.2 Fake News on Traditional News Media 

Fake news itself is not a new problem. The media ecology of fake news has been changing over 

time from newsprint to radio/television and, recently, online news and social media. The 

“traditional fake news” is denoted as the fake news problem before social media had important 

effects on its production and dissemination. Next, several psychological and social science 

foundations are demonstrated that describe the impact of fake news at both the individual and 

social information ecosystem levels [15]. 

 Psychological Foundations of Fake News: Humans are naturally not very good at 

differentiating between real and fake news. There are several psychological and cognitive 

theories that can explain this phenomenon and the influential power of fake news. Traditional 

fake news mainly targets consumers by exploiting their individual vulnerabilities. There are two 

major factors which make consumers naturally vulnerable to fake news: (i) Naive Realism: 

consumers tend to believe that their perceptions of reality are the only accurate views, while 

others who disagree are regarded as uninformed, irrational, or biased and (ii) Confirmation Bias: 
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consumers prefer to receive information that confirms their existing views. Due to these 

cognitive biases inherent in human nature, fake news can often be perceived as real by 

consumers. Moreover, once the misperception is formed, it is very hard to correct it. A 

psychology study shows that correction of false information (e.g., fake news) by the presentation 

of true, factual information is not only unhelpful to reduce misperceptions, but sometimes may 

even increase the misperceptions, especially among ideological groups [20]. 

 Social Foundations of the Fake News Ecosystem: Considering the entire news 

consumption ecosystem, some of the social dynamics are described that contribute to the 

proliferation of fake news. Prospect theory describes decision making as a process by which 

people make choices based on the relative gains and losses as compared to their current state. 

This desire for maximizing the reward of a decision applies to social gains as well, for instance, 

continued acceptance by others in a user’s immediate social network. As described by social 

identity theory and normative influence theory, this preference for social acceptance and 

affirmation is essential to a person’s identity and self-esteem, making users likely to choose 

“socially safe” options when consuming and disseminating news information, following the 

norms established in the community even if the news being shared is fake news [18]. 

This rational theory of fake news interactions can be modeled from an economic game 

theoretical perspective by formulating the news generation and consumption cycle as a two-

player strategy game. For explaining fake news, there are two kinds of key players are assumed 

in the information ecosystem: publisher and consumer. The utility for the publisher stems from 

two perspectives: (i) short-term utility: the incentive to maximize profit, which is positively 

correlated with the number of consumers reached; (ii) long term utility: their reputation in terms 

of news authenticity. Utility of consumers consists of two parts: (i) information utility: obtaining 

true and unbiased information (usually extra investment cost needed); (ii) psychology utility: 

receiving news that satisfies their prior opinions and social needs, e.g., confirmation bias and 

prospect theory. Both publisher and consumer try to maximize their overall utilities in this 

strategy game of the news consumption process. The fact that fake news happens when the short-

term utility dominates a publisher’s overall utility is captured and psychology utility dominates 

the consumer’s overall utility, and equilibrium is maintained [21]. 

3.3 Fake News on Social Media 
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Malicious Accounts on Social Media for Propaganda: While many users on social 

media are legitimate, social media users may also be malicious, and in some cases are not even 

real humans. The low cost of creating social media accounts also encourages malicious user 

accounts, such as social bots, cyborg users, and trolls. A social bot refers to a social media 

account that is controlled by a computer algorithm to automatically produce content and interact 

with humans (or other bot users) on social media [19]. Social bots can become malicious entities 

designed specifically with the purpose to do harm, such as manipulating and spreading fake news 

on social media. Trolls, real human users who aim to disrupt online communities and provoke 

consumers into an emotional response, are also playing an important role in spreading fake news 

on social media. For example, evidence suggests that there were 1,000 paid Russian trolls 

spreading fake news on Hillary Clinton. Trolling behaviors are highly affected by people’s mood 

and the context of online discussions, which enables the easy dissemination of fake news among 

otherwise “normal” online communities. The effect of trolling is to trigger people’s inner 

negative emotions, such as anger and fear, resulting in doubt, distrust, and irrational behavior. 

Finally, cyborg users can spread fake news in a way that blends automated activities with human 

input. Usually cyborg accounts are registered by human as a camouflage and set automated 

programs to perform activities in social media. The easy switch of functionalities between human 

and bot offers cyborg users unique opportunities to spread fake news. In a nutshell, these highly 

active and partisan malicious accounts on social media become the powerful sources and 

proliferation of fake news. The fake news detection from characterization to detection is shown 

in figure 1. 

 

                                     Figure 1: Fake News on Social Media 
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Echo Chamber Effect: Social media provides a new paradigm of information creation 

and consumption for users. The information seeking and consumption process are changing from 

a mediated form (e.g., by journalists) to a more disinter-mediated way. Consumers are 

selectively exposed to certain kinds of news because of the way news feed appear on their 

homepage in social media, amplifying the psychological challenges to dispelling fake news 

identified above. For example, users on Facebook always follow like-minded people and thus 

receive news that promotes their favored existing narratives [16]. Therefore, users on social 

media tend to form groups containing like-minded people where they then polarize their 

opinions, resulting in an echo chamber effect. The echo chamber effect facilitates the process by 

which people consume and believe fake news due to the following psychological factors: (1) 

social credibility, which means people are more likely to perceive a source as credible if others 

perceive the source is credible, especially when there is not enough information available to 

access the truthfulness of the source; and (2) frequency heuristic, which means that consumers 

may naturally favor information they hear frequently, even if it is fake news. Studies have shown 

that increased exposure to an idea is enough to generate a positive opinion of it, and in echo 

chambers, users continue to share and consume the same information. As a result, this echo 

chamber effect creates segmented, homogeneous communities with a very limited information 

ecosystem. Research shows that the homogeneous communities become the primary driver of 

information diffusion that further strengthens polarization. 

4. Datasets 

A major challenge for automated fake news detection is the availability and the quality of the 

datasets. There exists a variety of datasets for fake news detection.  

4.1 One or Few Sentences Datasets 

Short Claims 

A recent benchmark dataset for fake news detection is LIAR. This dataset includes 12,836 real-

world short statements collected from PolitiFact, where editors handpicked the claims from a 

variety of occasions such as debate, campaign, Facebook, Twitter, interviews, ads, etc. Each 

statement is labeled with six-grade truthfulness. The information about the subjects, party, 

context, and speakers are also included in this dataset [18]. The first to study PolitiFact data, but 
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LIAR is orders of magnitude larger and more comprehensive. However, note that the original 

LIAR paper does not include the editor’s justification or evidence due to copyright concerns, and 

users will need to retrieve the justification/evidence separately using an API. Also, even though 

both the claims and the evidence are from real-world occasions, they are highly unstructured. 

Fact-checking remains relatively challenging for this dataset. Fever is a dataset providing related 

evidences for fake news detection. Fever contains 185,445 claims generated from Wikipedia 

data. Each statement is labeled as Supported, Refuted, or Not Enough Info. They also marked 

which sentences from Wikipedia they use as evidence. Fever makes it possible to develop a 

system which can predict the truthfulness of a claim together with the evidence, even though the 

type of facts and evidence from Wikipedia may still exhibit some major stylistic differences from 

those in real-world political campaigns. POLITIFACT, CHANNEL4.COM, and SNOPES are 

three sources for manually labeled short claims in news, which is collected and labeled manually. 

Many datasets are created based on these websites. 

Posts on Social Networking Services 

In addition to the websites mentioned above, posts on Social Networking Services (SNS), such 

as Twitter and Facebook, can also be a source of short news statements. There are some datasets 

for fake news detection focusing on SNS, but they tend to have a limited set of topics and can be 

less related to news. BUZZFEEDNEWS collects 2,282 posts from 9 news agencies on Facebook. 

Each post is fact checked by BuzzFeed journalists. The advantages of this dataset are that the 

articles are collected from both sides of left-leaning and right leaning organizations, and they are 

enriched by adding data such as the linked articles. BUZZFACE extends the BuzzFeed dataset 

with the comments related to news articles on Facebook. It contains 2,263 news articles and 1.6 

million comments. SOME-LIKE-IT-HOAX consists of 15,500 posts from 32 Facebook pages, 

that is, the public profile of organizations (14 conspiracy and 18 scientific organizations). This 

dataset is labeled based on the identity of the publisher instead of post-level annotations so that it 

may have imposed a strong assumption. A potential major pitfall for such dataset is that such 

kind of labeling strategy can result in machine learning models learning characteristics of each 

publisher, rather than that of the fake news [17]. 

 PHEME and CREDBANK are two Twitter datasets. PHEME contains 330 twitter threads 

(a series of connected Tweets from one person) of nine newsworthy events, labeled as true or 
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false according to thread structures and follow-follower relationships. CREDBANK contains 60 

million tweets covering 96 days, grouped into 1,049 events with a 30-dimensional vector of 

truthfulness labels. Each event was rated on a 5-point Likert scale of truthfulness by 30 human 

annotators. They simply concatenate 30 ratings as a vector because they find it difficult to reduce 

it to a one-dimensional score. As mentioned above, these datasets were created for verifying the 

truthfulness of tweets. Thus they are limited to a few numbers of topics and can include tweets 

with no relationship to news. Hence both datasets are not so much ideal for fake news detection 

so that they are more frequently used for rumor detection. 

5. Tasks 

The general goal of fake news detection is to identify fake news. However, this task can be 

formulated in various ways. 

5.1 Input 

In this work, fake news detection of text content is focused. The input can be text ranging from 

short statements to entire articles. Additional information such as speakers’ identity can be 

appended. Inputs are related to which dataset is used 

5.2 Output 

In most studies, fake news detection is formulated as a classification or regression problem, but 

classification is more frequently used. 

6. Methods 

6.1 Preprocessing 

Preprocessing usually includes tokenization, stemming, and generalization or weighting words. 

To convert tokenized texts into features, Term Frequency-Inverse Document Frequency (TFIDF) 

and Linguistic Inquiry and Word Count (LIWC) are frequently used. For word sequences, pre-

learned word embedding vectors such as word2vec and GloVe are commonly used. Appropriate 

preprocessing is necessary for a better understanding of fake news. They use LIWC and find 

there is a difference in word usage between deceptive language and non-deceptive ones, so using 

word classification may have significant meaning on detection. When using entire articles as 
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inputs, an additional preprocessing step is to identify the central claims from raw texts. The 

sentences can be ranked using TF-IDF and DrQA system. Solutions to the text summarization 

task can also be applied. 

6.2 Classification 

The most common way is to formulate the fake news detection as a binary classification 

problem. However, categorize all the news into two classes (fake or real) is difficult because 

there are cases where the news is partly real and partly fake. To address this problem, add 

additional classes is a common practice. There are mainly two ways of adding additional classes. 

One is to set a category for the news which is neither completely real nor completely fake. The 

other one is to set more than two degrees of truthfulness, like LIAR and CREDBANK. The latter 

method reflects human judgments more delicately. When using these datasets, the expected 

outputs are multi-class labels, and those labels are learned as independent labels with i.i.d 

assumptions. 

6.3 Regression 

Fake news detection can also be formulated as a regression task, where the output is a numeric 

score of truthfulness. Formulating the task in this way can make it less straightforward to do the 

evaluation. Usually, evaluation is done by calculating the difference between the predicted scores 

and the ground truth scores, or using Pearson/Spearman Correlations. However, since the 

available datasets have discrete ground truth scores, the challenge here is how to convert the 

discrete labels to numeric scores. 

6.4 Clustering 

One of the conditions for fake news classifiers to achieve good performances is to have sufficient 

labeled data. However, to obtain reliable labels requires a lot of time and labor. Therefore, semi-

supervised and unsupervised methods are proposed. The task is then formulated as a clustering 

problem instead of a classification one. 

6.5 Machine Learning Models 

Non-Neural Network Models 
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The most frequently used classification models in fake news detection are Support Vector 

Machine (SVM) and Naive Bayes Classifier (NBC). These two models differ a lot in structure 

thus comparing among them is meaningful. Logistic regression (LR) and decision tree such as 

Random Forest Classifier (RFC) are also used. 

Neural Network Models 

Many types of neural network models such as multi-layer perceptrons work for fake news 

detection, and many combinations of models are shown. Recurrent Neural Network (RNN) is 

very popular in Natural Language Processing, especially Long Short-Term Memory (LSTM), 

which solves the vanishing gradient problem. LSTMs can capture longer-term dependencies.  

For example, set up two types of LSTM model, one put simple word embeddings 

initialized with GloVe into LSTM, and the other concatenate LSTM output with LIWC feature 

vectors before undergoing the activation layer. In both cases, they were more accurate than NBC 

and Maximum Entropy (MaxEnt) models, even though slightly. The representations of both 

users and articles are extracted as low-dimensional vectors, and for representation of articles, 

they use LSTM for each article. Textual information of each social engagement for an article is 

processed by doc2vec and put in LSTM, and are integrated with the score of the user in the last 

layer to classify. Convolutional neural networks (CNN) are also widely used since they succeed 

in many text classification tasks.  

A model is based on Kim’s CNN. They concatenate the max-pooled text representations 

with the metadata representation from the bi-directional LSTM. CNN also used for analyzation 

using a variety of meta-data. For example, give graph-like data of relationships between news 

and publishers to CNN and assess news from them. The Multi-source Multi-class Fake news 

Detection framework (MMFD) is proposed, in which CNN analyzes local patterns of each text in 

a claim and LSTM analyze temporal dependencies in the entire text. This model takes advantage 

of the characteristics of both models because LSTM works better for long sentences. Attention 

mechanisms are often incorporated into neural networks to achieve better performance. The 

attention model is used that incorporates the speakers name and the statements topic to attend to 

features first, and then weighted vectors are fed into an LSTM.  
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7. Experimental Results 

Rubin et al. (2015a) define nine requirements for fake news detection corpus, and to agree:  

1. Availability of both truthful and deceptive instances;  

2. Digital textual format accessibility;  

3. Verifiability of “ground truth”;  

4. Homogeneity in lengths;  

5. Homogeneity in writing matte;  

6. Predefined timeframe;  

7. The manner of news delivery;  

8. Pragmatic concerns;  

9. Language and culture. 

Research on fake news detection has been progressing, and the situation has changed 

since these requirements were defined in 2015. As the performances on fake news detection are 

improved, the more reality-based and detailed detection becomes more realistic so that new 

datasets should be useful to develop models realizing such detection. Thus, we add three new 

recommendations for a new dataset based on cases found in previous research. Concerning 

developing more reality based datasets, requirement 10 and 12 should be fulfilled, and 

concerning more detailed datasets, requirement 11 should be fulfilled. 

10: Easy to create from raw data: Pragmatic fake news detection should be performed on 

emerging news, so models learned from datasets should not require much hand-crafted 

information. In order to imitate this and set a challenging task, datasets must not include too 

much information tagged by human except for true-or-false labels. For example, Karimi et al. 

(2018) supplement LIAR by adding the verdict reports written by label generators. This could be 

the problem because verdict reports are highly related to answering and not generated in 

emerging news. 
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11: Fine-grained truthfulness: News or claims might be a mixture of true and false 

statements, so it is not practical to categorize them totally into true or false. When creating 

human annotators engaged in labeling news tend to believe what they read, shown in Buntain 

and Golbeck (2017). Besides, the binary classification has already achieved high accuracy 

around 90% even if inputs are restricted to textual sources Bhattacharjee et al. (2017) achieve 

over 96% accuracy using only textual data of the claims themselves from LIAR, while 6-class 

classification is still a challenging task, Della Vedova et al. (2018) achieve almost 90% accuracy 

even when there is little social engagement data. In order to define a more challenging and 

practical task, the datasets should include more detailed truthfulness information. 

12: Quote claims or articles from various speakers or publisher: When creating a new 

dataset, data should not be extracted from only one specific publisher, because a model will learn 

not fake news features but that of publishers. Moreover, when choosing which websites to use, 

and should be careful to what types of fake news it indicates (Hoaxes, Propaganda or Satire 

(Rubin et al., 2015a)). It is easier to use data from fact-checking sites such as PolitiFact, but the 

labels will rely on editor’s decision. In this way, avoid having confounding variables in the 

analysis that creates bias and complicates the study. For example, strongly discourage anyone to 

use the BS Detector dataset, due to the lack of annotation and strong assumptions: This task is 

more like a classification of website types vs. fake news. 

There are some essential features to extract particularly in fake news detection. First, the 

psycholinguistic categories of words used in the fake news have been proven to be different in 

some researches since Mihalcea and Strapparava (2009) find characteristics of the word used in 

deceptive languages. Shu et al. (2017b) achieve 64% accuracy on FAKENEWSNET by only 

analyzing word usage in LIWC. Thus it is clear analyzation on word usage contributes much too 

detecting fake news. Second, the rhetorical features may differ in fake news.  

However, those hand-crafted features extraction may be replaced by neural networks. 

Rashkin et al. (2017) shows that adding LIWC did not improve the performance of the LSTM 

model but even harm it while Naive Bayes and MaxEnt models are improved. It may be because 

some neural network models like LSTM can learn lexical information in LIWC by themselves. 

There is no such a study on rhetorical features so we cannot conclude, but neural network models 
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may also lean them, considering the RST model achieve only low accuracies compared to other 

methods. 

Kirilin and Strube (2018) improve accuracy by 21% through replacing the credibility 

history in LIAR’s with a larger credibility source they launched named speak2credit. They show 

that their attention model relies on speaker’s credibility by 43%, much higher than 17% on a 

statement of claim, by case study. However, the tendency to rely their judgments on speakers or 

publishers may cause some problem. Vlachos said that the most dangerous misinformation 

comes from the sources they trust, and upgrading or downgrading specific sources because 

silencing minorities’ voice (Graves, 2018). 

Thus he developed new datasets FEVER including evidence so that it can be used for 

claim verification not only for classification. Such content based approaches should be 

developed more in the future. For claim verification on FEVER, Yin and Roth (2018) improves 

precision rate to 45% from 10% (the benchmark score). The point is that considering the recall 

rate does not change that dramatically (from 46% to 50%), this model has less chance of 

verifying fake claim incorrectly. Research on FEVER is fewer than that on others because this 

dataset was published very recently and the accuracy, recall and precision rate are relatively low 

in most studies. 

8. Conclusion 

The previous datasets are compared and proposed new requirements for future datasets; 1.Easy 

to make from raw data in internets, 2.Have enough classes of truthfulness, 3.Quote claims or 

articles from different speakers or publishers. Besides, the accuracy of many previous 

experiments are compared and made some challenging task to our future fake news detection 

model; 1. More textual content-based method on multi-class fake news detection based on 

Natural Language Processing should be developed for realizing reliable detection. 2. More 

logical explanation is required for fake news characteristics 3. There should be a limitation in 

language-based fake news detection in the case that there are not enough linguistic differences to 

improve detection accuracy to very high rate so that to extend the way of verification with 

evidence as the content-based method. 4. The hand-crafted features extraction will be replaced 

by neural network models improvement. 
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