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Abstract— The newworldview of redistributinginformation to the cloud is atwofold edgedsword. On oneside, it opens up 
informationproprietors from thespecialized administrationand is simpler forthe information proprietorsto impart their information 
toexpected beneficiarieswhen information areput away in thecloud. On the oppositeside, it achieves newdifficulties about security 
andsecurity insurance. To secureinformation secrecy againstthe genuine yet inquisitive cloud specialist various works have been 
proposedto help fine-grained informationaccess control. In anycase, till now, no proficientplans can give thesituation of fine-
grainedaccess control togetherwith the limit of time-senstiveinformation distributing. In this thesis, byinstalling the component 
ofplanned discharge encryptioninto CP-ABE (Ciphertext-PolicyvAttribute-based Encryption), wepropose TAFC: anothertime and 
property elementsconsolidated access control ontime delicate informationput away in cloud. Broadsecurity andexecution 
investigationdemonstrates that ourproposed plan is profoundlyproficient and fulfills the security prerequisites for time-
senstiveinformation stockpiling in publiccloud. 
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I. INTRODUCTION 

 
The National Institute of Standards and Technology (NIST) define cloud computing as “a model for user convenience, on-
demand network access contributes the computing resources (e.g. network, storage, application, servers and services) that can 
be rapidly implemented with minimal management effort or service provider interference” [5]. The users can access the cloud 
data and application at anytime and anywhere. Cloudstorage administrationhas noteworthy pointsof interest on bothhelpful 
information sharing andcost decrease. Be thatas it may, this newworldview of informationstockpiling realizes newdifficulties 
aboutinformation privacysecurity. Informationare no longer in informationproprietor's confidedin area, and he/she can'tbelieve 
the cloudserver to lead secureinformation accesscontrol. Along theselines, the protectedaccess controlissue has turned into 
adifficult issue indistributed storage. Therehave been varioustakes a shot atsecurity saving informationpartaking in cloud 
dependent ondifferent cryptographicnatives, in which the plansdependent on CP-ABEpull in broadconsiderations, since theycan 
ensure informationproprietor fine-grained and adaptable access controlof his/her very owninformation. Be that asit may, these 
plansdecide client's entrancebenefit just dependenton his/her innatequalities with noother basic viewpointsfor example, the 
timefactor. In all actuality, thetime factor for themost part assumes asignificant job in managingtime delicate information 
(forexample to distribute amost recent electronic magazineto uncover an organizationfuture field-testedstrategy).  

 
Figure 1. Cloud Computing Diagram 

When transferringtime-delicate informationto the cloud, the informationproprietor may needvarious clients toget to the 
substanceafter varioustime. In any case, as far as wecould possibly knowexisting CP-ABEbased plans can'tmeet 
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suchnecessity.We have developed a desktop application through which user can share data. This paper enhanced advance data 
security and user authorization in cloud.Cloud computing is a general term for anything that involves hosted services over the 
Internet. These services are broadly divided into three categories: [6]  
 
Infrastructure as a Service (IaaS): In IaaS model computer resources such as storage, computing capabilities are made 
available to the customer on demand. It’s cost saving model. In this model customer only pay to use IT infrastructure as 
needed.[14]  
E.g: Amazon Web Services, Virtual machines, servers, storage, load balancers, network.  
 
Platform as a Service (PaaS): In the PaaS model a development environment is offered to the customer which is managed by 
the provider. On which customer can develop and run their applications without building and managing complex 
infrastructure.[14]  
E.g: Google Application Engine, Execution runtime, database, Web server, Development tools.  
 
Software as a Service (SaaS): In the SaaS model an application is offered to the customer by the cloud service provider. In 
which application is hosted by the provider at their infrastructure and distributed over the network as a service on demand.[14]  
E.g: Online word processing and spreadsheet tools, Microsoft office, Email, communication, Games.  
Cloud computing is typically classified in four types.  
 
Public cloud: Public cloud is publicly accessible cloud which is managed by third parties. All customers share a common 
infrastructure pool with limited configuration. The cloud provider is responsible for creation and ongoing maintenance of the 
public cloud.[6][14]  
 
Private Cloud: Private cloud is accessible only by an organization and also managed by the organization. Private cloud enables 
an organization to use cloud computing by means centralizing access to IT resources from different geographical 
location. .[6][14]  
 

Hybrid cloud: Hybrid cloud combines both public and private cloud models. With Hybrid cloud organization can utilize third 
party cloud provider service in a full or partial manner. Thus, Hybrid cloud increases flexibility of computing.[6][14] 
 
Community Cloud: Community cloud is a multi-tenant infrastructure which is shared among several organizations. And it is 
managed, governed and secured by all the participating organization. These organizations have similar cloud requirements and 
their ultimate goal is to achieve business objective. It is beneficial in order to cost saving.  
Cloud based environment there are many security issues such as authentication, integrity, privacy, virtualization, confidentiality, 
large amount data processing, scalability, access control etc.[8] Traditional security approaches are no longer suitable for data 
and application in cloud. [1][2][3][4]. 
 
The following section highlights, Section one introduction of cloud security and privacy. Section two a review of literature on 
security issues in cloud computing and the remaining sections are organized as follows. Section three discusses overview of 
cloud computingin cloud computing laying emphasis on SaaS, PaaS and IaaS; and cloud computing deployment methods. 
Section fourdeployment models of cloud. Section five discussesmodules description.Section six discusses security algorithms. 
Section seven presents the result discussion. Section eight present the conclusion. 
 

II. LITERATURE SURVEY 

S.MahdiShariatiet.al[2015][2] investigated the security challenges and issues based on two perspectives that are –Data security, 
Privacy and protection. Authors also discussed about cloud computing, their services and related challenges such as 
availability, data location, data isolation and recovery , and also mention risks such as -insecure interface, data loss or leakage 
malware etc. And also analyzed protection & privacy related issues that are- loss of control, invalid storage etc. and also 
analysis of data storage issues like–service provider, data integrity recovery & backup with principles such as-transparency, 
integrity, minimization etc. 
DiaoZheet.al[2017][4] to achieve data security of Cloud storage and to formulating corresponding security policy and analyzing 
the security risks and relate them with the previous research results. And also focus on the relevant security technology which is 
based on the structural characteristics of cloud storage system. 
M. Subhashniet. al [2018][7] discussed about the cloud computing and their characteristics, entites and service models and 
discuss about the security to the data to maintain confidentiality, integrity availability and privacy. The security issues related to 
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data transmission, privacy, confidentiality, integrity, storage, backup& recovery. Also discuss security algorithms are known as 
ENCRYPTION ALGORITHM. At last author also discuss various algorithms. such as- RSA, AES, Blowfish, Elliptic Curve 
Cryptography, Difie-Hellman key exchange.SameeraAbdulrahmanAlmullaet.al[2010][11]have examined about administration 
in distributed computing ,the difficuManpreetKaur et. al[2016][10] reviewed the comparative analysis of various encryption 
algorithms. Cloud computing ,data security challenges related with their deployment, service and network related models are 
described. And also discussed about the encryption algorithms . 
PalkeshSoniet. al[2016][11] proposed a survey paper in which deep analysis of security issues are described and also focus on 
the challenges in Cloud computing.lties with respect to the data security worries in regards to classification, integrity and 
accessibility. They talk about security difficulties of distributed computing in regards to character and access the executives. 
 

III.  DEPLOYMENT MODELS OF CLOUD 

 
The cloud can be deployed in three models. They are described in different ways. In generalized it is described as below:  

A. Public Cloud:Open cloud depicts distributed computing in the customary standard sense, whereby assets are 
progressively provisioned on a fine-grained, self-benefit premise over the Internet, through web applications/web 
administrations, from an off-website outsider supplier who charges on a fine-grained utility registering premise. This is 
a general cloud accessible to open over Internet. 

B. Private Cloud:A private cloud is one in which the administrations and foundation are kept up on a private system. 
These mists offer the best dimension of security and control, however they require the organization to at present buy 
and keep up all the product and framework, which lessens the cost funds. 

C. Hybrid Cloud:A half and half cloud condition comprising of different inward as well as outer suppliers "will be 
normal for generally ventures". By incorporating numerous cloud administrations clients might have the capacity to 
facilitate the change to open cloud administrations while staying away from issues, for example, PCI consistence. 

 

IV.  MODULES DESCRIPTION IN PROPOSED SYSTEM 

A. Admin 
Domain Authority is a super user who creates the Data Owner user and maintains the Proxy servers’ configurations. He has the 
writes to Add, Edit or Delete any number of Data owners.  
Once the Domain Authority logged in he has following functions. 
Step 1. Admin can add , edit, delete server. 
Step 2. Admin can add new data owner, edit and delete data owner details. 
Step 3. Admin can view Domain (View Only) 
Step 4. Admin can view Sub-Domain (View Only) 
 
B. Data Owner 
Data Owner is a person who will store the files in Proxy which in turn accessed by the authorized subscriber. Data Owner are 
like Liberian who will upload all the files in the system. Whenever the file is uploaded it will be encrypted by the system using 
Data Owner Encryption Key. 
Data Owner has to specify the Access Policy for each and every file. Access policies are set using Domain Attribute and Sub-
Domain Attribute. 
Once the Data Owner logged in he has following functions. 
 
Step 1. Data owner can view User Details (View, Delete) 
Step 2. View User Request & Send Secret File 
Step 3. View All Request 
Step 4. Send Secret Key to requested user 
Step 5. Get RNS Key  
Step 6. Get user Domain & Sub Domain Details 
Step 7. RNS Keys + Domain Details + Expiry Date 
Step 8. Encrypt the above string using DES algorithm 
Step 9. Send the Secret file to Requested User Email ID 
Step 10. File Upload 
Step 11. File Selection 
Step 12. Encrypting using RNS 
Step 13. Proxy server Selection 

ISSN NO: 0972-1347

http://ijics.com16

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 6, Issue 9, September 2019



Step 14. Move to Proxy 
Step 15. Transfer the Encrypted file to selected Proxy 
Step 16. Encrypting RNS output using DES in Proxy 
Step 17. Uploaded File Details (View, Delete) 
Step 18. File Access Control Setting 
Step 19. File Access Control Details (View, Delete) 
Step 20. Transaction Details  
Step 21. Change Password 
 

 
Figure 2. DFD Upload Service 

 
C. User: 
User are the data access users, suppose publisher is a college Liberian then subscriber are like students, lectures and admin staff 
in a college. 
User can able to register them and he will receive the Identity Token through email. 
User will receive their access key (Attributed based Decryption Key) from respective publisher through email. 
With the help of the access key they can able to download the files for which they have access, remember access control is set 
by data owner. 
 

 
Figure 3 DFD User Session File Download 

 
Suppose the subscriber wants to download any file, first he has to select the file from the list and the system ask for the access 
key, After system getting the access key it will separate the Attribute Set from the key and check for the access rights, if the 
user has the access he can download the encrypted file which in turn decrypted using the decryption key and download to the 
subscriber local system. 
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Once the User logged in he has following functions. 
Step 1. User Registration – (User) 
Step 2. Fill the user details 
Step 3. Provide Domain and Sub Domain Details 
Step 4. Generate a Identity Token 
Step 5. Email Identity Token to the User 
Step 6. Login 
Step 7. Identity Token Verification 
Step 8. Request for Secret Key 
Step 9. Upload Identity Token 
Step 10. File Details (View) 
Step 11. File Download 
Step 12. Select the file from the list 
Step 13. Select the Secret Identity file from the local system 
Step 14. Send secret Identity file and selected file to user 
Step 15. Decrypt the Secret identity file   
Step 16. Get the Domain Values 
Step 17. Check the Access Control using Domain values 
Step 18. If Access Control pass fetch the file, Decrypt the file using DES Key or deny the file access 
Step 19. Enter the transaction record in the table 
Step 20. Send the file to user system 
Step 21. Transaction 
Step 22. View the transaction of logged user 
Step 23. Change password. 
 

 

 
 

Figure 4 Context Analysis Diagram 

V. SECURITY ALGORITHMS 

 
In Cloud Storage, any person's or association's information is depicting about open and keep up from various associated and 
conveyed assets that give to a cloud. Encryption calculation [25] assumes a critical job to give secure correspondence over 
associated and appropriated assets by utilizing the key device for ensuring the information. Encryption calculation has 
fundamentally changed over the information into mixed kind to ensure by utilizing "the key" and transmitter client just have the 
way to unscramble the information. There are two kinds of key encryption systems utilized in security calculations; they are 
symmetric key encryption and awry key encryption. In symmetric key encryption, single key is utilized to scramble and decode 
the information. Two keys are principally utilized in uneven key encryption. They are private key and open key. In Public key 
process, it is utilized for encryption. Another private key is utilized for unscrambling [26]. There are various existing procedures 
used to acknowledge security in distributed storage. The principle center is about cryptography to make information secure 
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while transmitted over the system. Cryptography idea is that the reconsider and practice of procedures for anchoring 
correspondence and information inside the nearness of foes. In cryptography idea, encryption and unscrambling strategies are 
utilized. An encryption procedure changes over message or plaintext into figure content and decoding strategy separates the first 
message or plaintext into similar figure content. At first, the data must be encoded and transmitted by utilizing the encryption 
calculation in cryptography. Besides, the data ought to be unscrambled by utilizing the decoding strategy the collector side can 
peruse the first data.  

 Data Encryption Standard (DES) Algorithm: The Data cryptography standard (DES) [27] is a symmetric-key 
square figure found as FIPS-46 inside the Federal Register in January 1977 by the National Institute of Standards and 
Technology (NIST). In encryption site, DES takes a 64-bit plaintext and makes a 64-bit figure content, after that the 
unscrambling site, it takes a 64-bit figure message and makes a 64-bit plaintext. Every encryption and unscrambling 
methods are utilized for same 56 bit figure key[14]. The encryption procedure is made of two changes (P-boxes), that 
we tend to call introductory and last stage, and sixteen Feistel rounds [20]. Each round transmits an alternate 48-bit 
round key produced from the figure key encryption.  
 

 MD5-(Message-Digest calculation 5): Generally, the cryptographic hash work calculation is utilized with a 128-piece 
hash esteem and procedures a variable length message into a settled size yield of 128 bits[6][3]. At first, the 
information message is separated into lumps of 512-piece squares a short time later the message is secured so its 
aggregate length is distinct by 512[16]. In this procedure, the transmitter of the information uses the general population 
key to encode the message and the collector utilizes its private key to decode the message. 

VI.  RESULTS 

In this proposed work we have developed Web application.For implemented we developed a web page to register the user, data 
owner and admin. We created a method where user canshare files to other users. We have designed a page in whichuser can 
simply enter the id of person whom to transfer thefiles and file gets uploaded to cloud server and name of thefiles get saved to 
MYSQL database table. When user want to download the file he must send a request to data owner and then data owner may 
give permission to download by sending a key mail to the requested user. RNS and DESalgorithm is used for Encryption. 
 

Table 1.Data Security Enhancement 

SN Existing System Proposed System 
1 No Encryption techniques is used 

 
Proposed system provides high security for data. 

2 Directly uploading data to cloud storage. 
For example Google drive 

Before uploading data to cloud, two times data get 
encrypted, first RNS encryption and DES 
encryption. 

3 In cloud storage all get stored in single 
place / file / folder 

Proposed system provides distributed storage in 
cloud. Data get stored in different folder / place / 
file 

 
Table 2. Enhancement in User Authentication 

SN Existing System Proposed System 
1 For user authentication id and password is 

used. 
In Proposed system for authentication apart from id, 
password it need user identity key. 

 

VII. CONCLUSION 

Thisvtheory goes forvfine-grained accessvcontrol for timesensitivevinformation invdistributed storage. Onetest is to all thewhile 
accomplishadaptable coordinateddischarge andfine granularity withlightweight overhead, whichisn't given in relatedwork. In 
thisthesis, we propose aplan to accomplish thisobjective. Our planflawlessly consolidatesthe idea of coordinateddischarge 
encryption tothe engineering of ciphertextarrangementattributebased encryption. With a suit ofproposed instruments, thisplan 
gives informationproprietors the capacity toadaptably discharge theentrance benefit to variousclients at varioustime, as 
indicated by awell-characterized get toapproach over qualitiesand dischargetime. The investigationdemonstrates that ourplan 
can secure theclassification of time-touchy informationwith a lightweight overheadon both CA and informationproprietors, 
subsequently well suits the usefulenormous scale accessvcontrol framework fordistributed storage. 
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