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ABSTRACT--Security is one of the most important 

aspect in design of a Digital System. Communication 

as on today is all digital; hence utmost care must be 

taken to secure the data. This paper focuses on 

techniques used to protect the data from thefts and 

hacks using end-to-end encryption and decryption. 

Cryptography is the key process involving Encrypting 

and Decrypting messages. We use Digital Signature 

standard (DSS) and the Digital Signature Algorithm 

(DSA). The code for this algorithm is written in 

MATLAB. DSA Algorithm is mainly used by the 

government agencies in USA as it is considered to be 

one of the safest means of security system. This 

standard will have a great effect on all the 

Government Agencies and Banks for protecting the 

data.  
 
Keywords-- DSA - Digital signature algorithm, Hash 

Function ,Public Key , Private Key , Prime 

modulus(p) , Prime Divisor(q), ,RSA -Ron Rivest, Adi 

Shamir, and Leonard Adleman, 
 

1.INTRODUCTION 

Cryptography is the process of conversion between 

plain text to cipher text and to plain text4. 

Fig 1. Shows how Cryptographic process is carried 

out: 

1. The sender converts the plain text to its cipher 

form with a key. This process is called as 

Encryption. 

2. The cipher text is received by the receiver. 

3. The Received cipher text is converted to a 

readable form with a key. This process is called as 

Decryption. 

 
Fig 1. Process of Cryptography 

 

1.1. Types of Cryptography: 

a) Symmetric key cryptography, b) Asymmetric 

key cryptography, c) The Hash functions. 
 

 
      Fig 2. Types of Cryptography 

 

1.1.1. Symmetric key 
Symmetric key cryptography uses the same key for 

both Encryption and Decryption of the message 

signal. Symmetric key cryptography is highly 

productive since there is no time delay for 

Encryption and Decryption of messages[7]. 

 
Fig 3. Symmetric key Cryptography 

 

1.1.2. Asymmetric key  
It is also known as public key cryptography. It uses 

public key for Encrypting messages and Private 

key for the Decryption of messages. Public key can 

be shared to everyone but private key is kept secret 

[7]. 
.

 
 

Fig 4. Asymmetric key Cryptography 
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2. LITERATURE SURVEY: 

 

REFERENCE 1:  

Title of the paper: A Fast ECC Digital signature 

based on DSP [8]  

Year published: 2015 

Description: In this paper the authors have 

proposed a variable window mechanism method 

there by combining NAF and variable-length 

sliding window to reduce the computational 

complexity of point multiplicationof ECC. 

 

REFERENCE 2:  

Title of the paper: Preserving transparency and 

accountability in optimistic fair exchange of Digital 

Signatures [9] 

Year published: 2011 

Description: The Optimistic fair exchange helps in 

exchanging information with the help of third 

party. In this paper the Authors have said about 

accountability in Optimistic fair exchange using 

Digital Signatures. 

 

REFERENCE 3:  

Title of the paper: A Secure Conditional Access 

System Using Digital Signature and Encryption 

[10] 

Year published: 2003 

Description: In this paper XML digital signature is 

used to send audio, video, and image on the web in 

the encrypted format. This paper also says about 

digital transactions. 
 

REFERENCE 4:  

Title of the paper: Joint state theorems for public 

key encryption and Digital Signature 

Functionalities with local computation [11]. 

Year published: 2013 

Description: The main advantage in this paper is 

cipher texts and signatures are calculated locally, 

than the values given by the antagonist. 

 

REFERENCE 5:  

Title of the paper: An Method of obtaining Digital 

Signatures and Public-key cryptosystems [12] 

 Year published: 1978 

Description: In this technique the message M is 

Encrypted using public key and Decrypted using 

Receivers private key. 
 

REFERENCE 6:  

Title of the paper: The application of a scheme of 

Digital Signature in Electronic government [13] 

Year published: 2008 

Description: In this paper the authors have said 

about the application of Digital Signature in 

Electronic Government to solve some data leaks 

and forging. 

 

REFERENCE 7:  

Title of the paper: A Secured Bank Transaction 

system using Digital Signature Algorithm [14] 

Year published: 2002 

Description: In this paper the Authors have 

presented the basic operation of Digital Signature 

algorithm over banking transactions. 
 

 

REFERENCE 8:  

Title of the paper: Object Oriented modeling of 

RSA digital signature in E-Governance security 

[15] 

Year published: 2011 

Description: In this paper the authors have 

proposed an electronic card based system to 

achieve authentication in G2C model of E-

Governance Security. 

 
 

3. PROPOSED ALGORITHM 

 

Digital signature standard (DSS) is used to verify 

the originality of the Digital Messages or the 

documents sent[5]. Digital signature is a 

cryptographic value, which is found using only 

from the message signals and the private key 

owned by the private key holder. By digital 

signature we can provide security for privacy, 

Authentication, Integrity, and Non-repudiation. 

There are three main digital signature techniques 

under Digital Signature Standard. They are the 

DSA Algorithm, the RSA Algorithm, and The 

ECDSA (Elliptic Curve Digital Signature 

Algorithm). 
 
 DSA Algorithm is not disclosed to any of the 

countries, it is hard to crack the code in a given 

amount of time. It will be a difficult task to crack 

the original message without the private key[6]. As 

the original message will be combined with many 

random numbers and few signature values which 

will be generated in the system generator. 
 

3.1. RSA Algorithm: 
RSA is named behalf of its inventors [3].  RSA is a 

technology for Encryption and Decryption of 

messages. RSA is based on Asymmetric Key 

Cryptography which means it uses two keys, one 

for Encryption and Other for Decryption. One key 

is kept Secret and the other is kept Public [3]. 
The methods of cryptography can be proven as 

secure until its cracked. Since RSA uses very large 
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numbers it is difficult to factor out which is the 

number taken. For Example, if 100 digit numbers 

are taken for p, q. The result „n‟ will be around 

200-digit number. The known Factoring Algorithm 

will take a bit time for an attacker to crack the data. 

Any Cryptographic method which cannot be 

cracked easily are called secure, as of now RSA 

algorithm is secured. 

 
Fig 5. Block Diagram of RSA Algorithm 

 

3.2. ECDSA (Elliptic Curve Digital Signature 

Algorithm) 

 
This is another form of public key cryptographic 

Algorithm. It is mainly Designed to create 

Electronic Signature and it is a modified version of 

DSA Algorithm [8]. For Years Corporates and 

Government Agencies are competing against data 

attacks, as It will be a rugged journey for the ones 

whose data have been manipulated or stolen. The 

ECDSA Algorithm have ensured a solution for 

preventing data manipulation or data leaks. The 

government agencies and corporates from now will 

receive no threat of data leaks and manipulation 

through ECDSA. The data leaks are prevented by 

various operations. The operation involves private 

keys, public keys and signatures. The private key is 

randomly generated and it is known only for the 

one who generates it. Public key is calculated from 

the value taken by the private key. The 

transparency of Signature is determined by using 

the public key [8].    
Fig 6. Shows that the Signing of message signal is 

done through sender‟s private key and the message 

verification by the Receiver happens with the 

sender‟s public key. 
 

 
Fig 6. ECDSA Signing and Verification 

 

3.3. DSA Algorithm 

 

DSA algorithm works on the basis of public key 

cryptography [6].DSA algorithm is used by the 

receiver of a message to verify whether the 

message is changed or is it in its original form. 

DSA makes use of Public key to verify the senders 

message, but verifying is complicated compared to 

RSA.DSA algorithm works on three steps like, 
• key generation   

• signing  

• Verification. 

Fig 7. Shows how the Encryption of message signal 

is done, the message signal is sent through Hash 

function to generate a hash code[6]. Then the hash 

code and random number „k‟ is given as an input 

for signature algorithm along with global public 

key and sender‟s private key.Then the message 

signal and signature will be appended to get an 

encrypted message. 
 

 
Fig 7. DSA Encryption 

 
Fig 8. Shows how the Decryption of message 

signal is done, once the Encrypted message is 

received by the receiver, he needs to decrypt the 

message to get back the original message 

signal[6].The Encrypted message signal will 

consist of the original message signal, signature 

parameters like s and r. The message signal is given 

to the verifying function, along with it global 

public key and sender‟s private key is given to it. 

And we get the decrypted value that is nothing but 

the parameter „v‟.   

 
Fig 8. DSA Decryption 

 

3.4. Hash Functions 

 
Hash functions are basically meaning to be a 

function that compresses that is the output 
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produced is shorter than the input produced 

comparatively.  
 
The characteristics of a good Hash Function. There 

are three main characteristics 1) The data that is 

being hashed has to be fully determined by the hash 

value. 2) The hash function uses all the input data. 

The complete input data has to be used by the hash 

function 3) The hash function uniformly distributes 

the data across the entire set of possible hash 

values. 
 
A Hash function is a mathematical function that 

converts an input value into a compressed 

numerical value – a hash or hash value. The length 

of the output always depends on the hashing 

algorithm. The most popular hashing algorithms 

will have a hash length ranging from 160 to 512 

bits. 
 
Summing up Hash functions, they are very simple 

to understand and they are also simple to integrate 

in any required and appropriate applications 
 
3.4.1 THERE ARE 5 TYPES OF HASH FUNCTIONS 

MD 5, SHA-0, SHA-1, SHA-2, SHA-3 

 
 

Fig 8. Types of Hash Functions 

 

 

4. ALGORITHM: 

 

4.1. DSA Signature Generation 
 Take parameters such as: p, q, g, x, y 

• Take „p‟ as a prime number which is in 

between 2^L-1<p<L,where L is the length 

of bits which is multiple of 64 
• „q‟ is a prime divisor of (p-1). 
• „g‟ is a global component, g=(h^(p-1)/q) 

mod p, h is any integer between 1<h<p-1. 
• Select a User private key „x‟, x is any 

random number between 0<x<q.  
• Public key „y‟ is calculated by using the 

value of „x‟,where y=g^x mod p. 
 

4.2. DSA Signature signing 
• Signature component „r‟ is computed, r= 

(g^k mod p)mod q. 
• A Hash value of the Message signal 

„H(m)‟ is taken according to SHA-1 
• Select a value for „k‟, k is any integer 

between 0<k<q, k is maintained secret. 
• One more signature component „s‟ is 

computed, s=[k^-1 (H(m) + r*x)mod q]. 
 
The public key generated is (p,q,g,y), The private 

key generated is (p,q,g,x). 
 

4.3. DSA Signature Verification 
• For verifying we need to find a value for 

„v‟, v = [(g^u1 * y^u2)mod p]mod q. 
• U1 is calculated, u1=[H(m‟)*w]mod q. 

H(m‟) is the hash function received on 

received message. 
• The value of „w‟ is computed, w = (s‟^-

1)mod q. 
• U2 is calculated, u2 =( r‟*w )mod q. 

 
• If v==r‟, verification is passed, since both 

the values are matching. 

• If v ≠ r‟, verification is not passed, since 

both the values are not matching. 

5. ILLUSTRATION: 

 Message Signal: “who did”. 
INPUT: Domain parameters (p, q, g); signer's 

public key (y); with message digest H(m); 

signature (r, s). 
Key generation 

• According to the message signal p=7; „p‟ 

is a domain parameter. 
•  q = prime divisor of (p-1). q =3; q is a 

domain parameter. 
• the value of g is calculated using g=(3^(7-

1)/ 3) mod 7 =4; g= 4; 1<g<p. 
• Assume private key „x‟ =5. 
• The public key is calculated using the 

private key „y=4^5 mod 7‟; y=2; 
• Public key generated is {p,q,g,y} = 

{7,3,4,2} 
• Private key generated is {p,q,g,x} = 

{7,3,4,5} 
Signing 
 

• H(m)=3; hash value of the message digest 

(SHA 1). 
• The value of is taken less than the value 

of q; let k=2; 0<k<q. 
• The value of „r‟ is computed using r = 

[(4^mod 7) mod 3]; r=2. 
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• The value of „s‟ is calculated s=[(2-1) * 

(3+2*5) mod 3]; s=2 ; if s = 0 , the steps 

are repeated again to solve the error. 
 

Verification 
 

• The Hash value of the message digest 

H(m) is taken as 3; H(m)=3.  
• The value of „w‟ is calculated using this 

formula (2*w mod 3 =1); w=5. 
• The formula to calculate v = [(g^u1 * 

y^u2) mod p]mod q. so u1 and u2 are 

calculated first 
• U1 is calculated u1 = (3*5) mod 3; u1=0. 
• U2 is calculated u2= (2*5) mod 3; u2=1. 
• The value of „v‟ is calculated; v = {[(4^0) 

* (2^1)]mod 7}mod 3; v= 2. 
 
Here V==R; Verification is passed. 
 

 

 

 

 

 

6. SIMULATION RESULT: 

1: The Given Message Signal will be displayed in 

the output window 
Message = ' mohit has done it' 

 
2: The Message signal is converted to a string value  
str = 109   111   104   105   116    32   104    

97   115    32   100   111   110   101    32   105   116 
ans =1    17 
ans = 17 

 

 
 
Prime factors: 2 
Prime factors: 2 
Prime factors: 2 
Prime factors: 2 
1 
q =   2 
 
3: Input in-terms of a prime number is given 
any integer 1<h<p-1:7 
f =     8 
i = 8 

g =   5764801 

 
4: Private key is chosen by the sender , private key 

must be less than the given input „p‟ 
   choose any random number as private key <p: 3 
z = 1.9158e+20 
z1=16

 
5: Private key and Public key values are displayed  
 private key :17 2 5764801 3  
public key: 17 2 5764801 16 

 

6: The Hash function value is chosen  
 hash function value: 3 
7: The value of „k‟ is given as input  
any integer value is <q , :3 
k =3 
r =   1.9158e+20 
r =1.9158e+20 
r1 =   16 
8: The value of the parameter „r‟ is shown 
r2 =    0 
m1 =   1 
s = 3 
s =3 
s1 =   1 
 
9: The Encrypted message is shown  
 
 

Encrypted msg: 

10911110410511632104971153210011111010132

10511601 
v =     0 
10: The value of parameter „v‟ is shown  
v2 =0 
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11: If the value of parameter „v‟ equals the value of 

parameter „r‟, this message is displayed 
ans =   'mohit has done it' 

 
 
12: If the value of parameter „v‟ not equals the 

value of parameter „r‟, this message is displayed 
ans= 'Code mismatch‟ 

 

 

8.CONCLUSION: 

 CKM (Cryptographic Key Management) is a 

fundamental and important part of cryptographic 

technology and is considered to be one of the most 

important aspects associated with its use. Entropy, 

secrecy, and uniqueness of the random signature 

value k are the three critical parameters of DSA, 

violating any one of which can reveal the entire 

private key to an attacker. Private keys should be 

kept secret and also we have to make sure that the 

same private key cannot be used twice or using a 

predictable value to maintain its secrecy, this is 

how sensitive DSA algorithms are. This paper 

successfully realizes the encryption and decryption 

of a message using DSA algorithm. DSA 

algorithms are used for network security 

technologies, in some of the world‟s most 

developed countries like U.S who are taking steps 

towards making DSA algorithm a standard 

technology. We have worked on encryption and 

decryption using an text message and hence we can 

extend our project to encrypt and decrypt image as 

well. 
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