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Abstract: Steganography is the art and science of camouflaging information in unremarkable cover media, so as not 
to arouse an eavesdropper’s suspicion. In this paper, we proposed a new blind image steganography technique using 
Integer Wavelet Transform (IWT). Cover image is subdivided into four images based on odd even pixel pair model. 
Each image is decomposed into four sub bands using IWT. Payload image is converted into scrambled image by 
using Hilbert transform with secret key. The extracted vertical bands of each image were estimated to insert one bit 
of the scrambled payload image by using Least Significant Bit (LSB) method. The stego image is generated by using 
inverse transform on embedded image. The extraction process is entirely the reverse process of embedding model. 
In this approach, the acceptable level of imperceptibility is observed in stego image and the overall security is high. 
The high PSNR value and less MSE value are observed in our experiment. We used a Universal Image Quality 
Index (UIQI) for performance evaluation of stego image and compare our method to other existing methods.  

Keywords: Steganography, Hilbert Transform, IWT, Least Significant Bit, Quality Metrics. 

1. INTRODUCTION 

Steganography is concerenced with communicating hidden message in such a way that no one apart from the sender 
and the intended recipient can detect the very existence of the message. Digital steganography exploits the use of a 
post data to hide a piece of information in such a way that it is imperceptible to a human observer. Steganography 
offers unique challenges that require integration of various disciplines such as image processing, information theory, 
signal compression, error correction coding, and computer vision and communication theory. Steganography 
techniques are categorized as 1). Non Blind Steganography and2). Blind Steganography 

In non blind steganography systems, it is assumed that the original host or cover is available at the decoder. In this 
case, the problem reduces to the data transmission problem (classical communication) in which a message has to be 
transmitted to the receiver in the presence of noise. For blind steganography system, the decoder does not have an 
access to the original cover signal. However, viewing the cover signal as noise regards the fact that it is actually 
known to the encoder, who can use this extra information to its advantage. 

By considering the knowledge of host signal at the encoder, the data hiding problem can be modelled as 
communication process with side information about the channel state at the encoder. Several blind hiding techniques 
proposed in watermarking. In watermarking the required amount of embedded data is low; indeed as little as one bit 
may be sufficient. On the other hand comparatively much less work has been done in the steganography, where the 
objective is to hide as much as possible within the cover; this can be used in various applications. 

2. RELATED WORK 

In this section, we review the methods for hiding information in both spatial and transform domain which is related 
to our research problems. 

In most, high capacity based blind steganography techniques in the literatures are based on LSB hiding technique. A 
natural way to embed information into media host without inducing any perceptual distortion is to modify the LSB 
of the media samples. The LSB hiding is one of the first models proposed for data embedding. 

Weiqi Luo  [2010] proposed LSB matching revisited image steganography and edge adaptive scheme which can 
select the embedding regions according to the size of secret message and the difference between two consecutive 
pixels in the cover image. Vijayalakshmi [2009] proposed modulo based image steganography algorithm. The 
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method combines samples of LSB bits using addition modulo to get the value which is compared to the part of the 
payload. If these two values are equal, no change is made in sample otherwise add the difference of these two values 
to the sample. 
 
Babita Ahuja and, Manpreet Kaur [2009] have presented LSB based steganography algorithm with high data hiding 
capacity, as four LSB’s are used to hide data, high confidentiality as distortions which can cause suspicions for the 
intruders, are removed through filtering techniques and two level high security is applied.Mamta and Sandhu [2009] 
proposed a robust image steganography technique based LSB insertion and encryption. Sanjive Tyagi and Ajay 
Agarwal [2011] have proposed multi layers security scheme for embedding Secrets in cover image in which the 
image segmentation method has been introduced to decompose cover image into two regions with, larger amount of 
secret data, less time complexity and especially high security. 
 
Bhattacharyya S [2010]  proposed a novel approach to develop a secure image based steganography model using 
IWT. Their experimental result shows the integrated approach of combining IWT, modified LSB and segmentation 
techniques through secure transfer. K.B.Raja [2011] proposed Wavelet based NON LSB steganography (WNLS) 
algorithm. The  proposed method the payload is embedded into the transform cover image indirectly with high 
PSNR values.  

Shivakumar.K.B [2011] proposed a performance comparison of multiple transformation technique with error 
detection and correction coding technique was employed to ensure more reliable communication. R.O.El.Safy 
[2009] proposed an adaptive steganographic technique based on integer wavelet transform for hiding data in digital 
images by combining the use of adaptive hiding capacity function that hides secret data in the integer wavelet 
coefficients of the cover image with the Optimum pixel adjustment algorithm. To increase the security of hidden 
data the coefficients used are selected according to a pseudorandom function generator. 

Elham Ghasemi [2011] has proposed Steganographic method based on Integer Wavelet Transform and Genetic 
Algorithm. The scheme embeds data in integer wavelet transform coefficients by using a mapping function based on 
Genetic Algorithm in an 8x8 block on the cover image. Optimal Pixel Adjustment Process is used to reduce the 
difference error between the cover and the stego image and to increase the hiding capacity with low distortions 
respectively. Fei Peng [2012] proposed an adaptive reversible data hiding scheme based on integer transform allows 
embedding more data bits into smooth blocks and avoiding large distortion generated by noisy ones, and thus 
enables very high capacity with good image quality. 

Ching-Yu Yang [2012] proposed a simple reversible data hiding scheme based on the integer wavelet transform 
(IWT). By adjusting the coefficient values, data bits are effectively embedded into the low-high (LH) and high-low 
(HL) sub bands of the IWT domain. Simulation shows that both the host media and secret message can be 
completely recovered without distortion. K.B. Shiva Kumar [2011] presented a dual transform technique for robust 
steganography for secret and secure communication. This technique employed error detection and correction coding 
technique to increase robustness and high level of security. 

Hsiang-Cheh Huang [2013] presented a hierarchy based reversible data hiding. The performances of reversible data 
hiding algorithms, including the output image quality, the hiding capacity, and the overhead for decoding. Chin-
Chen Chang [2013] presented a new index compression and reversible data hiding scheme based on side-match 
vector quantization (SMVQ) and search order coding (SOC). In this proposed scheme, the confidential data are 
embedded into the transformed index table of a cover image.  

El-Sayed [2011] have proposed Comparative Study of Pixel Value Differencing (PVD) based schemes for Data 
Hiding in Digital Images that depend on the pixel value differencing scheme. PVD approach indicates the pixels that 
may support larger changes in their least significant bits. This allows increasing the embedding capacity without 
significant quality loss. Siva Janakiraman [2012] have proposed Pixel Bit Manipulation for Encoded Hiding in 
spatial domain, to improve Imperceptibility, Security and payload using specialized Encoder/Decoder circuit for 
gray image. In this proposed method, a maximum of 1 or 2 bits has been altered to embed 4 bits of secret data. 
Furthermore this method would not just embed secret data in Least Significant Bits, it might be embedding the data 
in 1, 2, 3 and 5 or any one of the 15 possible combinations.  Yedla dinesh and Addanki purna ramesh [2012] have 
proposed Efficient Capacity Image Steganography by using Wavelets based on the haar and daubechies wavelet 
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transform coefficients of the original image to embed the secret image. Here discrete wavelet transforms is used to 
transform the both original image and secret image. Discrete wavelet transforms allows perfect embedding of the 
hidden message and reconstruction. This scheme can provide an efficient capacity for data hiding without sacrificing 
the original image quality. H S Manjunatha Reddy [2012] have proposed a hybrid domain based steganography 
using BPS, LSB and IWT. This hybrid approach achieved high PSNR ratio values. 
 
Contribution: In this paper cover image segmented into even-odd pixel pairs of images. Apply IWT on each image 
and secret image bits are inserted into vertical bands only. Additionally secret image is scrambled with Hilbert 
transform.  

Organization: The rest of the paper is organized in the following as follows. Section three describes the 
methodology. Section four describes the proposed model. Section five describes Testing and Performance analysis. 
And finally, section six and section seven consists of discussion and conclusion. References are given in the last 
section. 

3. METHODOLOGY 

 
Based on the embedding domain, the existing image steganography methods can be classified into spatial domain 
and transform domain methods. Spatial domain methods embed the secret data directly embedded into pixels of the 
cover image. Transform domain methods, also known as frequency domain, first transform the cover image into a 
set of frequency domain coefficients and the secret data is then embedded in transformed coefficients. 

3.1. Least Significant Bit (LSB) 

A widely used method of data hiding is replacing the LSB of the digital image by secret message. The LSB methods 
generally achieve both high capacity and high imperceptibility. LSB insertion is very simple and common approach 
to embedding information in an image in spatial domain. Converting image from one format to another format and 
back could destroy information secret in LSB’s.  Stego images can be easily detected by statistical analysis like 
histogram analysis.  LSB substitution in which LSB’s of cover image pixels are altered to hide the payload and more 
data can be hidden in edges. This technique is not robust since the alteration of pixel values by channel noise or by 
hackers corrupts the hidden message. LSB insertion embeds the message in the LSB of some selected piexls of 
cover image. The embedding capacity of LSB can be increased by using two or more least significant bits. 

3.2. Integer Wavelet Transform (IWT) 

Integer wavelet transform can be obtained through lifting scheme. Lifting scheme is a technique to convert Discrete 
Wavelet Transform (DWT) coefficients to Integer coefficients without losing information. Using the lifting scheme 
we will in the end arrive at a universal discrete wavelet transform which yields only integer wavelet- and scaling 
coefficients instead of the usual floating point coefficients. IWT has the ability of perfect reconstruction. Usually a 
signal transform is used to transform a signal to a different domain, perform some operation on the transformed 
signal and inverse transform it, back to the original domain. This means that the transform has to be invertible. In 
case of no data processing we want the reconstruction to be perfect, i.e. we will allow only for a time delay. All this 
holds also in our case of the wavelet transform.  
 
3.3. Scrambling Technique 

Image scrambling is an important method of image encryption, Its main purpose is to make the target image so 
scrambled that no one is able to find the true meaning of the image by using human visual system (HVS) or 
computer system. Image scrambling technology is a widely used in image encryption method by which the original 
image information can be hidden, so that the information will not be easily intercepted.  In general, the better an 
image is scrambled, the better the information is hidden.  To transform a meaningful image into a meaningless or 
disordered images in order to enhance the power to resist invalid attack and in turn enhance the security. Due to the 
all time need for data security and confidentiality, image scrambling methods have emerged as popular encryption.  
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Three kinds of image scrambling like scrambling in the Space domain, frequency domain and color or gray 
domain. In our methodology, we applied a scrambling in space domain using Hilbert transform.  

3.3.1. Scrambling based on Hilbert Transform 

In mathematics and in signal processing, the Hilbert transform is a linear operator which takes a function, u(t), and 
produces a function, H(u)(t), with the same domain. The Hilbert transform is the prototype of the singular integral 
operators. Hilbert Transforms applied to causal signals takes advantage of the fact that real sequences have 
symmetric Fourier transforms. Since Digital Hilbert Transform (DHT) is defined over all positive and negative 
integers, one needs to investigate how many extra points are required to be taken into consideration in the DHT 
domain. Since the denominator is linear, the effect of the message points would tend to spread out in the transform 
domain. 
 

 

Inverse DHT is given by 

 

 

Figure.1. structural difference between wavelet and Hilbert Trasnform 

4. PROPOSED WORK 

 

 The following session describes the implementation of the encoding and decoding process in a sequential manner. 
The schematic representation of encoding and decoding process was given in Fig.2.  

4.1. Proposed Encoding and Decoding Process 

During the encoding process, cover image is subdivided into four images based on odd even pixel pair model. Each 
image is decomposed into four sub bands using IWT. Payload image is converted into scrambled image by using 
Hilbert transform with secret key. The extracted vertical bands of each image were estimated to insert one bit of the 
scrambled payload image. The stego image is generated by using inverse transform on embedded image. The 
decoding process is entirely the reverse process of embedding model. 

 4.1.1. Algorithm for Encoding  Process 

Step1: Read the Cover Image (CI) and Secret Image (SEI). 
Step2: Subdivide the CI into four images based on odd even pixel pair model. 
Step3: Perform a 2-D DWT/IWT at level 1 of the images C1,C2,C3 and C4. Extract the vertical coefficient matrices 

Lv1,Lv2,Lv3 and Lv4.  
Step4: Apply Hilbert transformation of SEI using key to get Hilbert scrambled secret image( HSSI). 
Step5: By using LSB insertion on HSSI and add bits with vertical coefficients of cover image Lv1,Lv2, Lv3 and Lv4. 
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Step6: Finally, perform 2-D IIWT on embedded image and we get Stego Image (ST).  
 
4.1.2. Algorithm for Decoding Process 
 
Step1: Received the image ST. 
Step2: subdivide the SI into four images based on odd even piex pair model. 
Step3: Perform a 2-D DWT/IWT at level 1 of the images S1,S2,S3 and S4. Extract the detail coefficient matrices 

Lv1,Lv2,Lv3 and Lv4.  

Step4: Extract the bit from Lv1,Lv2,Lv3 and Lv3 apply inverse IWT  and get HSSI. 
Step5: Finally, we recovered our original secret image by using secret key on HSSI. 

 

Figure.2. Proposed blind steganographic model 

5. TESTING AND PERFORMANCE ANALYSIS 

We selected standard test images of large size  gray scale (512x512) as cover image (image without secret image) 
and small size of gray scale  (128x128) secret image (image to be embedded into cover image). 

5.1. Testing 

     MATLAB is a high performance language for technical computer, integrates computation, visualization and 
programming in an easy to use environment. We implement the proposed method by using Matlab R2012a. Images 
are collected from database such as SIPI and University of Washington. The proposed method is tested and 
validated over a range of 200 different standard gray scale images.  
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5.2. PERFORMANCE ANALYSIS 

5.2.1 Image Quality Metrics Measurements 

To retain the image quality and provide a stronger robustness and imperceptibility of a blind image steganography 
technique, the image quality metrics are further considered. We used Peak Signal to Noise  

 

  
    (a)      (b)             (c)  

  

    (d)   (e)    (f) 

Figure 3. Proposed (a) cover image (b) secret image (c) Hilbert scrambled secret image (d) stego image (e) Recovered Scrambled secret image (f) 
Recovered original secret image 

        

 
          (a)    (b)   (c)   (d) 

Figure 4. Histogram plot of  (a) cover image (b)  stego image  (c)  secret image (d) recovered secret image. 

         
  (a)     (b)     (c)                   (d)  
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     (e)    (f)   (g)   (h) 

Figure 5. Image Manipulation and geometric attacked images  (a) contrast (b) brightness (c) rotation by +10 (d) rotation by -10 (e) salt and pepper 
noise (f) speckle noise g) Poisson noise (h) Gaussian noise 

 

Ratio  and Mean Square Error to measure the distortion between the original cover image and the stego image. The 
other Image quality parameters are normalized cross correlation, structural content, and universal image quality 
index are taken for our experiment. The image quality parameters with its corresponding formulas used in our study 
have been illustrated below.    

1).The simplest image quality measurement is Mean Square Error (MSE). The large value of MSE means that image 
is poor quality. MSE is defined in eqn (3). 

 

MSE is represented the difference between the original cover image x sized M x N and the stego image x’ sized M x 
N, and the xj,k   and x’j,k are pixel located at the  jth  row the kth column of images x and x’, respectively.  

2).The small value of Peak Signal to Noise Ratio (PSNR) means that image is poor quality. PSNR is defined in 
eqn.(4) 

 

3).The large value of Normalized Cross Correlation (NCC)  means that image is poor quality. NCC is defined in eqn 
(5). 

 

The value of NCC lies between -1 and +1. If two images are identical, then its value will be +1, if they are 
completely opposite then its value will be -1 and it will be 0 if images are completely uncorrelated. Structural 
Content value is range between 0 and 1. If value close to one, then it shows the highest correspondence with the 
original image. 

4).The large value of Structural Content (SC) means that image is poor quality. SC is defined in eqn (6). 

 

5). The Universal Image Quality Index (UIQI) is used to calculate the quality between original and reconstructed 
secret image. UIQI is defined in eqn (7) 
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Let x={xi, i=1,2,3,...N} original  image and Y={y1,i=1,2.....,N}  Reconstructed  image. The proposed quality index 
is defined as: Where, Mean value  and  are shown in eqn (8)  

 

The variance values are given in eqn (9), eqn (10) and eqn (11). 

 

 

 

In our proposed algorithm calculated the quality metrics which gets better acceptable ratio values that was shown in 
above Table1. The measurements of image quality metrics not only reduces the image perceptibility but also 
enhances the robustness to resist attacks.  

6. Discussion 

 
 The proposed algorithm deals with the extraction of the original secret image in the absence of original cover 
image, hence the blind scheme was obtained. The approach is very simple and the security level can be increased by 
using Hilbert transform technique with secret key, which results in high quality of stego image having high PSNR 
value. While almost all the steganography techniques use either the spatial domain or the transform domain. The 
proposed method utilizes both domains in the embedding procedure.  
 

 

 
In Table1, our blind image steganography algorithm is maintained good visual quality for the stego images. The 
MSE value is less than one. The PSNR values are observed from 52 to 56 dB. The NCC value is between original 
cover image and stego image, which are lies from 0.99 to 1.00. The SC values are observed from 0.99 to 1.00.  The 
important parameter UIQI values are also near to one. It shows the high security and more imperceptibility of our 
blind steganography algorithm. The image quality factors are used to verify the quality between cover image and 
stego image as well as secret image and recovered secret image.  
 
 

Table 1 
Image Quality Metrics Values In Proposed Steganographic Model cover 

image(512x512) & secret image (128x128) 

Cover 
Image 

Secret 
Image 

MSE PSNR NCC SC UIQI 

Men Tree 0.1321 56.9216 1.0000 0.9999 0.9939 
Azul  Bear  0.2196 54.7146 1.0000 1.0000 1.0000 
Laven
der 

Lena 0.2114 54.8789 1.0000 1.0000 1.0000 

Lena baboon 0.4162 53.4067 1.0001 0.9998 0.9938 
Car baby 0.3362 52.8653 1.0000 1.0000 0.9937 
Route Girl 0.2953 53.4288 1.0000 0.9999 0.9939 

Table2 
Different image manipulation attacks with respect to their sample 

images for robustness checking 
 
Manipulat
ion attacks 

variance 
value 

Men 
tree 

Azul 
bear 

Lavender 
lena 

Route  
girl 

Image 
contrast 

0.04 56.900 54.6938 54.8581 53.4080 
0.06 56.873 54.6660 54.8303 53.3802 
0.08 56.833 54.6268 54.7911 53.3410 
0.1 56.783 54.5765 54.7408 53.2907 

Image 
brightness 

0.04 56.895 54.6884 54.8527 53.4026 
0.06 56.864 54.6579 54.8222 53.3721 
0.08 56.828 54.6163 54.7806 53.3304 
0.1 56.770 54.5635 54.7278 53.2776 
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Figure 6. samples of image sets vs PSNR    Figure 6. samples of image sets vs PSNR 
 
The PSNR of the proposed technique was calculated after perform some image processing techniques. This attack 
performs in stego image also given high PSNR values which is listed in Table2. The PSNR values are presented 
with minimum change in dB. The imperceptibility of the stego image in the proposed method has been evaluated 
against image manipulation attacks by using the metric PSNR. Based on the PSNR values of stego images, which 
are all higher than 35dB, it can be concluded that degradation of visual quality caused by the embedded secret image 
is insignificant. The acceptable ratio of UIQI is near to 1.  The UIQI is observed range from 0.9937 to 1.0000.  The 
graphical representation of sample image sets vs PSNR values shown in fig 6. Similarly the graphical representation 
of sample image sets vs UIQI values shown in fig 7. The image quality parameter of PSNR for existing methods and 
proposed method are compared in Table3.  
 
 
 
 
 
 
 
 
 
 
It is observed that the value of PSNR is better in the case of proposed algorithm compared to existing algorithms. 
The security to the payload in the propose algorithm is better since (i) Spatial domain and Transform domain 
concepts are used (ii) The payload is scrambled using hilbert transform by using secret key before  embedding. 
 
7. Conclusion 
 
In this paper proposed a new blind image steganography technique that combines both the spatial domain as well as 
the transform domain approach to achieve greater security. To increase the security of our method by using Hilbert 
transform with secret key, this is used to scramble the secret image. An experimental result shows that the proposed 
blind technique after it has been subjected to image processing attacks has very high visual quality. Hence the 
observer will not be aware of the existence of the secret image. The extracted recovered secret image is similar to 
original secret image. 
 
 

 

 

Table 3  
 Compared to other existing methods- (lena as cover image 

(512x512) and  baboon as payload (128x128)). 
Methods  PSNR  
El.Sayed M El. Alfy et.al [16]  38.354  
Elham Ghasemi et.al.[10]  35.17  
Sivajanakiraman et.al.[17]  34.8605  
Yedla Dinesh and Addanki Purna Ramesh [18]  26.30  
H S Manjunatha Reddy et.al.[19] 36.6551  
Proposed Method 53.4067 

ISSN NO: 0972-1347

http://ijics.com518

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 6, Issue 6, June 2019



References 

[1]. Weiqi Luo, Fangjun Huang, and Jiwu Huang. 2010. Edge Adaptive Image Steganography Based on LSB 
Matching Revisited. IEEE Transactions on Information Forensics and Security, no. 2, vol 5,     pp: 201-214. 

 
[2]. Vijaylakshmi,V., G Zayaraz and V Nagaraj, 2009. A Modulo Based LSB Steganography Method,” 

International Conference on Control, Automation, Communication and Energy Conservation, pp: 1-4. 
 
[3]. Babita Ahuja and, Manpreet Kaur, 2009. High Capacity Filter Based Steganography. International Journal of 

Recent Trends in Engineering, vol 1, no. 1, pp:672-674. 
 
[4]. Mamta, J. and P.S. Sandhu, 2009.Designing of robust  image steganography technique based on LSB insertion  

and encryption. Proc.of the IEEE International Conf. on  Advances in Recent Technologies in Communication  
and Computing, IEEE Xplore Press, pp: 302-305.  

 
[5]. Sanjive Tyagi and Ajay Agarwal,2011. Multi layers Security Scheme for Embedding Secrets in Stego image. 

International Journal of Advanced Engineering Sciences and Technologies, vol.3, Issue. 1, pp:029-033.   
 

[6]. Bhattacharyya S , Kshitij A P and Sanyal G, 2010. A Novel Approach to Develop a Secure Image based 
Steganographic Model using Integer Wavelet Transfor. International Conference on Recent Trends in 
Information, Telecommunication and Computing, pp:173-178. 

 
[7]. K.B.Raja and H S Manjunatha Readdy ,2011. Wavelet Based Non   LSB Steganography, International Journal 

of Advanced   Networking and Applications, vol 03(3) , pp : 1203-1209. 
 
[8]. Shivakumar H.B, K. Raja, R.K. Chhotaray and    S.Pattnaik, 2011. Performance comparison of robust      

steganography based on multiple transformation     techniques. IJCTA, vol 2,  pp:1035-1047. 
 

[9]. R O El Safy, H H Zayed and A El Dessouki, 2009. “An Adaptive Steganographic Technique Based on Integer 
Wavelet Transform,” International Conference on Networking and Media Convergence, pp:111-117. 

 
[10]. Elham Ghasemi, Jamshid Shanbehzadeh and Bahram Zahir Azami, 2011.  A Steganographic Method Based 

on Integer Wavelet Transform and Genetic Algorithm. International Conference on Communications and Signal 
Processing, pp: 42-45. 

 
[11]. Fei Peng, Xiaolong Li, Bin Yang, 2012. Adaptive reversible data hiding scheme based on integer 

transform. Signal Processing, vol 92, Issue 1,  pp: 54–62. 
 
[12]. Ching-Yu Yang, Chih-Hung Lin  and Wu-Chih Hu,  2012. Reversible Data Hiding for High-Quality 

Images Based on Integer Wavelet Transform. Journal of Information Hiding and Multimedia. Signal 
Processing, vol 3, Issue 2, pp:142-150. 

 

ISSN NO: 0972-1347

http://ijics.com519

INTERNATIONAL JOURNAL OF INFORMATION AND COMPUTING SCIENCE

Volume 6, Issue 6, June 2019


