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Abstract: Biometric methods have been progressively incorporated into portable devices in the 

latest years to give safety benefits over traditional methods by owing to their convenience of 

use in user authentication. To assess the suggested alternative, a pilot survey is performed 

which gives an outcome of precision of 95.46 percent and an equivalent mistake ratio (EER) 

of 2.503 percent, thus it proves the perspective of the effectiveness of biometrics depending on 

“neurofeedback” on intelligent headwear.  
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INTRODUCTION 

Biometrics permits the identification and authentication of a person, which is specific to the 

person, based on a set of recognizable and verifiable information. In order to establish the 

similarity, biometric authentication is the method of combining information for the features of 

the person with that biometric "model". In a database or a mobile component such as an 

intelligent computer, the reference model is first stored. For instance, the “Chaos Computer 

Club” proclaimed that the Fingerprint of German Defense Minister Ursula von der Leyen could 

be replicated by employing only images of her finger [1][2]–[6]. Paper [7] presented a  contact 

gesture-based constant authentication for wearable appliances such as Google Glass. Similarly 

paper [8] suggested an encryption scheme for head-worn instruments using the distinctive 

models of user head motion in reaction to songs. Also [9] provided the technique for identifying 

an HMD patient depending on the user's subconscious clicking and face motion. Other existing 

methods, such as biometrics for eye movement [10], can be conveniently incorporated into HMD 

gadgets. Such physiological and cognitive features, however, are susceptible to the conflict in 

ordinary existence and can, therefore, be surreptitiously replicated and counterfeited. Maximum 
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brainwave verifications have utilized EEG as the biometric for authentication of users. One 

researcher [11] announced an EEG single-channel encoding system. Paper [12] Utilized EEG in 

their systems. 

PROPOSED SYSTEM 

The proposed system comprises of an ERP brain sensor headset with dry electrodes for capturing 

ERP information. Connate electrodes use a number of bent fingers and allow the arms to bend 

out under stress to assist move away from the skin for stronger touch. The detectors are covered 

for conductivity with metallic color, offering small impedance touch (100-500 km) to prevent 

sound in the ERP purchase. The headset uses channels “P3, Pz, and P4” (International 10 − 20 

System) with two bases (Fp1 and Fp2) and A1 comparison. The brain controller headgear can 

easily obtain brainwave transmissions at a sampling rate of 1000Hz. The information gathered 

can be stored locally or transferred to a laptop through Bluetooth. In this research work, RBF 

feature “γ” and “C” are nominated as 0.001 and 10000, respectively. For calculation and choice-

making, the “LIBSVM library” for SVM is used. Figure 2 represents the proposed system for 

securing headgear with brain print as a passcode. 

 

Figure 1 Proposed Brain Print Passcode for Automated Headgear with ERP Acquisition 

 

RESULTS 

The “F- precision” of the rating. The precision (ACC) [13] is mainly used for statistical 

classification. To prevent unbalanced precision estimation, the proposed system’s efficiency 
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depends on f-score precision (F1), which is favored to categorize imbalance for non-sensitivity. 

Fig. 10(a) depicts the f -score comparison among various stimulus types. 

 

Figure 4 F -score comparison between numerous stimulus types 

 

The aggregate improvement in results is described in Table 1.  

Table 1 Aggregate performance (F score) 

 

CONCLUSION 

In this paper, the study to investigate safe and available access to headwear systems using 

cancelable ERP biometrics is presented with an improved brain passcode scheme for headgear 

with ERP acquisition. The assessment outcomes indicate that the proposed strategy achieves 

95.72 percent f-score precision and 2.503 percent equivalent mistake frequency (EER) thus 

proving the effectiveness of using distinctive, non-volitional brainwave reaction elements to 

authenticate intelligent headwear consumers. Also, this paper introduced brainwave biometric to 

cancel ability through a novel approach for updating stimuli. An additional revocability and 

unlinkability assessment are performed to demonstrate the efficacy of the restored biometrics 

credential. 
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