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ABSTRACT :  Wireless Sensor Networks consist of different sensor nodes with have the ability to sense and transmit. 

Sensor nodes may organize itself automatically, communicate in a collaborative manner and are mainly designed for 

energy efficiency. Data Aggregation plays a vital role in wireless sensor networks. Data Aggregation is a process of 

collecting the data from multiple nodes to eliminate redundant transmission and enhance the lifetime of WSNs.Reliable 

data aggregation is needed for most application in wireless sensor networks. In this paper, we present a survey of data 

aggregation algorithms in terms of confidentiality, integrity and authenticity. Here we focus on the issue of security in 

data transmission as well as data aggregation in Wireless sensor networks. The main goal of this paper to find the security 

issues in data aggregation algorithms and identify the scheme to solve that issues. 

Keyword– Data Aggregation, Security,  Wireless Sensor Networks. 

 

1. INTRODUCTION 

Wireless Sensor Networks (WSNs) have been used for variety of applications like Internet of Things (IOT), military 

surveillance, facility monitoring, satellite monitoring and environmental monitoring. Typically WSNs have a large 

number of different sensor nodes with have the ability to communicate among them and to an external station. The 

sensors periodically sense the data, process it and transmit to the intended base stations [1]. The frequency of data by the 

sensor is depending on the type of applications. 

 

Data gathering is a process of collecting sensed data from multiple nodes(sensors to be eventually transmitted to the base 

station for processing. Since sensor nodes are energy constrained, it is inefficient for all the sensors to transmit the data 

directly to the base station. Data generated from neighbouring sensors is often redundant and highly correlated. In 

addition, the amount of data generated in large sensor networks is usually enormous for the base station to process. 

Hence, we need methods for combining data into high quality information at the sensors or intermediate nodes which can 

reduce the number of packets transmitted to the base station resulting in conservation of energy and bandwidth. This can 

be accomplished by data aggregation.  

 

Data aggregation is defined as the process of aggregating the data from multiple sensors to eliminate redundant 

transmission and provide fused(aggregated) information to the base station. Data aggregation usually involves the fusion 

of data from multiple sensors at intermediate nodes and transmission of the aggregated data to the base station (sink). In 

the rest of the paper, we use the term data aggregation to denote the process of data gathering with aggregation. We also 

use the term sink to represent the base station. At the time of aggregations attack launched by any compromised 

nodes(sensors), because the sensor has limitation of computation capability and energy that can be stored by the node. 

 

 

2. SECURITY REQUIREMENTS IN WSN 

The Requirements needed for implementing security in WSN: 

(a) Authentication  

Authentication is the process of recognizing a user’s identity. It is the mechanism of associating an incoming request with 

a set of identifying credentials. In Wireless Sensor Networks the authentication may be performed through the help of 

nodes identity. 
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(b) Confidentiality 

Confidentiality is the process of protecting information from unauthorized access. 

 

(c) Availability 

Availability is a process to identify the information is accessible by authorized users. 

 

(d) Integrity 

Integrity is a process to ensuring the authenticity of information—that information is not altered, and that the source of 

the information is genuine. 

(e) Self Organization 

 

Self-organizing is a process of organizing system as one where a collection of units coordinate with each other to form a 

system that adapts to achieve a lifetime of the network. 

 

 
 

Figure 1: Security requirements of WSNs 

 

3. SECURITY THREATS IN WSN 

Threats to a WSN are described in [2] and classified into the following categories: 

❖ Information Gathering 

❖ Version of a Node 

❖ False Node 

❖ Node Malfunction 

❖ Node Outage 

❖ Message Corruption 

❖ Denial of Service 

❖ Traffic Analysis 

 

 

4. SECURITY MECHANISMS FOR HETROGENEOUS WIRELESS SENSOR NETWORK 

Most of the techniques used for data aggregation focus either on providing security or data gathering of information. The 

different existing methods are available are: Hierarchy Data Aggregation, Averaging Data Aggregation,ESPDA and 

SRDA.Here we  have to discuss the various mechanisms for heterogeneous wireless sensor networks. 

The protocols for heterogeneous WSNs can be classified into two types: 

Hop-by-Hop data aggregation protocols 

In hop by hop data aggregation protocols, data must be encrypted/decrypted at each aggregation node, thereby  losing the 

end to end privacy  between the transmitter and  receiver. 

  

End-to-End data aggregation protocols 

In end-to-end data aggregation protocols security is guaranteed by applying the aggregation function directly to the 

encrypted data. 
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Figure 2.Hetrogeneous Data Aggregation Protocol  overview 

 

4.1. End to End Secure Data Aggregation Protocols 

 

End to end secure data aggregation protocols aim to ensure data privacy and confidentiality from the sensor 

nodes to the base station based on the aggregated transmission.  

 

4.1.1 Concealed Data Aggregation in Heterogeneous Sensor Networks Using Privacy Homomorphism (CDAP) 

 

Ozdemir [7] has proposed the CDAP protocol to facilitate the aggregation process and to obtain a safe end to 

end transmission between the base station and the nodes of the network. Therefore, he proposed the use of privacy 

homomorphism to provide end to end data concealment, and also to operate directly on cipher texts while providing a 

secure data aggregation process. The protocol is applied to a heterogeneous WSN where powerful nodes called 

AGGNODEs are utilized. 

 

CDAP exploits privacy homomorphism [3] to insure end to end confidentiality and a secure data aggregation 

process.  Privacy homomorphism is an encryption transformation which allows direct calculation on encrypted data. It 

can be based on symmetric or asymmetric encryption.  

However, the use of symmetric key [8] leads to selected text attack vulnerability is possible; the data aggregation 

accuracy can be affected by the latency introduced during the encryption phase. 

 

4.1.2. Privacy-Preserving Integrity-Assured Data Aggregation (PIA) 

Taban et al. [9] have addressed the problem of data aggregation, with the guarantee of data integrity, and private 

information efficiency and protection as a common goal. In their model, the aggregation node is used as an intermediate 

between the user and the sensor nodes. The problem is that the user wants to check the integrity of the received 

aggregated data while the owner of the network prefers maintaining them secret from the user. This method also reduce 

or affect the accuracy of data aggregation. 

 

4.1.3. Secure-Encrypted Data Aggregation for Wireless Sensor Networks (SEDA) 

 

Huang et al. [10] have proposed this protocol to eliminate redundant sensor readings without encryption and to 

maintain data confidentiality during their transmission. The proposed protocol insures data security and confidentiality. 

Redundant sensed data is aggregated into a single package. 

 

The protocol is dedicated to centralized WSNs where the network is divided into groups of nodes [11]. In each 

group, the leader is responsible of performing the aggregation function. The leaders have more powerful radio antennas 

to transmit directly to the base station. The authors assume that the sensor nodes can transmit only to the aggregation 

nodes, consequently reducing the transmission costs and the energy power. The authors propose an aggregation 

mechanism to maintain data confidentiality and secrecy; the sensor nodes encrypt data before transmitting them to the 

aggregation nodes 

 

4.1.4. Secure Aggregation with Key Management (SDKAM) 

 

SDKAM was proposed by Sandhya and Murugan [12]. The main objective is to provide a secure environment 

for heterogeneous WSNs using the privacy homomorphism protocol. SDKAM exploits the heterogeneity of the sensor 

nodes to treat the encrypted data. It also provides effective key aggregation nodes which must be able to perform the 

aggregation functions directly on the encrypted data. To provide additional security, the authors assume that an effective 

key management system for the communication between the sensor nodes must be used.  In SDAKM, the authors insure 

a secure data aggregation using Hill Cipher (IHC) iteration technique [13]. IHC is an additive privacy homomorphism 

system for communication between the aggregation nodes. 
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4.1.5. Recoverable Concealed Data Aggregation for Data Integrity in Wireless Sensor Networks (RCDA) 

 

     RCDA was proposed by Chen et al. [14]. To confirm data integrity and authenticity, the base station can recover all 

the sensed data even if they are aggregated (in the other protocols, the base station cannot recover the aggregated data). In 

addition, the protocol is adopted for both homogeneous and heterogeneous WSNs. RCDA offers two algorithms 

dedicated to homogeneous and heterogeneous WSNs, namely RCDA-HOMO and RCDA-HETE[6]. 

 

As RCDA-HETE is only based on the use of the simple symmetric encryption between the sensor nodes and the 

aggregation nodes, we assume that the first data aggregation security requirement in the heterogeneous WSN which is the 

high exploitation of the heterogeneous nodes capacities is not satisfied.  

 

4.1.6. Recoverable Concealed Data Aggregation for Data Integrity in Wireless Sensor Networks (Sen-SDA) 

 

Sen-SDA was proposed by Shim [15]. Sen-SDA is a secure data aggregation mechanism based on the 

combination of the homomorphic encryption scheme (HE), EC-El Gamal+, an identity based signature scheme (IBS), and 

a batch verification technique with binary quick search (BQS) for finding invalid signatures. The used cryptographic 

primitives are adapted to heterogeneous clustered WSNs. Additive HE scheme is used to reduce the total length of the 

cipher texts and to achieve end-to-end confidentiality. Due to the (IBS) scheme, hop-by-hop [5] authentication is insured 

by verifying all the transmitted encrypted data. The batch verification technique is used to reduce the verification costs 

for multiple signatures. The invalid signatures in the batch verification are identified through the BQS using efficient 

methods [16]. 

 

4.2. Hop by Hop Secure Data Aggregation Protocols 

 

Hop by hop secure data aggregation protocols aim to provide strong data aggregation while ensuring data 

integrity . Nevertheless, decrypting data at each aggregation node may affect their confidentiality. Data is thus more 

vulnerable to malicious attacks once the encryption key is discovered. For this reason, these protocols are not largely 

used, particularly when security is related to sensitive application areas. In heterogeneous WSNs and according to our 

research, only one hop by hop secure data aggregation protocol was developed 

 

4.2.1. Secure Reference-Based Data Aggregation Protocol for Wireless Sensor Networks (SRDA) 

 

Sanli et al. [17] have proposed a hop by hop secure data aggregation system based reference which applies 

different security degrees at different levels of the hierarchy (aggregation nodes). According to the authors, the degree of 

security should be increased gradually as the messages are transmitted through the levels. They opted for a cryptographic 

algorithm which adjusts its parameters and the number of encryption rounds to modify the degree of security.  

 

The basic idea of SRDA is that the nodes will transmit reference data instead of pure sensed data and only the 

difference between them is used. SRDA first provides a key distribution protocol with low memory overhead to secure 

the communication links, and then, to save energy, it uses a security mechanism with a variant strength. In this protocol, 

differential encrypted data representing the difference between the reference value and the sensed data are transmitted to 

the aggregation nodes instead of the pure sensed data, to reduce the number of transmitted bits [4]. The reference value is 

the average of N readings. However, due to the frequent changes in the positions of the nodes, which may imply false 

data transmissions and alter the encryption result, we assume that SRDA is not recommended for mobile WSNs. 

 

5. COMPARISION OF AGGREGATE PROTOCOLS BASED ON SECURITY 

 

The good security level offered by the end to end data aggregation security protocols does not mean that all 

main security issues have been ensured (data confidentiality, data integrity, data freshness and authentication). Indeed, 

authentication is ensured only by PIA and RCDA protocols where data freshness is ensured by SDKAM and Sen-SDA 

protocols. On the other hand, data integrity is not ensured by CDAP protocol.  

 

Contrary to the end to end data aggregation security approaches, the hop by hop data aggregation security 

approach encrypts and decrypts data at each aggregation node to provide strong data aggregation (no restriction on the 

use of the data aggregation functions) while ensuring data integrity and authentication. However, the data confidentiality 

cannot be ensured and the relayed data is thus more vulnerable to malicious attacks. Also, the hop by hop data 

aggregation security approach supposes that all the network nodes apply high computation cryptographic algorithms 

which is inefficient for the resource limited homogeneous sensor nodes deployed in the network. For these reasons, the 

hop by hop based data aggregation security protocols are not largely used, particularly when security is related to 

sensitive application areas. 

 

6. CONCLUSIONS 

In this paper, we present a survey of the security issues arises in various data aggregation protocols in Wireless 

Sensor Networks. To develop high data aggregation security algorithms which are cannot be used by classic nodes, and 

which offer the possibility of using many aggregation functions, is beneficial. Several complex security primitives can 

also be combined. The large storage space of the heterogeneous nodes can also be exploited to contain a large number of 
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keys (for random key generation), increasing the security degree. The data aggregation security problem in heterogeneous 

WSNs remains a new research area and we have tried in this paper to shed light on it by presenting a survey of the few 

proposed protocols.  
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