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Abstract—Wireless Sensor Network (WSN) is an emerging technology in almost all fields. This technology not only supports 

Information Technology but also to the industrial, medical, defense, agriculture and other non-technological oriented areas. Sensor 

nodes are tiny which build with a small processor, non-rechargeable battery, RAM and some of the major processes followed by WSN 

are self-organizing, clustering, routing, security maintenance, data collection and forwarding the data to sink. This paper focuses on 

one of the major security concern, black hole attack in WSN. The security factor in WSN is always a quite interesting research 

subject where the network may affected easily and collapsed effortlessly. This paper focuses on the discovery practices of Black Hole 

Attack (BLA) in WSNs. It compares the most significant practices in detecting and reducing BLA and improves the lifetime of the 

network. 
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I. INTRODUCTION 

 

Wireless sensor network (WSN) refers to a group of spatially dispersed and dedicated sensors for monitoring and recording 

the physical conditions of the environment and organizing the collected data at a central location. Nowadays, WSN gradually 

covers more or less all applications in different fields. Due to its user-friendly nature, easy installation in mobile areas and 

infrastructure less approach also increases the demand for the WSN. On other side, the security threads, energy efficient routing, 

internal and external communication and mobility are serious factors in maintaining the lifetime of WSN [1], [2]. Security is an 

important factor especially in unreceptive environment deployment of WSN. 

 

 

 

 

Fig. 1  Communication in WSN 
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Mostly, this type of network works in hostile environment as it is easy to deploy and can communicate easily. Also, in 

military surfaces, the sensor nodes will deploy and used until the energy dissipates. In such areas, the security plays a vital role 

where the data communication is crucial. 

 

Therefore, the security measures used in WSN varies to other type of network also energy efficient to enhance the lifetime of 

the network [3], [4], [5]. The Figure 1 presents communication is WSN. 

 

The next section details about various types of attacks in WSN followed by black hole attack in WSN [6]. The comparison 

between the BLA attacks on security protocols [6], [7] and algorithms are also discussed in this paper work. 

 

II. RELATED WORK 

There are many research works are in progress about the improvement of the network security8. Still, the network is under 

the attack of various security breach as of the mobility and easy accessibility of the WSN [9], [10]. In this section, various 

attacks in WSN listed below. 

 

Understanding the attacks in providing a solution to the problem is one of the crucial task in WSN. The below listed are the 

possible attacks in WSN [11] which controls the flow of information and dissipates the energy of the network. 

 Selective forwarding attack 

 Sinkhole attack 

 Wormhole attack 

 Black hole attack 

 HELLO flood attack 

 Sniffing attack 

 Data integrity attack 

 Energy drain attack 

 Node replication attack 

 

Some of the attacks on each layer specified in Table I. 

 

TABLE I. 

 ATTACKS IN ISO LAYER 

Name of the Layer Name of the Attack 

Application Layer Repudiation, Path-based DOS attack, Data corruption, Overwhelm 

Transport Layer Session hijacking, SYN flooding, De-Synchronization 

Network layer  Wormhole, Blackhole, Byzantine, Sybil 

Data link layer  Traffic analysis, Monitoring, Exhaustion, Unfairness 

Physical layer  Jamming, Interceptions, Tampering, Radio interference 

Multi-layer  DoS, Impersonation, Replay, Man-in-the-middle 

 

A. Selective Forwarding Attack 

This kind of attack occurs mostly in the multi-hop communication network. In multi-hop communication, the data forwarded 

from each node to another through route discovery will reach the sink node or destination node [9], [10]. In such case, the route 

discovery of a node will attack and one or more nodes forwards the data to the same node that receives and forwards the data to 

the sink. Through this process, the sensor node drains quickly and the network distorted easily [11]. Sometimes, the data will 

loop in the network to reduce the lifetime of the network. Sinkhole Attack 

 

The Figure 2 shows the working model of selective forwarding attack. The sinkhole attack is one of the famous attack in 

WSN. The sensor node among the group of sensors initiates itself as a node nearer to base station to its neighbour node and 

comprises the nearby nodes to forward the data to itself to forward to base station. This malicious node duplicates the received 

data and forward it to the sink [12]. Therefore, the sink and the malicious node drains the energy soon also in some case, the 

malicious node forwards the data to the intruder too.  
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The path that malicious node follows is known as compromised path [13]. The compromised path is energy deficient path 

and the massive research are in progress in this attack. 

 

B. Wormhole attack 

Normally in WSN, the sensor nodes collect the data and forward it to the base station through its neighbours. Therefore, the 

network retains its energy and maintains its lifetime for a certain period. Hence, the wormhole attack is an attack that achieves 

the data communication between the source node and destination node through a tunnel called wormhole tunnel [14], [15]. The 

wormhole tunnel is an unidentified in the network. This tunnel forwards the data destination as well as the normal hop 

communication also forwards the same data to the destination. Through this the data duplication occurs. When a network 

affected by the wormhole attack, the whole network will get the data duplication, aggregation process becomes ineffective, and 

this whole process drains the energy level of the network and makes the shorter lifetime of the network. 

 

In general, the wormhole attack used in verbal abuse routing conditions. It also weakens the cryptographic settings and 

obscures the routing protocols in route discovery and other process. Clock synchronization, management, and exact location 

announcement may reduce the wormhole attack in WSN. 

 

C. Blackhole attack 

As like as sinkhole attack, the blackhole attack also declares a sensor node as shortest path node to sink node, receives the 

data from the other nodes of the network, and drains the energy soon [16]. This blackhole attack makes each node to 

discontinue from the network and makes the network worthless. Sometimes, the blackhole makes the network as single clusters 

and dissipates the energy soon than the other attacks [17], [18], [19]. The blackhole attack will detailed in the next section. 

 

D. HELLO flood attack 

The sensor nodes forwards the HELLO packet to its neighbour nodes that in the radio range to form the network or clusters. 

The destination node that receives the HELLO packet thought that the sender node is nearby or in one hop count (within radio 

range) [20]. The destination node responds to the HELLO packet sender node to form the network. The HELLO flood attack is 

type of sending the HELLO packet to the all nodes in the network to resemble that the sender node is a neighbour [21]. In turn 

all the nodes forwards the details to the sender node and forwards the data to the source node, the source node receives all the 

Fig. 2  Selective Forwarding attack 
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data and forward it to the sink node. The major effect of the HELLO flood attack is to reduce the lifetime of the network. In 

some situations, the HELLO flood attack is also named as wormhole attack [22]. By using authenticated puff protocols and 

checking the distance of the source and destination node the HELLO flood attack can be reduced. 

 

E. Sniffing attack 

The sniffing attack is a common attack on military-based networks or industrial based networks [23]. The attack focused in 

collecting the data form the network and forwarding it to the intruder without knowing to the network. This is an effective 

attack in WSN, which focus on data collection from other nodes. Mostly, it attacks the unsecured the shared medium. It does 

not affect the network lifetime. This attack simply watches the network and collects the data. Identifying the sniffing attack is 

not an easy task as it does not disturb any regular processes. In some cases, the sniffing attack collects the original data from the 

source nodes and forwards some other relevant information to the destination [24]. So, the user in the sink node also does not 

mind about the collected information. For e.g. in industrial based networks, the sniffer collects the original temperature of the 

coolant and forwards some other temperature, so that the user will not doubt about the data. 

 

F. Data integrity attack 

Data integrity attack is a common attacking type of the WSN, which inject false data or duplicates the collected data and 

makes the network useless [25]. This attack shows their identity and stops the retaining of the network. This attack focusing in 

collapsing the network and makes the network not viable. Data integrity attack does not focus in network lifetime [26]. 

 

Making the usable data will lead to restructure the network is the motive of this attack. It can be resolve through asymmetric 

key system through which the data can be secured but still the security mechanism in mobile network is a difficult task and 

maintain the security system throughout the process decreases the lifetime of the network by energy taken for security process 

[27]. 

 

G. Energy drain attack 

This is not a single attack to details the feature. The attacks, which focused in energy dissipation of the network is called as 

energy drain attack [28]. The energy draining in WSN is an important and major attack that makes the network worthless. This 

attack asks the sensor node to be in sleep mode so that the collected information will not reach the destination and the sleeping 

node will not collect the data from the environment [29]. Therefore, the collected information is not received from all nodes 

from the network. Through partial data the network becomes useless. Sometimes, this attack made the node that are nearer to 

sink to sleep so that the data will not reach the sink node. In such situation, the node will keep on collecting the info and drains 

its energy soon. 

 

H. Node replication attack 

The node replication is attacked the network in two ways. First, the attack injects the HELLO packet to a node in the network 

and receives its identity. Afterwards, clone the received identity of the node and place the node in the network [30]. This 

process will continue until the network becomes worthless. Second, the attack simply places a node in the network and clone it 

until the network turn into collapsed. This attack aims in making the network is inoperable [31]. Node replication does not focus 

in collecting the information from the network. The routing and route discovery of the node is disturbed and thus the network is 

unworkable [32][33]. 

 

III.  COMPARISON OF BLACKHOLE ATTACK 

 

The Blackhole Attack (BLA) is one of the famous attack in WSN [33]. A malicious node forwards the data to all other nodes 

in the network that the malicious node shorter distance node to sink node [16]. Then it receives the data from the other nodes 

and does not forward the data to the sink. The source node identifies the route discovery through sending RREQ (Route 

REQuest) to the nodes in its radio range [18]. The nodes who receives the RREQ forwards the RREP (Route REPly) to the 

source node [18], [19].  

 

The source node checks the sequence number of each reply node and selects the routing path through the node that holds 

higher sequence number. Sometimes, if two or more nodes holds the highest sequence number then the hop count is identified 

for each node to identify the route path.  
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The minimum hop count is used as route path for that source node. Mostly, the source node and destination node will not 

communicate directly [17]. This process makes the BLA to attack easily by making the falsify sequence number and hop count.  

 

 

 

When a Cluster Head (CH) false in the region of BLA malicious node then it captures the CH node and detains the 

communication from CH to base station. Otherwise, the CH is not in the region of BLA then it restrains the normal nodes to 

forward the data to CH. This made the adjacent node of the malicious node runs into huge bandwidth, contention of resources 

and destruction of messages. The Figure 3. Shows the Blackhole attack in WSN. 

 

IV.  COMPARISON OF BLACKHOLE ATTACK 

 

BLA is one of the crucial problem in WSN that affects the network and makes it as worthless. Some of the best efforts found 

in previous years to identify and eliminate BLA. The comparison of BLA is comprised in Table II. 

 

TABLE II.  

COMPARISON OF BLACKHOLE ATTACK IN WSN. 

 

Technique used Performance 

CST-AODV Packet Loss Rate determined and Condensed 

Secure Path Based Concentrated in improving the performance of PDR, Throughput, end to end delay. 

Trust Based AODV is used and it improves the performance of PDR, blocking nodes and reduces the 

percentage of dead nodes. Concentrates in improving the performance and lifetime of the network. 

INSENS Reduces the node blocking and improves the network performance. 

DSN Based (AODV) Improves the throughput and packet delivery ratio 

MEAODV Detects the malicious nodes faster than the existing technique and better end-to-end delay and 

PDR. 

Geostatistical based(AODV) False positive and False negative is introduced. RREQ and RREP is coined. 

Watchdog AODV Improves the PDR and maintains the end-to-end delay ratio. 

ACK based (AODV) Concentrates in improving the network performance through acknowledgement based architecture. 

MD5 based (AODV) Overall performance is improvised through improving PDR, throughput and other performance 

metrics. 

Timer based (AODV) Network performed based on timer and rearranged on every timer breakup. The overall PDR ratio 

is improved to a higher level. 

Knowledge based (AODV) Better malicious node detection technique is identified and it improves the PDR ratio. 

 

Fig. 3  Blackhole Attack 
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V. CONCLUSION 

The WSN is an easy one for many attacks due to the hostile environment deployment and usage of non-rechargeable battery. 

Energy efficiency and security are the main constraints for this network. Blackhole Attack is one among the crucial attack for 

WSN that ruins the network and makes in unworkable. As absent of centralized security feature the network become an easy 

place for invaders to make the network defenceless. This paper gives a various type of attacks in WSN. Also compares various 

techniques used to avoid the BLA. This survey might helpful to the future researchers to know about the various types of 

attacks in WSN.   
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