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Abstract: In today's world, smart home control system is necessary in daily life. As the technology is emerging a lot it's 
time for us to be more technical related to home secure security and easy access to the user. This technique basically deals 
with key less door lock system using smart phone in which SMS, E-mail, Image, anti-burglar will be used and for guest users 
it will generate b-id. This will allow the guest user key to access the door for a given particular time only. Furthermore, this 
approach can be applied and extended to different institutions like banks and offices. The proposed system provides 
strengthened security functions that can transfer recorded images to a user's mobile device when an invalid user attempts an 
illegal operation. 
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I. INTRODUCTION 

 
Today technology has become important part of human life. It has great influence in many aspects in our day to day life and 
also have improved our environment. The creation of mobile phones and computer have caused many people to rely on 
technology to improve their way of working and also provide easy way to use various applications. Home automation system 
is a computerized and intelligent network of electronic devices designed to monitor and control the home appliances. Home 
automation is the emerging field that has tried to get the attraction of most of commercial and research fields. Although 
wired home networks were given importance in the earlier stages of home automation but now as technology is emerging a 
lot people have started adopting technology to greater aspects. Wired system requires proper planning and construction 
works is also messy. It is the reason wireless communication has replaced the wired ones. Furthermore, wireless system 
provides more flexibility and extensibility that is its installation is free from construction works as it requires no cabling cost. 
Door lock system has been one of the most popular consumer devices replacing many of the conventional locks because of 
the user convenience and affordable price. Many of the wireless network solution such as Bluetooth, ultra-wide band (UWB), 
wireless Ethernet and many more are in the area of home networking [1]. From among these Bluetooth has become the 
most attraction technique in the research and commercial domain. Bluetooth enables to develop various kind of wireless 
system via handsets or smartphones. Research by using handset and actuator by remote operation of various electrical devices 
at home. By pressing a single button on the handset, a signal is sent to the actuator and subsequently switches ON/OFF the 
intended device [3]. Since Bluetooth has become so prevalent in mobile devices, it was seen as simple, low cost, secure 
solution for wireless network connecting a mobile device to home network system. This paper proposes a novel system for 
the access monitoring and control on digital door lock that uses Bluetooth technology. By adopting the system, users can be 
provided with safe and convenient life. 

 
II. EXISTING SYSTEM AND PROPOSED SYSTEM 

 
The existing system uses DTMF connection to control the home appliances remotely. It overcomes the limitations of 
conventional wall switches that have to be operated by physically going near to then and switch on the button. 
The system uses DTMF by which one can control home appliances by dialling the designated number for particular load. 
One can operate it from home phone or by making a call to home number from outside. The system uses DTMF technology 
that receives commands from phone and produces digital output which initiates relay driver to switch ON/OFF the load 
appliances. For this the system we use De-Multiplexer, flip flop IC, DTMF Decoder. This DTMF technology allows the 
user to send commands to operate the appliances via a mobile phone and avoids the use of microcontroller. In order to use 
this system, the user has to make a call to the mobile phone connected to this system. Once the call is received by the mobile 
phone connected to the system, the user can now send commands to operate the home appliances. For this the system 
makes use of lamps to demonstrate AC loads and uses 12V transformer to power the system. 
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In our proposed system, we deal with key less door lock system using smart phone in which SMS, E-mail, Image, anti-
burglar will be used and for guest users it will generate b-id. This will allow the guest user key to access the door for a given 
particular time only. Furthermore, this approach can be applied and extended to different institutions like banks and offices. 
The proposed system provides strengthened security functions that can transfer recorded images to a user's mobile device 
when an invalid user attempts an illegal operation. 

 
III. METHODOLOGY 

 
The block diagram shows the components used in this Home Automation with Improved Security. 
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Fig.1. Block diagram of Home Automation with Improved Security 

 

IV. HARDWARE IMPLEMENTATION 
 
1. ESP8266 WIFI MODULE 
ESP8266 is an impressive, low cost WIFI module suitable for adding WIFI functionality to an existing microcontroller 
project via a UART serial connection. The module can even be reprogrammed to act as a standalone WIFI connected 
device–just add power! The feature list is impressive and includes: 802.11 b/g/n protocol Wi-Fi Direct (P2P), soft-AP 
Integrated TCP/IP protocol stack. This guide is designed to help you get started with your new WIFI module so let’s start! 
The hardware connections required to connect to the ESP8266 module are fairly straight-forward but there are a couple of 
important items to note related to power: The ESP8266 requires 3.3V power–do not power it with 5 volts. The ESP8266 
needs to communicate via serial at 3.3V and does not have 5V tolerant inputs. ESP8266 on-board processing and storage 
capabilities allow it to be integrated with the sensors and other application specific devices through its GPIOs with minimal 
development up-front and minimal loading during runtime. With its high degree of on-chip integration, which includes the 
antenna switch balun, power management converters, it requires minimal external circuitry, and the entire solution, including 
front-end module, is designed to occupy minimal PCB area. 

 
Fig.2. Pin diagram of ESP8266 WIFI module 
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2. DATA SECURITY RISKS 
 
The most common wireless encryption-standard, Wired Equivalent Privacy (WEP), has been shown to be easily breakable 
even when correctly configured. Wi-Fi Protect Access (WPA and WPA2) encryption, which became available in devices in 
2003, aimed to solve this problem. Wi-Fi access points typically default to an encryption-free (open) mode. Novice users 
benefit from a zero-configuration device that works out-of-the-box, but this default does not enable any wireless security, 
providing open wireless access to a LAN. To turn security on requires the user to configure the device, usually via a software 
graphical user interface (GUI). On unencrypted Wi-Fi networks connecting devices can monitor and record data (including 
personal information). Such networks can only be secured by using other means of protection, such as a VPN or secure 
Hypertext Transfer Protocol over Transport Layer Security (HTTPS). 
 
Wi-Fi Protected Access encryption (WPA2) is considered secure, provided a strong passphrase is used. A proposed 
modification to WPA2 is WPA-OTP or WPA3, which stores an on-chip optically generated onetime pad on all connected 
devices which is periodically updated via strong encryption then hashed with the data to be sent or received. This would be 
unbreakable using any (even quantum) computer system as the hashed data is essentially random and no pattern can be 
detected if it is implemented properly. Main disadvantage is that it would need multi-GB storage chips so would be expensive 
for the consumers. 
 
3. SECURING METHODS 
A common measure to deter unauthorized users involves hiding the access point's name by disabling the SSID broadcast. 
While effective against the casual user, it is ineffective as a security method because the SSID is broadcast in the clear in 
response to a client SSID query. Another method is to only allow computers with known MAC addresses to join the network 
but determined eavesdroppers may be able to join the network by spoofing an authorized address. Wired Equivalent Privacy 
(WEP) encryption was designed to protect against casual snooping but it is no longer considered secure. Tools such as 
AirSnort or Aircrack-ng can quickly recover WEP encryption keys[61]. Because of WEP's weakness the Wi-Fi Alliance 
approved Wi-Fi Protected Access (WPA) which uses TKIP. WPA was specifically designed to work with older equipment 
usually through a firmware upgrade. Though more secure than WEP, WPA has known vulnerabilities. 
The more secure WPA2 using Advanced Encryption Standard was introduced in 2004 and is supported by most new Wi-Fi 
devices. WPA2 is fully compatible with WPA. A flaw in a feature added to Wi-Fi in 2007, called Wi-Fi Protected Setup, 
allows WPA and WPA2 security to be bypassed and effectively broken in many situations. The only remedy as of late 2011 
is to turn off Wi-Fi Protected Setup, which is not always possible. Virtual Private Networks are often used to secure Wi-Fi. 
Piggybacking refers to access to a wireless Internet connection by bringing one's own computer within the range of another's 
wireless connection and using that service without the subscriber's explicit permission or knowledge. During the early 
popular adoption of 802.11, providing open access points for anyone within range to use was encouraged to cultivate wireless 
community networks, particularly since people on average use only a fraction of their downstream bandwidth at any given 
time. Recreational logging and mapping of other people's access points has become known as war driving. Indeed, many 
access points are intentionally installed without security turned on so that they can be used as a free service. Providing access 
to one's Internet connection in this fashion may breach the Terms of Service or contract with the ISP. These activities do 
not result in sanctions in most jurisdictions; however, legislation and case law differ considerably across the world. A proposal 
to leave graffiti describing available services was called war chalking. A Florida court case determined that owner laziness 
was not to be a valid excuse. Piggybacking often occurs unintentionally – a technically unfamiliar user might not change the 
default "unsecured" settings to their access point and operating systems can be configured to connect automatically to any 
available wireless network.  
 
A user who happens to start up a laptop in the vicinity of an access point may find the computer has joined the network 
without any visible indication. Moreover, a user intending to join one network may instead end up on another one if the 
latter has a stronger signal. In combination with automatic discovery of other network resources this could possibly lead 
wireless users to send sensitive data to the wrong middle-man when seeking a destination. For example, a user could 
inadvertently use an unsecure network to log into a website, thereby making the login credentials available to anyone 
listening, if the website uses an unsecure protocol such as HTTP. An unauthorized user can obtain security information 
(factory preset passphrase and/or Wi-Fi Protected Setup PIN) from a label on a wireless access point can use this 
information (or connect by the Wi-Fi Protected Setup pushbutton method) to commit unauthorized and/or unlawful 
activities. 
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Features 

 802.11 b/g/n protocol 

 Wi-Fi Direct (P2P), soft-AP 

 Integrated TCP/IP protocol stack 

 Integrated TR switch, balun, LNA, power amplifier and matching network 

 Integrated PLL, regulators, and power management units 

 +19.5dBm output power in 802.11b mode 

 Integrated temperature sensor 

 Supports antenna diversity 

 Power down leakage current of < 10uA 

 Integrated low power 32-bit CPU could be used as application processor 

 SDIO 2.0, SPI, UART 

 STBC, 1×1 MIMO, 2×1 MIMO 

 A-MPDU & A-MSDU aggregation & s guard interval 0.4 

 Wake up and transmit packets in < 2ms 

 Standby power consumption of < 1.0mW (DTIM3) 
 
4. PIR SENSOR 
An individual PIR sensor detects changes in the amount of infrared radiation impinging upon it, which varies depending on 
the temperature and surface characteristics of the objects in front of the sensor. When an object, such as a human, passes in 
front of the background, such as a wall, the temperature at that point in the sensor's field of view will rise from room 
temperature to body temperature, and then back again. The sensor converts the resulting change in the incoming infrared 
radiation into a change in the output voltage, and this triggers the detection. Objects of similar temperature but different 
surface characteristics may also have a different infrared emission pattern, and thus moving them with respect to the 
background may trigger the detector as well.  
PIRs come in many configurations for a wide variety of applications. The most common models have numerous Fresnel 
lenses or mirror segments, an effective range of about ten meters (thirty feet), and a field of view less than 180 degrees. 
Models with wider fields of view, including 360 degrees, are available—typically designed to mount on a ceiling. Some larger 
PIRs are made with single segment mirrors and can sense changes in infrared energy over thirty meters (one hundred feet) 
away from the PIR. There are also PIRs designed with reversible orientation mirrors which allow either broad coverage 
(110° wide) or very narrow "curtain" coverage, or with individually selectable segments to "shape" the coverage. 
Pairs of sensor elements may be wired as opposite inputs to a differential amplifier. In such a configuration, the PIR 
measurements cancel each other so that the average temperature of the field of view is removed from the electrical signal; 
an increase of IR energy across the entire sensor is self-cancelling and will not trigger the device. This allows the device to 
resist false indications of change in the event of being exposed to brief flashes of light or field-wide illumination. (Continuous 
high energy exposure may still be able to saturate the sensor materials and render the sensor unable to register further 
information.) At the same time, this differential arrangement minimizes common-mode interference, allowing the device to 
resist triggering due to nearby electric fields. However, a differential pair of sensors cannot measure temperature in this 
configuration, and therefore is only useful for motion detection. 
 
5. SOLENOID VALVES 
Solenoid valves are used to close, dose, distribute or mix the flow of gas or liquid in a pipe. The specific purpose of a 
solenoid valve is expressed by its circuit function. A 2/2 way valve has two ports (inlet and outlet) and two positions (open 
or closed). A 2/2 way valve can be 'normally closed' (closed in de-energized state) or 'normally open' (open in de-energized 
state). A 3/2 way valve has three ports and two positions and can therefore switch between two circuits. 3/2 way valves 
can have different functions such as normally closed, normally open, diverting or universal. More ports or combinations of 
valves in a single construction are possible. The circuit function can be expressed in a symbol. Below are some examples 
of the most common circuit functions. The circuit function of a valve is symbolized in two rectangular boxes for the de-
energized state (right side, visualized by ) and energized state (left). The arrows in the box show the flow direction between 
the valve ports. The examples show a 2/2-way Normally Open (NO) valve, a 2/2-way Normally Closed (NC) valve and a 
3/2-way Normally Closed valve. For more information about valve symbols and circuit functions, please visit the page 
about valve symbols. 
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Fig.3. Circuits function of solenoid valves 

 
V. SOFTWARE IMPLEMENTATION 

 
1. CCS SOFTWARE 
A compiler is a computer program (or set of programs) that transforms source code written in a programming language (the 
source language) into another computer language (the target language, often having a binary form known as object code). 
The most common reason for wanting to transform source code is to create an executable program. 
This integrated C development environment gives developers the capability to quickly produce very efficient code from an 
easily maintainable high-level language. The compiler includes built-in functions to access the PIC microcontroller hardware 
such as READ_ADC to read a value from the A/D converter. Discrete I/O is handled by describing the port characteristics 
in a PROGRAM. Functions such as INPUT and OUTPUT_HIGH will properly maintain the tri-state registers. Variables 
including structures may be directly mapped to memory such as I/O ports to best represent the hardware structure in C. 
 
 
2. SQL 
SQL is a special-purpose programming language designed for managing data held in a relational database management 
system (RDBMS). 
Originally based upon relational algebra and tuple relational calculus, SQL consists of a data definition language and a data 
manipulation language. The scope of SQL includes data insert, query, update and delete, schema creation and modification, 
and data access control. Although SQL is often described as, and to a great extent is, a declarative language (4GL), it also 
includes procedural elements. 
SQL was one of the first commercial languages for Edgar F. Codd's relational model, as described in his influential 1970 
paper "A Relational Model of Data for Large Shared Data Banks". Despite not entirely adhering to the relational model as 
described by Codd, it became the most widely used database language. 
 

VI. CONCLUSION 
 
The complete design of the model is given and the circuit of Home automation with improved security is successfully 
implemented and the desired result is obtained. Our security system is fully verified under various conditions and the security 
was highly maintained. 
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