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Abstract 

Web of Things (IoT) is giving an opportunity to construct great modern frameworks and applications with 
the utilization of development of pervasive remote, portable, and sensor gadgets. The variety of the 
mechanical IoT applications have been developed and conveyed in recent years. With an end goal to 
understand the improvement of IoT in industries, this paper surveys the flow research of IoT, key 
enabling advancements, major IoT applications in businesses, and  identifies examine patterns and 
difficulties. This survey paper builds the present condition of-the-art IoT in businesses efficiently. 
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1. Introduction 
 

The Internet of Things (IoT) is a paradigm that is quickly making advancement in the situation of current 
remote broadcast communications. It is helping everything sle to communicate with everything else. For 
example, Radio-Frequency IDentification (RFID) labels, sensors, actuators, cell phones, and so on – 
which, through extraordinary tending to plans, can collaborate with one another and coordinate with their 
neighbors to achieve shared objectives. [1] 
The principle quality of the IoT thought is the effect of it on day to day activities. From the perspective of 
a private client, the most evident impacts of the IoT presentation will be obvious in both working and 
household fields. In this unique circumstance, domotics, helped living, e-wellbeing, improved learning 
are just a couple of models of conceivable application situations in which the new worldview will play a 
driving job soon. Thus, from the point of view of business clients, the most obvious outcomes will be 
similarly unmistakable in fields, for example, robotization and modern assembling, coordinations, 
business/process administration, canny transportation of individuals and products. 
So, it is not all surprising that IoT is included by the US National Intelligence Council in the list of six 
‘‘Disruptive Civil Technologies” with potential impacts on US national power [2] 
 
As the technology is spreading, there is an increased interest on the use of IoT in the various industries.  
[3]  For example, the productivity of manufacturing industry can be enhanced by collecting and analyzing 
the real-time data. The Internet of Things (IoT) is contributing to bring changes in business models. The 
data collected can help the industries to enhance their operations and develop new Business models. This 
transformation with IoT in the manufacturing industry is important to the Industrial revolution. The use of 
IoT in industries is so called Industrial Internet of Things (IIoT). IIoT is rapidly gaining adoption. 
 

 

2. Background 
 
IoT can be considered as a global set of connections or the infrastructure that are composed of various 
connected devices that completely rely on sensors, communication, networking, and information 
processing technologies.[4] 
IoT is based on the RFID technology that allows microchips to transmit the identification information to a 
reader through wireless communication. RFID readers help people to identify, track, and monitor any 
objects that are attached with RFID tags automatically [5]. RFID technology is being widely used in the 
industries such as logistics, pharmaceutical production, retailing, and supply chain management.[6], [7]. 
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Wireless sensor networks (WSNs) are another foundational technology for IoT that mainly use 
interconnected intelligent sensors to sense and monitoring. Its applications include environmental 
monitoring, healthcare monitoring, industrial monitoring, traffic monitoring, and so on[8], [9]. 

 
Integrating IoT with the processing capabilities of cloud computing is developing new insights that help 
to optimize the decision making model in the manufacturing industry [15]. 
 

3. Architecture  
 
This section discusses about the architecture of the IoT and IIoT.  
 
IoT helps to connect everything else to everything else. The architecture of IoT should help the dynamic 
interaction of every object to the other object. The IoT architecture consists of the four layers. Each layer 
has its different purpose. The description for the each layer is given in the Table 1. 
 

Table 1: The Four-Layered Architecture for IoT 

Layers Description 

Sensing layer 

Sensing and controlling the data of the physical 
world and the already acquired data is the task of 

Sensing layer, it is integrated with the existing 
hardware (RFID, sensors etc.). 

Networking Layer 
Networking support and data transfer over the 
wireless network or wired network is provided 

with this layer. 

Service Layer 
With the help of this layer, the services that are 
provide to the user the user so as to satisfy the 

customer and his needs. 

Interface Layer 
How the user and other applications will 

interact? This is handled through Interface 
Layer. 

 
 

 
The Table 2 illustrates the design consideration for the Industrial IoT as discussed in [10]. Here 

the different parameters for the design goal such as energy of the sensors or the nodes that is for how long 
the sensors can operate without power supply, the time that will be taken for message passing, the 
maximum data that can be transported over the network. Is there any support for the extension of the 
nodes in the network? What topology is to be used for the communication of the sensors or the nodes? 
How much is this all secure? The communication carried on over to the network, my users and other 
applications.  
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Table 2: The Design Consideration for Industrial IoT Applications [10] 

Design Goals Description 

Energy 
Time period till the sensor nodes can work with 

limited power 

Latency 
The time that is needed for  message propagation 

and processing of message will be calculated. 

Throughput 
Determine the maximum amount of data that can 

be transported through network. 

Scalability How much number of devices can be supported? 

Topology 

How the communication will be carried on over 
the network? Which objects will participate in 
the communication and with whom they will 

communicate? 

Security and 
Safety 

Is the usage of application secure and safe?  

 

 

4. Technologies  
 
The various technologies that are used, are discussed below:[11] 
 

1. Identification and Tracking Technologies 
 
This technology helps in identifying and tracking the devices and the physical objects. RFID 
systems, bar code readers and sensors that are intelligent are used for the object identification and 
object tracking. RIFD system is being used in manufacturing, retailing and distribution industry. 
[6] [7] 
 

2. Communication Technologies in IoT 
 
IoT deals with number of electronic devices, mobile devices and industry equipments. Each one 
of these will have different method of communication, way of networking, method of data 
processing used, and transmission power and storage capacity. This may involve the WSNs, 
Wireless Mesh Network; WLAN etc. the gateways can be used for handling the communication 
on the network. 
 

3. Networks involved in IoT 
 
 IoT has various communication and computation capabilities. Wireless Sensor Networks and Ad 
Hoc Networks  can be used for the for the hardware requirements and  for the network 
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communication. The internet is also used to exchange the information on the network. So one 
needs to frame how these things will work for his system. 
 
 

4. Service management in IoT  
 
The implementation of the services and managing of the services that are being provided refers to 
the service Management in IoT. The details can be hidden through the implementation of the 
architecture. The IoT application must be able to provide the reliable and consistent service to the 
end user.  

 

5. IoT Applications in Industry 
 
The focus here is on the industrial IoT applications. Usage of some IoT applications in industries have 
been discussed below:[11] 
 

1.  Healthcare Service Industry 
The use of IoT applications in the Healthcare Industry has improved the health care services. All 
the objects like people, equipments, medicines etc. can be tracked and monitored with the help of 
health care IoT application. A heart rate of a patient can be collected at different intervals of time 
and can be sent to the room of doctor.  
 

2. FSC 
The IoT technologies shows potential to deal with the traceability, visibility, and controllability 
challenges. It can cover the FSC by farm-to-plate manner, from specific agriculture, to 
production of food, processing, storage, distribution, and consuming. 

 
3. Safer Mining Production 

Mine safety is of great concern due to the work conditions in the underground mines. So in order 
to prevent and reduce the number of accidents in the mining, IoT applications can help to a great 
extent. By the use of sensors, the mine disaster signals can be sensed which will help in the 
disaster forecasting and safety improvements wherever possible in underground production. 
 

4. Logistics and Transportation 
The transportation and logistics industry is making use of the barcodes, RIFD tags/sensors to 
monitor the movement of the objects from origin to the destination. It is including entire the 
supply chain from manufacturing to shipping, shipping to distribution etc. The IoT is also 
expected to provide better solutions for the transportation services and the automation systems. 
 

5. Firefighting 
IoT is being used for the firefighting safety filed to detect the the fire breakdowns, so that early 
warning can be given for the possible fire disasters. The RIFD  tags and barcodes may be applied 
to the firefighting products. 
 

6. Manufacturing 
IoT applications can help to bridge the gap for the collection of data from any plant or machine. 
Manufacturing plants can further use the collected data for the decision making process. This can 
help in the effective operations, increased profits and reduced costs[12]. The robots are being 
used for latest technology to break new ground in Industry 4.0 [13] Product Design Optimization 
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in Manufacturing and active maintenance design is being done on the basis of the data 
collected.[14] 
 
 
 

6. Research Challenges and Trends 
 
The use of such technology leads to different kind of the research challenges in the industry such 
as standardization, security, privacy and technology. The challenges that are being faced have 
been discussed below: 

 The architecture that will be used for the IIoT ia a big challenge with respect to the 
performance issues, cost, scalability etc. this may include the challenge for the type of the 
network to be used and the communication technology to be used for the specific 
application. 

 Standardization is difficult with the rapid growth of IoT. Standardization lowers the entry 
barriers for the new service providers and users. This helps in improving the performance 
of the system. Various standards for security, communication, and identification can be 
designed to go with the flow of emerging technologies. 

 Information Security and data privacy protection is of great concern. 
 

The research trends that can be considered for IIoT have been discussed below: 
1. The integration of the social networking with the IoT solutions can be done so as to enhance the 

communications among different objects. 
2. The development of Green IoT technologies is required so that the energy of the sensors can be 

saved. There is need for the development of energy efficient approaches or methods so that the 
power consumed by the sensors is reduced. 

3. There is need for the development of context-Aware ioT middleware that can better understand 
sensor data and make the decision on the processing requirements for the data. 

4. Create smart objects by intellegience into the objects and the communication networks. 
5. Integrating IoT with Edge Computing . 

 

 

7. Conclusion 

 
A review on the researches in IoT from the industry point of view has been discussed in the paper. First 
the background has been discussed. Then the architecture for the IoT and IIoT has been discussed.  The 
key technologies have been discussed that can be used in IoT. How the IoT is being used by different 
industries have also been discussed in the paper. The various research challenges have been analyzed and 
the recent trends in the research have also been discussed.  
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