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Abstract—  As we are living in the era of information technology, people accessing large amount of data. They were facing 

lot of problems like how to store the data with sufficient amount of storage with optimum results. Thus, for keeping that 

thing in mind Big data is the solution for accessing the numerous amount of data and optimization of data leads to lossless 

of information while transaction. In this paper we focused on the challenges in the big data and the difference between the 
big data and data sciences. Nowadays, many companies are preferring to work in big data because of lots of data used in 

companies are not manage by another software but there are many challenges they are facing. Big data is the latest 

technique which not only provide the optimum result but also provides the security of the data.  
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• Big data overview (Heading 1) 

Big data is the new technique which is used to manage huge amount of data which are difficult to store 
and required the data processing software which deal with large amount of data. There are various 
parameters which can be taken as challenges in the big data and they are capturing data, data storage, data 
analysis, search, sharing, transfer, visualization, querying, updating, information privacy and data 
source[1]. There are plenty of abstraction that deals with big data: in reality there were three notions: 
volume, variety, velocity. Later on other concepts are introduced which catches the several eyes and that 
notion is veracity which is associated with the noise produced with in the data and with the value emerged 
in it.  

In terms of  information and communication technology the Big Data is defined as huge amount of data 
and complex data in terms of transaction which requires technique of good in managing the data. The 
system that store the data and manage the storage is called data management system that  later on used to 
process those data sets because they could not be manage[2]. Thus, in big data there are various challenges 
example for data storage, we need database which is having high capacity storage, data manage and 
sharing with high quality and high speed system. With large amount of data, a lots of traffic must occur so 
there is need of new methods.Thus, through this large amount of data is being shared and transacted. The 
main function of the big data is to collect the information and store the information which is of in large 
amount. So the biggest challenge for the data collection is data storage which in turn need a large database 
that having a capacity of huge amount. Their are various challenges in big data, the main challenge is data 
capturing and sharing the data with a high speed. The main function of the big data is to manage this kind 
of challenges which in turn provide the optimum solution. 

The rapid growth of information and science technology leads to the access of more data by the uses, 
which ultimately required a large database. Therefore big data has the ability to manage the data and 
enhance the data and later in turn providing the best solution. Billions of data transaction coming from the 
devices worldwide, one of the challenges is to maintain the data without any loss. Therefore the main task 
is the information should not loss while transactions. 

Lots of research has been conducted in the field of big data which includes different technique and 
various applications and tools, this type of research is called data science. This data science is a field which 
include the big data and main focus is on to data storage[3]. Many industries and companies are taking 
initiatives to maintain the data storage through the big data and they are facing the various challenges in 
storing the data and sharing the data and these challenges become the paramount. 

These challenges are: 

A. The data scientists who are involved in this process having lac of knowledge of data collection 
thus for data collection analytically and processing is the biggest challenge therefore in the big data the 
main part needed is deep knowledge of dynamic data storage[4]. 
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B. For big data environment we need sophisticated platform which in turns leads to the biggest 
investments in the big data technology thus investment in the big data is expensive.  

C. Many companies, agencies are not willing to share the amount of information that are significant 
for the nation thus lack of willingness to share the data is the biggest issue and its become widespread. 

Therefore, there is a requirement of rational and logical approach to solve these various problems which 
ultimately becomes beneficial for the nation. Thus big data is the only solution which can withstand by 
these challenges and provide the optimum and secured results, and provide the best solution for the data 
managing and storing and this field is called data sciences[5] which deal with managing the data with the 
large amount of storage that leads to the optimum solution of the biggest problem which nowadays 
companies are facing. 

• Big data vs data sciences 

 
Big Data Data Science  Data Analytics 

Big data is a term that 
describes the large 
volume of data — both 
structured and 
unstructured. 
They analyze system 
bottlenecks and find 
solutions. 
Build large scale data 
processing systems. 
Architect highly scalable 
distributed system.  
Articulate pros and cons 
of various technologies 
and platforms.  
Analyze business 
problems and technical 
environments. 
Various skills are used for 
big data are programming 

languages like Java, 
Scala, NoSQL databases 

like MongoDB, 
Cassandra DB, 

framework like Apache 
Hadoop and excellence 

grasp of distributed 
systems.  

 

Data science, also known 
as data-driven science, is 
an interdisciplinary field 
about scientific methods, 
processes, and systems to 

extract knowledge or 
insights from data in 
various forms, either 

structured or unstructured, 
similar to data 

mining.Predicts the future 
based on past patterns.  
Explores and examines 

data from multiple 
disconnected sources.  

Develop new analytical 
methods and machine 

learning models. 
Leverage data for business. 
Deliver actionable insights 

from the data. 
Optimize websites. 

Various skills are used for 
data science like 

programing skills SAS, R 
and Python, statistical and 
mathematical skills, story-

telling and data 
visualization, Hadoop, 

SQL skills and machine 
learning skills 

  

Process and perform statistical 
analysis of data and discover how 

data can be used to draw 
conclusions and solve the 
problems. This is basically 

science of examining raw data 
and it deals with deriving insights 

from the information.  
They acquire process and 

summarize data. 
Store the data for insights. 

Design and create data reports 
using various reporting tools. 

Manage the quality assurance of 
data scraping. 

Query database and package data 
for insights. 

Various skills are used for data 
analytics are programming skills 

like SAS, R and Python, 
statistical and mathematical 

skills, data wrangling skills, data 
visualization skills. 
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• Platform of big data 

 
In the big data the data scientist asking the right question for accessing the data. First step is to having 

the proper knowledge of the data information, then gathered information which having the company 
important data are needed to store as the database. So the first step is to create the database which include 
the information then testing and training is provided by the machine learning in the python software. 
Therefore, through machine learning every information got tested and trained. Next step is to provide the 
statistical training. Hence, the main function of the data scientist is to provide and maintain the testing of 
the data according to the requirement. 

Big data engineers are involved in this process for building the programming and project. So, they play 
a vital role in the big data because through programming actually the data is stored and secured[6]. Final 
motive is the team work which make the data secure, reliable and access able. 

• Challenges: 

In the digital world, every minute there are billions of transaction and data sharing. This became a big 
challenge to manage and analyse it  in a short duration of time. Many organization is facing it hard to 
utilize this data therefore there is requirement to develop an optimum  solution for this industry[7] 
 
Need For 
Synchronization 
Across Disparate 
Data Sources 

As data sets are becoming bigger and more diverse, there is a big 
challenge to incorporate them into an analytical platform. If this is 
overlooked, it will create gaps and lead to wrong messages and insights. 

Acute Shortage Of 
Professionals Who 
Understand Big 
Data Analysis 

The analysis of data is important to make this voluminous amount of 
data being produced in every minute, useful. With the exponential rise 
of data, a huge demand for big data scientists and Big Data analysts has 
been created in the market. It is important for business organizations to 
hire a data scientist having skills that are varied as the job of a data 
scientist is multidisciplinary. Another major challenge faced by 
businesses is the shortage of professionals who understand Big Data 
analysis. There is a sharp shortage of data scientists in comparison to 
the massive amount of data being produced. 

Getting Meaningful 
Insights Through 
The Use Of Big 

It is imperative for business organizations to gain important insights 
from Big Data analytics, and also it is important that only the relevant 
department has access to this information. A big challenge faced by the 
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Data Analytic companies in the Big Data analytic is mending this wide gap in an 
effective manner. 

Getting 
Voluminous Data 
Into The Big Data 
Platform 

It is hardly surprising that data is growing with every passing day. This 
simply indicates that business organizations need to handle a large 
amount of data on daily basis. The amount and variety of data available 
these days can overwhelm any data engineer and that is why it is 
considered vital to make data accessibility easy and convenient for 
brand owners and managers. 

 Uncertainty Of 
Data Management 
Landscape 

With the rise of Big Data, new technologies and companies are being 
developed every day. However, a big challenge faced by the companies 
in the Big Data analytics is to find out which technology will be best 
suited to them without the introduction of new problems and potential 
risks. 

Data Storage And 
Quality 

Business organizations are growing at a rapid pace. With the 
tremendous growth of the companies and large business organizations, 
increases the amount of data produced. The storage of this massive 
amount of data is becoming a real challenge for everyone. Popular data 
storage options like data lakes/ warehouses are commonly used to 
gather and store large quantities of unstructured and structured data in 
its native format. The real problem arises when a data lakes/ warehouse 
try to combine unstructured and inconsistent data from diverse sources, 
it encounters errors. Missing data, inconsistent data, logic conflicts, and 
duplicates data all result in data quality challenges. 

Security And 
Privacy Of Data 

Once business enterprises discover how to use Big Data, it brings them 
a wide range of possibilities and opportunities. However, it also 
involves the potential risks associated with big data when it comes to 
the privacy and the security of the data. The Big Data tools used for 
analysis and storage utilizes the data disparate sources. This eventually 
leads to a high risk of exposure of the data, making it vulnerable. Thus, 
the rise of voluminous amount of data increases privacy and security 
concerns. 

    
To develop a optimum solution for this large corporate need to arrange big data training for the 
enhancement and enrichment of  this billion of data produced in every minute.  

Conclusion 

In the era of information technology, the data is the main thing which are required for accreditation. Thus, 
Big data  provides optimum results in storing the billions of data. Many companies, agencies are working 
on it but they are facing lots of challenges. So, keeping that in mind challenges acceptable by the 
companies and having perquisites of it, big data creating wonders and one day it creates the advancement 
in the technology later on we don’t need to worry about the data, it provide full security while accessing 
and transaction. 
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